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Introduction to Risk Management
Principles

Philip E. J. Green”

Ultimately it is the business manager, not the risk specialist, who is responsible when things go
wrong. The challenge the manager faces is that the many fields of risk management are domi-
nated by specialists and jargon. The insurance broker, the safety manager, the cybersecurity
specialist, the financial risk manager, and the engineer all use different language to describe
risk. Even within each specialty there are variations in the way language is used, making it hard
for a generalist to distinguish between what is particular about risk management in one field
versus another—say, cybersecurity versus safety—and what is common, and thus what should
be done by the specialist and by the generalist.

Another challenge is the seemingly infinite variety of risk management processes. If you
search the Internet for “risk management process,” you will quickly see the wide variety of
approaches favored by different consultants and experts. There are four-, five-, six-, and nine-
step risk management processes. There are risk management cycles, flowcharts, pyramids, and
decision trees. There is obviously value in the creativity of the human mind applied to risk. But
there is also value in simplification and standardization.

This book aims to equip the reader to effectively manage an organization’s risks, to provide
the reader with a common vocabulary and process for managing all types of risk and to pro-
vide insights into each of the particularities of several critical types of risk. The idea is to help
readers focus on the substantive aspects of several risk specialties, rather than on the semantic
and procedural.

This chapter sets out a vocabulary and risk management process common to the remain-
ing chapters of the book (terms commonly used throughout the book are underlined in this
chapter). All the authors have contributed to this chapter. In their own chapters, they have
applied its concepts to their specific field of risk management. The terminology and the risk
management process we have adopted for the book are inspired from an international risk
management standard.! This book is respectful toward, but does not take a position on, that
standard; nor does it blindly adhere to it. We do not claim that the words and the risk manage-
ment process are novel. But what is novel is our use of them as a common approach applicable
to the entire enterprise as well as to multiple types of risk—hence the title. This book cannot

*With input from the other authors.
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cover all types of risk that an enterprise faces. By showing that different experts use a similar
thought process and language, but employed from different viewpoints, I hope that the com-
mon approach will be clear to readers, allowing them to extend principles covered in this and
the other chapters to specialties not covered herein.

The idea of a risk specialty is somewhat fluid. A single event may have multiple conse-
quences; sometimes they can escalate or cascade in a ripple effect. These consequences may
even affect areas of the business considered to be under the domain of different risk special-
ties. For example, a pipeline spill may injure employees or the public (health and safety risk),
kill fish and pollute a river (environment and sustainability risk), shut down operations (opera-
tional risk), harm a pipeline company’s brand or reputation (brand risk), disrupt supply chains
(supply chain risk), increase insurance premiums and cost billions to clean up, causing share
prices to drop (financial risk), change the political context in which the pipeline company is
hoping to gain approval for a new pipeline (political risk), and disrupt the company’s growth
strategy (strategic risk). Complicating matters, specialists often view risks through their own
lenses: The safety manager might classify a pipeline spill as a safety risk, the marketing exec-
utive as a brand risk, and the loss control manager as a financial risk, and so on, all dealing
with the risk with their own specialty’s tools and jargon. It is much better to have a common
approach and an enterprise-wide risk management system.

What is Risk?

What is risk? The word contains two key ideas: uncertainty and outcomes. In common usage,
people associate risk with negative outcomes more than with positive ones, but usually both
are present. The idea of outcomes can be broadened to think of goals or objectives. A jaywalker
may have two objectives: to save time instead of waiting for a green traffic light, and to cross
the street without being hit by a car. There is uncertainty about whether he can jaywalk and
meet those objectives. The first objective relates to a positive outcome (saved time), the second
to a negative outcome (injury).

Risk can thus be thought of as the effect of uncertainty on objectives. This book expresses
risk as the consequences of an event, such as being hit by a car while jaywalking, and the associ-
ated likelihood of that event.

There are several ways that people commonly use the word risk. Some use it to refer to the
likelihood of an event’s happening, others to the consequences if it does happen. For exam-
ple, when someone states that California has greater earthquake risk than New York, he or she
could be saying that earthquakes are more likely in California. Or when someone states that
XYZ Corp has greater risk, should a cyberattack occur, than another company does, he or she
could mean that XYZ Corp would have a greater loss if a cyberattack were to occur. In fact, risk
deals with both likelihood and consequences. People also commonly use the term risk to refer
to unpredictability or variability in outcomes. For example, financial analysts will say that a
high-tech stock has greater risk than a utility stock because the returns on the high-tech stock
have greater variability or are thus more difficult to predict. In other words, there is greater
uncertainty over the desired outcome of a return on the investment.
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What is enterprise risk management? Enterprise risk management is a system in which
managers are concerned with managing the risks of the entire enterprise. In a more traditional
approach various specialists focus on specific or “pure” risks, which are not aggregated to
provide a view of the risk the enterprise faces.

What is risk management? Risk management is the coordinated set of principles, processes,
activities, roles and responsibilities, and infrastructure, combined into a system and used to
control the actions of an organization in light of the risks it faces.

Enterprise risk management applies many of the fundamental principles of management;
indeed, it is an integral part of management. The contributors to this book have emphasized
these principles from different viewpoints, but two receive special attention: communication and
accountability (or responsibility). The authors look at these issues through the perspective of their
own risk specialty, but taken together, they provide useful insights that are applicable to other
types of risk. For example, Chapter 5 discusses operational risk and describes a top-to-bottom
communication process (illustrated by Figure 5-2 of that chapter) that melds nicely with the pro-
cess described in Chapter 9 regarding the portfolio method of aggregating risks. A challenge with
the portfolio risk approach is communication of the risks that should be included in the portfolio.
It also melds nicely with the approach in Chapter 2 regarding internal communication processes
of environmental risks. The principles outlined in these chapters apply to many other areas.

To manage the risks of the entire enterprise suggests that some individual, perhaps a chief
risk officer or a group reporting to him or her, knows the risks of the entire enterprise. But this
is impractical and bureaucratic. Or perhaps people on the top of the organization should man-
age the small number of large risks and the people on the bottom the large number of small
risks. This has appeal, but because a small mishap, indiscretion, or malevolent act by a single
employee can in some cases cause disaster for the entire enterprise, the top cannot just leave it
up the bottom to deal with risk unsupervised.

The solution that emerges from the contributors is that communications is a mix. Top manage-
ment must use its communications to set tone, direction, and policy for the enterprise in relation
to risk. It should provide training about the risks the enterprise faces and how to manage them. It
must seek out information to determine whether risks, big or small, are being managed systemati-
cally throughout the enterprise. And it must ensure that people know when to communicate sig-
nificant risks they have identified to the top so that they can be aggregated and managed in an
enterprise risk “portfolio” These ideas are brought together in Chapter 13, on risk culture.

The contributors have addressed the issue of accountability and employee involvement
by examining several questions: What should be done by people dedicated to risk manage-
ment? What should be done by line management as part of regular responsibilities? What is
the responsibility of top management? What are the responsibilities of the line organization?
How should employees be involved? What should they be responsible for? Chapter 14 dis-
cusses the role of the board of directors in risk management and, in particular, whether there
should be a dedicated risk committee. Chapter 2, on environmental risks, describes how this
split in responsibilities between line and staff environmental experts changes with context.
Chapter 3, on health and safety risk, graphically describes the responsibilities of management
and employees for safety. Chapter 6, on cybersecurity, describes how all employees should
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be aware of their responsibilities for cybersecurity. Chapter 7, on brand risk, describes how,
in a viral world, to embed a brand risk intelligence mindset across the entire organization—
in other words, it addresses the central problem of getting everyone involved in managing the
risks over which they have some influence.

Risk Context

Risk changes with context. It may help to think of context in terms of external context and
internal context. The external context includes business, infrastructural, economic, social, cul-
tural, and political context and the trends affecting—or that could affect—the organization. In
the case of a jaywalker, it includes such things as the volume of traffic and the weather. The
internal context includes the organization’s culture, processes, structure, strategy, policies and
objectives, and methods. A jaywalker rushing to a hospital where his daughter is undergoing
emergency surgery has a very different internal context than one who is trying to avoid a ten-
minute wait for the next bus. Both share the objective of trying to save time, but understanding
the context is vital to understanding the criteria they use to evaluate risk.

Part of internal context is risk tolerance and risk appetite. Risk appetite is the amount of
risk that an organization is willing to assume in pursuit of its objectives. For example, a young
startup company may be willing to “bet the farm” in its pursuit of growth, whereas a utility
would have much less appetite for risk. Risk appetite is linked to an expected return, to moral
values, or to business objectives. Not all forms of risk are equally appetizing. A company may
have a large appetite for financial risks in its pursuit of profits. For risks that could harm or
kill employees or members of the public, the same company could (and should) have a much
smaller appetite. Shell, for example, says: “Goal Zero captures the belief that we can oper-
ate without fatalities or significant incidents despite the often difficult conditions in which
we operate.”?

Risk appetite depends on who eats the risk. The 2010 Deepwater Horizon drilling rig explo-
sion and subsequent oil spill in the Gulf of Mexico was catastrophic for those who were killed
and for their families. It was catastrophic for some small business owners, who lost tourism
business along with a substantive amount of their own equity. It caused extensive damage
to the environment. But was it a catastrophe for British Petroleum, who leased the rig? Even
though BP suffered a huge financial loss and has paid billions of dollars in restitution and fines,
it is still a large, viable business.

Risk Assessment
Risk assessment is the process of

1. Riskidentification
2. Risk analysis
3. Risk prioritization

The risk profile is a description of the risks of an enterprise, resulting from the risk assessment.
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Risk Identification

Risk identification is the process of identifying the sources of risk and the events that can occur,
as well as the causes and potential consequences of such events. The sources of risk are those
situations that may give rise to a risk. The traffic on the street is the source of risk to the jay-
walker. Getting hit by a car while jaywalking is an event that could have potentially serious
consequences.

The goal of risk identification is to create a list (or register) of risks that are based on events
that could have significant consequences. This list should include risks that are under the
control of the organization and those that are not, risks that are adequately controlled by the
organization and those that are not, and risks that were previously known, as well as new risks
uncovered during risk identification. Risk identification should identify the possible conse-
quences, including cascading consequences, of the event.

Defining the “event” can be tricky, because events usually follow each other in a causal
chain. Suppose a man jaywalks across a busy street and gets hit by a car. The impact breaks his
leg. Is the event that the man jaywalked and the consequence that he was hit by a car? Or is the
event that he was hit by a car and the consequence that he broke his leg? Reasonable people
can view the same chain of events differently. The best guidance is to do what is reasonable and
practical in your circumstances. For the zealous cop, the event is that a man jaywalked; for the
ambulance driver, that he was hit by a car; for the orthopedic surgeon, that his leg was broken.
In a general way, an event is some occurrence such as an “incident” or “accident,” or a change
in a particular set of circumstances that affect objectives. The change in circumstances that
warrant being thought of as an event depends on an organization’s context and objectives. An
event can include something that does not happen (such as a new supplier failing to deliver).
Or an event can have no consequences, such as in the case of a “close call” or a “near miss.”

Another reason why defining the event can be tricky is because of the different perspec-
tives created by the interplay of frequency, time and space. Volcanic eruptions are thought of
as spectacular events if they happen in our own lifetime and vicinity, because on those scales
they are rare. But on geological timescales, on the planet as a whole, they are a certainty—
not so much “events” as a geological process. Jaywalking happens virtually all the time in
large cities—it is thus highly likely that over the course of a statistical reporting year, several
jaywalkers will be hit by cars. For city administrators, such occurrences become part of urban
life. The likelihood of a particular jaywalker’s getting hit on a particular street is much lower—
so it is easier to see such a thing as an “event,” especially if you are the jaywalker who gets hit.

Risk Analysis

The purpose of risk analysis is to understand the causes and sources of risk, the effectiveness of
existing risk controls, the likelihood of the event, and the consequences—both negative and pos-
itive—of the event. The results of risk analysis are used for risk prioritization and risk treatment.

There are many ways to express the results of a risk analysis. Most typical is to rate a risk
using a grid of likelihood and consequences. The 3 x 3 grid in Figure 1-1 is one such manifes-
tation of a risk analysis grid.
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FIGURE 1-1 An example of the likelihood-consequences matrix used in risk analysis.

In such a grid, an event that has high consequences and high likelihood (A) is considered to
be a greater risk than an event having low consequences and low likelihood (B). Depending on
the criteria an organization or person uses to determine likelihood and consequences, a risk
having high consequences and low likelihood (C) may or may not be considered to have the
same risk as one having low consequences and high likelihood (D). For example, a parent may
be less likely to worry about the likely but inconsequential cuts and scrapes that children get to
their knees (D) than the less likely but very consequential risk of their child’s being hit by a car
(C). Similarly, a pipeline company may be less concerned about the relatively likely but minor
oil spills that occur during vehicle maintenance (D) than about a single pipeline failure that
spills large quantities of oil into a river in full view of the public (C).

Some organizations use risk analysis to quantify risks, others use a qualitative approach to
risk analysis. For example, one organization may choose to classify risks as “high,” “medium,’
and “low;” another to rank them from highest to lowest; and a third to assign a number, based
on likelihood and consequences, to each. All are useful and valid approaches, depending on
organizational context.

Ideally, two individuals or two groups within the same organization, provided they have the
same information about a risk, should assign the same consequences and likelihood. If reason-
ing about risk were done by risk-management robots, programmed according to clear rules and
having access to the same information, each robot would indeed assign the same likelihood
and consequences. But in practice, people do not reason like robots about risk, and they do not
always have access to—or pay attention to—the same information. There are also psychological
aspects to how people perceive and reason about risk, likelihood, and consequences which are
described later in this chapter (please see the description of “anchoring” and “availability” in
the section Reasoning about Probability, Uncertainty and Likelihood) and in Chapter 11. Our
goal, however, should be to achieve as high a degree of consistency as possible.

Some consistency can be achieved with well-defined risk criteria. Risk has two dimensions,
likelihood and consequences, so it is useful to develop criteria for each. The criteria for evaluat-
ing consequences should describe what consequences are important, why they are important,
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specific things to be considered when determining consequences (such as the views or reac-
tions of stakeholders), internal and external contexts, and thresholds for certain types of conse-
quences (such as financial loss thresholds). The criteria should be based on the risk appetite. If
a jaywalker is hit, fast traffic will do more damage than slow traffic, so the criteria for determin-
ing the consequences of a jaywalker’s being hit by a car should include traffic speed.

Criteria for likelihood should consider both factors that make an event likely and factors
that make an event less likely. Heavy traffic makes it more likely that a jaywalker will be hit by
a car than light traffic; the criteria for determining the likelihood of a jaywalker’s being hit by a
car should include the traffic.

Consider the following examples of (cursory) risk analyses by three jaywalkers:

e Arnold defines the event as being hit by a car. At rush hour on a busy urban street, Arnold
determines that there are high consequences (being seriously injured) and high likelihood
of being hit by a car (A).

¢ Brett defines the event as jaywalking on his quiet residential street. He foresees two
consequences: being hit by a car, which would lead to serious injury, and teaching unsafe
practices to his children, which would put them at risk. He decides that the likelihood of
being hit on his street is low. If he or his children were hit, traffic is slow, so serious injury is
also unlikely. The consequences of having a bad influence on his children are minimal, for
he teaches them to look both ways. The result of his risk analysis is both low likelihood and
low consequences (B).

e Christine defines the event as being hit by a car. Late in the evening on the same stretch of
road as Arnold, Christine determines that there are high consequences, but a low likelihood
of being hit by a car (C).

Risk Prioritization

Risk prioritization® is the process of deciding which risks should be treated based on the risk
analysis, as well as the priority for treatment. The likelihoods and consequences of the risks
that have been analyzed are compared with each other and with the risk criteria. The purpose
is to decide on possible treatments: implementing new or improved controls, continuing with
existing controls, or analyzing controls further.

Risk prioritization can be done formally, by comparing the results with organizational
guidelines, or informally, through discussion and consideration of the risk analysis. In either
case, you should consider the internal and external context; the organization’s objectives;
views of stakeholders; and legal, contractual, and other requirements to determine high-,
medium-, and low-priority risks. From this, one can determine which risks need to be commu-
nicated to more senior levels of management.

Risk Treatment

After a decision has been made that a risk is a priority, it should be treated. Risk treatment
involves selecting options for modifying risks, implementing the options, and improving or
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modifying risk controls for each risk. When treatment addresses risks having negative conse-
quences, people often use the terms “risk mitigation” or “risk reduction.”

Risk controls are practices, devices, policies, and any other methods implemented by an
organization or individual to modify risk. For example, an employee computer training pro-
gram is meant to control some cybersecurity risks. During a risk assessment, it is determined
that these cyberrisks are too high. The training was found to be inadequate. The treatment is to
improve the training program.

Each option for risk treatment should be reviewed and considered through a cyclical pro-
cess that considers the effectiveness of the risk treatment in controlling risk, the cost of the
risk treatment, the benefits of taking the risk, the views of stakeholders, the residual risks that
would remain after the controls are implemented, and whether the residual risk would meet
the organization’s risk criteria. If the residual risks do not satisfy the risk criteria, or if they do
satisfy the criteria but the costs to meet them are too high, then other risk treatments should be
devised.

The risk treatments can include many possibilities:

e Avoiding the risk altogether by not engaging in the activity that gives rise to the risk

e Taking, or even increasing, the risk to pursue some opportunity

e Changing the likelihood or the consequences or both

e Sharing the risk by means of contractual, insurance, financial, community, or governmental
arrangements

To change likelihood and consequences, you can improve or implement controls that do the
following:

e Aim to prevent the event from happening, thus reducing the likelihood (for example,
keeping your home clear of combustible materials to prevent fire).

e Aim to detect the event if it happens, thus reducing the consequences (for example, a
smoke detector).

e Aim to react (or respond) to it if it happens, thus reducing the consequences (for example,
a fire extinguisher). Reaction (or response) means the actions taken immediately
after an event to help contain it. Effective reaction will truncate many of the potential
consequences. Reaction is related to recovery, the actions taken to return to the condition
that existed before the event.

The three jaywalkers decide on the following treatments: Arnold decides to reduce the like-
lihood of being hit by a car by not jaywalking (avoidance). Brett decides that no treatments are
necessary, the existing controls being adequate. Christine decides to reduce the likelihood by
only jaywalking if she cannot see cars coming in either direction and she enjoys good visibility
(prevention).

After a risk has been reduced (or changed) to its new residual risk, the residual risk
becomes the risk for the next round of risk assessment. As an organization’s context changes
over time, the new residual risk, too, may be considered to be unacceptable. An example can
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be found in the case of seatbelts and other restraint systems in vehicles. The first cars had no
seatbelts. Volvo was the first to introduce them as standard equipment, in 1959. By the 1970s,
legislation began appearing making them mandatory. By the 1990s, automobile manufacturers
were adding front air bags, and by the 2000s side and other airbags. At each juncture, the risk
resulting from the existing restraint technology eventually became unacceptable to the public,
legislators, and automobile manufacturers. The addition of new technology “treated” the pre-
vious risk and reduced it to a new level of residual risk.

Risk Monitoring and Review

The job of risk management does not stop after risk treatments have been implemented.
Monitoring and review ensures that risk controls are effective, that lessons are learned from
successes and failures, that trends are identified, and that changes in internal and external
context are noticed. Risk monitoring and review also includes performing investigations into
events (including near misses).

Key risk indicators (KRIs) are any indicators that an organization finds useful to monitor its
enterprise risk management system, to monitor the effectiveness of a risk control, to monitor
the effectiveness of the enterprise risk management system or some aspect of it, or to monitor
or measure some variable that indicates potential likelihood or consequences (such as traffic
speed or density).

Reasoning about Probability, Uncertainty,
and Likelihood

What is probability, and can it be measured? There is a common misconception that proba-
bility can be measured. Some prominent authors on risk write about measuring probabilities
from frequencies of past events.* This not only has caused confusion, but has caused people to
draw mistaken, even dangerous conclusions about risk. I use the term “measurement” in the
strict sense of objectively ascertaining and quantifying some property by comparison with a
standard.

The words “likelihood” and “probability” have very specific meanings in statistical theory,
but in common usage, they both refer to the chance that an event will happen or has happened
or the chance that a statement is true. The need for probabilistic reasoning arises from the
incomplete knowledge that results in uncertainty. It is thus central to risk, which is the effect of
uncertainty on objectives.

Suppose someone holds up a coin in his right hand in front of you and then hides it in
his fist, puts both hands behind his back, and shulffles the coin between the hands. He then
brings both hands forward towards you, fists clenched, and asks you the probability that it is
in his right hand. You would be uncertain whether it is still in his right hand, or whether he has
switched it to his left.
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Most people will answer that the probability of its being in his right hand is 0.5. Having
no reason for thinking the coin is in one hand over another, they assign a probability of 50
percent to each. The coin-holder give the probability as 1 (or 100 percent) if it is in his right
hand—O0 if it is not. The observer is uncertain, the coin-holder certain. Because the observer
and coin-holder do not have the same knowledge about the situation, they assign different
probabilities. This is a key point: The probability you assign to a proposition (such as “the
coin is in the right hand”) describes your knowledge about it, as well as your degree of ratio-
nal belief that it is true. Likewise, the probability that you assign to an event describes your
degree of rational belief that the event will happen. And a probability is not just an opinion.
Physicist E. T. Jaynes says that a probability assignment is “subjective’ in the sense that it
describes only a state of knowledge, and not anything that could be measured in a physical
experiment.”

In this sense, probability is a descriptive method that fills the gap left by missing informa-
tion about some event or proposition. The event can be in the past or in the future. For exam-
ple, one could say, “He’ll probably get hit if he jaywalks across that street now,” “The fire was
probably caused by faulty wiring,” or “Faulty wiring will probably cause a fire within a year”

Physicists and other scientists often express probability numerically as a number between
0 and 1 (or 100 percent). For example, in 2012 scientists trying to detect the Higgs boson
announced that their experiment had detected a signal likely to be a Higgs boson. They said
that there was a probability of only 1 in 3,000,000 that such a signal would be produced in a
universe without a Higgs boson.® Such statements give the impression that probability can be
measured in the same way as measuring properties such as temperature or speed or voltage.
It cannot. When the physicists state a probability of 1 in 3,000,000, they are using their experi-
mental data and their existing knowledge of the laws of physics to calculate it. In the same way,
one would use one’s knowledge about traffic in general, as well as traffic conditions at a spe-
cific time and place, to make a statement such as “He’ll probably get hit if he jaywalks across
that street now.”

Just because some probabilities can be expressed quantitatively does not mean that all can,
nor does it mean that a particular probability can or should be expressed quantitatively. John
Maynard Keynes put it succinctly when he said, “[W]hether or not such as thing is theoretically
conceivable, no exercise of the practical judgment is possible by which a numerical value can
actually be given to the probability of every argument.””

There are many options for expressing degrees of likelihood or probability. Both qualita-
tive scales (such as high, medium, and low) and quantitative scales are commonly used.
Quantitative scales can include ordinal numbers (1, 2, 3) or percentages. Bond rating agencies
use their own particular scale.

What is important to note is that these quantitative scales are not measurements of prob-
ability but quantifications of it. Measurements, such as key risk indicators, may form part of
the body of knowledge used to assign a quantitative (or qualitative) value to a probability.
For example, data on the number of jaywalkers who have been hit at a particular spot could
form part of the knowledge needed to make the statement “He’ll probably get hit if he jaywalks
across that street now.” But those data are not a measurement of the probability. The frequency
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of jaywalkers’ being hit is related to the probability of being hit but does not tell you the prob-
ability. The frequency certainly provides useful background information in assigning probabil-
ity, but that does mean that frequencies are probabilities—they are not.

In a very dramatic illustration of this, in 1992, the Westray mine in Nova Scotia, Canada,
exploded, killing twenty-six miners. Just a few weeks eatrlier, it had been awarded an award for
being the safest mine in Canada. This award is based on the frequency of accidents in mines.
The Westray’s frequency was the lowest in the country, with fewer workers were injured per
hours worked than at any other mine. But the mine was very badly managed, as the subsequent
inquiry showed.? The terrified workers knew that it was very likely to explode: The methanome-
ters that measure methane concentrations at the mine face were frequently inoperable at a time
when methane was “gassing out” of the coal face and mining equipment was causing sparks.

Coin flips are often (mis)used as an example of measuring probability from frequency. This
notion can be dispelled using a simple thought experiment. Suppose you are told that a par-
ticular coin, which is bent, has been vigorously flipped hundreds of times. It came up roughly
two-thirds of the time on one side (i.e., heads or tails) and one-third on the other side (i.e.,
tails or heads). But you do not know on which side it came up most frequently. That is all you
know about this coin. What probability will you assign to flipping a head on the next flip? You
have no choice but to assign a probability of one-half because of the missing information, even
though you know this is not equal to the frequency. The frequency of heads, however, is either
two-thirds or one-third. Thus frequency is not necessarily equal to probability—it is equal only
in certain situations.

Often people will use the frequencies of events to help assign a probability. Such frequen-
cies could include the percentage of bonds that default for each rating, the fatalities per million
miles driven or the incidence of cancer per 100,000 people per year. These frequencies are part
of the background information and are knowledge needed to determine probability, but they
are not themselves measurements of probability.

These frequencies pose a similar problem as our bent coin when looking at specific circum-
stances. For example, the long-term frequency of defaults of AAA rated bonds will not match
the probability at the onset of a severe economic crisis. In an economic crisis, when compa-
nies’ finances may be under duress, the probability of default is higher than that suggested by
the long-term default frequency.

Population frequencies are usually different from the probability of a particular individual
event with its own circumstances. Suppose that on average 1 in a 100,000,000 people are killed
by black bears every year in North America. The annual frequency of deaths by bear in the
population in an entire continent is not a “measure” of the probability of getting killed by a
black bear, but it is useful background information. If you suddenly see a hungry bear crawling
into your individual tent, you will certainly not comfort yourself by thinking that there is only
a one in a million chance of being killed! This new information will cause you to update your
probability assignment from 1 in 100,000,000 per year to something much greater!

It is thus reasonable to speak of assigning, determining, or quantifying probability, but it
is not correct to speak of measuring probability, and it is dangerous to act as if probability can
be measured. Probability (or likelihood) is something that you should assign based on your
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knowledge about the things that make an event probable or improbable. This principle is illus-
trated in the descriptions of evaluating a health and safety event (Chapter 3) and a cybersecu-
rity event (Chapter 6).

People reason about probability according to a small number of rules that simplify think-
ing. This makes the task easier, but it can also lead to severe and systematic errors and judg-
mental biases. An example of how such a rule can lead to errors is exemplified in how people
judge and perceive distance. The sharper an object appears, such as a house on the other side
of a lake, the closer it seems. This leads to an overestimation of distance when objects are
blurred by haze and an underestimation when visibility is good and objects are seen sharply.
Two such rules similarly used in evaluating probability are “anchoring” and “availability.”?

Anchoring occurs when people are overly influenced by an initial observation or value.
Anchoring may have occurred in how people perceived the probability of default of collater-
alized debt obligations (CDOs) before the 2008 financial crisis. CDOs contained many indi-
vidual securities, some having high ratings (and thus low probabilities of default). If people
“anchored” on these highly rated securities in a CDO, they could have easily assigned too low a
probability of default for the entire CDO.

People tend to judge an event as being more likely if it is readily imagined or recalled
and thus “available” to the imagination. They will tend to think airplanes are more likely to
crash if there has recently been a crash in the news, or they may think that being hit by a car
while jaywalking is more likely if they know someone who was so hit. Even talking about a
low-probability event may cause people to think it more probable than they did before. It is
because of the availability rule that people tend to think they are better drivers than average.
If they themselves are accident-free and the media report accidents’ happening to others, they
think themselves unlikely to have an accident.

Structure of this Book

This book is organized into four somewhat arbitrary parts. Part 1 deals with risks that are
roughly classified as physical in the sense that they deal with things that can go “boom” when
something goes wrong. Part 2 deals with intangible and information risks. Part 3 deals with
financial risks. Finally, Part 4 looks at the big picture, addressing culture, the role of the board
of directors, politics, and—finally—strategy, which looks at the risks to the survival (or for-
tunes) of the entire enterprise when setting strategy. The final chapter, on strategic risk, goes
right to the heart of the definition of risk: the effect of uncertainty on objectives. All chapters
look at the effect of uncertainty on objectives, but this chapter also looks at the risks inherent
in the objectives themselves.
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Environmental Risk

John Roberts and Frank Frantisak

Environmental risks arise from the relationships of corporations with the natural environment
and with the entities that regulate, protect, and manage the environment. Sources of envi-
ronmental risk include energy use and its effects, greenhouse gas emissions, water use and
discharges, waste disposal, site contamination, and effects on biodiversity. Many corporate
activities, such as manufacturing, mining, importing new materials, and selling automobiles,
are the subject of environmental regulations developed to protect the environment. There is
considerable risk in not achieving compliance with their requirements.

Environmental risks can be viewed through a social risk lens, and vice versa. Social risks
arise when people react to corporate effects, whether actual or perceived, on the environ-
ment. The usual public reaction to industrial effects on the environment is ambivalence. But
some effects, actual, proposed or perceived, can incite people to outrage, demonstrations,
letters to the editor, boycotts, media campaigns, complaints to government officials, and law-
suits. Many such complaints will lead to investigations and even charges. There is political risk
(see Chapter 15 on Political Risk), for companies can lose the support of political friends and
elected officials such as a mayor or governor and even lose the support of industry groups. A
company could wind up with disgruntled employees or have difficulty attracting employees
because of its poor environmental reputation. This general sullying of personal and corporate
reputations can affect a company’s brand (see Chapter 8 on Brand Risk) and can have serious
personal effects on managers who might be implicated.

Environmental Risks—the Social Dimension

Why do some members of the public get upset about environmental risks that experts are
not concerned about? People often distrust experts, especially when they disagree with one
another, and with good reason: In many high-profile cases, the experts have been wrong.
Experts claimed PCBs' were inert and stable and thus ideal for use in electrical equipment.
Years later, it was found they accumulate up the food chain and are persistent in nature. The
U.S. Environmental Protection Agency describes their many toxic effects on humans and ani-
mals.” CFCs® were introduced because of their firefighting properties and because experts said
that they were less dangerous than ammonia for refrigeration and air conditioning. After many
years of use, it was discovered that they were burning a hole in the ozone layer of the atmo-
sphere over Antarctica. Governments around the world have banned both chemicals.

17
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People’s reaction to environmental risk is strongly driven by the control (or lack
thereof) that they can exert over the source of risk. People are more likely to get outraged
if they feel that the company gets all the profits from taking a risk and the people get all the
consequences—with little or no say in how the risk will be managed.

And not only exotic chemicals provoke this reaction: There were, and still are, major cam-
paigns lead by public interest groups against forestry, energy, and mining operations. Some
“outraged” people live near these operations, but many more are not directly affected. Their
outrage is often driven by broader concerns about the environment. In 2005, TransCanada
Corporation proposed the Keystone XL pipeline expansion, a 327-mile shortcut between
existing pipelines that would shorten the distance between Canada’s oil sands and the U.S.
Gulf Coast refineries. Well-known climate scientists, environmental groups, newspapers, and
celebrities opposed the project on environmental and climate grounds. Protests drew tens of
thousands of people. The CEO of TransCanada called the pipeline “routine,” saying that the
company had been building pipelines for more than half a century and that 200,000 miles of
similar pipeline already existed in the United States.” Yet at the time of writing, the project was
still in limbo, with President Obama deferring a decision indefinitely.

When determining the consequences of environmental risks, you should determine the
potential for community “outrage,”® because it is capable of halting a project or exaggerating a
technically minor incident or project proposal. People often find many environmental effects
outrageous even when technically informed people—experts—performing risk assessments
judge the mechanical, physical or chemical or biological risks to be minimal. Thus environ-
mental risks and social reaction to them must be considered together.

Consider the following example. Some of the world’s best wood fiber for papermaking is
made by a chemical process called the Kraft process. The Kraft pulp process emits a strong,
pungent odor similar to that of rotten eggs. Though the smell is unpleasant, there are no
known health effects at the usual concentrations. At a Kraft pulp mill in Thurso, Quebec, the
odor had been prevalent for many years. The mill had been in the town for several decades,
and many employees were residents of the town. Because of this, and perhaps because the
nose becomes somewhat accustomed to the odor, this situation had been more or less toler-
ated over the years.

In the late 1980s and 1990s, the number of odor complaints increased. In addition, when
there was an easterly wind, the odor would waft into downtown Ottawa, about 30 kilome-
ters away, increasing the complaint halo. The managers of the mill did nothing for a while,
as was often the case at that time. They believed the mill to be an important economic
contributor to the community—and, in any case, it was not affecting public health. But com-
plaints became increasingly frequent and vociferous. National political leaders in Ottawa
joined in the fray. Eventually, to keep the peace, the company was obliged to implement
a project in excess of $20 million to remove 90 percent of the odor. The complaints went
away. To preserve the company’s reputation, the company’s board of directors had approved
a zero-financial return project at a time when the pulp industry, and that mill, were not
doing well.
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Environmental Risk—the Legal Dimension

To ensure adherence to protection measures demanded by society, and to ensure that all
actors are guided by the same standard, governments establish laws and regulations carry-
ing financial sanctions for companies and personal sanctions for managers. Though fines and
financial measures are criticized by some because they can be seen as a cost of doing business,
personal charges against managers and directors are a different matter and necessitate clear
actions by the directing minds of corporations. To protect their companies and themselves
from prosecution directors and managers must install meaningful environmental policies that
are implemented through an environmental management system. Then they must regularly
follow up to ensure, through oversight visits and formal audits, that the system is working. In
this manner, they will be preventing mishaps and will have a defense of due diligence in the
event of mishap.

In the authors’ experience, environmental charges laid against companies can have signifi-
cant financial and legal implications. In the 1990s, a paper mill (we’ll call it Mill 1) was charged
with multiple contraventions of the effluent discharge regulations, and the mill manager was
personally charged with many counts related to the same discharge contraventions. Potential
fines for the charges amounted to $160 million, though legal precedent indicated clearly
that fines were likely to be no more than $5 million—still a notable sum. The mill had had a
history of overflows of untreated effluent from the mill sewer system during the previous sev-
eral years. This had attracted the attention of the corporate environment department, which
had been monitoring the mill’s environmental compliance data every month and the mill had
been through the regular corporate environmental audit program. The factors causing the
overflows had been identified as risks of these processes. Risk management and reduction pro-
grams and projects were implemented, in response to the audit, to deal with the overflow situ-
ation. Overflow frequency had been greatly reduced over the prior two or three years and were
rare at the time when the charges were laid. Nevertheless, the regulators laid charges for viola-
tions in previous years. In the words of one senior manager, “with that many charges, chances
are we are guilty of something” Hence, the legal strategy was to have the charges against the
mill manager dropped, and reduce the penalties to the corporation, by pleading guilty to a
reduced number of infractions. Ultimately both of these objectives were achieved, and a mod-
est fine was paid.

The lesson is that even though the risk of environmental harm can be identified and effec-
tively reduced by risk assessment, oversight, auditing, and follow-up, past regulatory violations
may be on the record, creating enhanced legal risk until the statute of limitations has run.

There is a personal side to this, too, for despite the best intentions of the company, the epi-
sode took a considerable personal toll on the mill manager and his family. Companies need,
first and foremost, to ensure that they are in compliance with the rules and avoid charges. But
in the case of charges, it is critical to consider very carefully how best to support and assist
employees who are implicated, especially if they are charged personally. It is the right thing to
do, and it will be noticed by other managers.
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FIGURE 2-1 Different types of environmental risk.

Types of Environmental Risks

Environmental risks can originate from within the company or from outside; these are inter-
nal and external risks. There are three temporal categories of environmental risks: “present,’
“legacy,” and “latent.” (See Figure 2-1.)

Internal risks emerge from operations within the company’s production facility fence line
or at its other nonproduction activities. The effects of internal risks can be on the next street,
fifteen miles downstream in another country, or thousands of miles away, in the case of large
point-source air emissions, such as acidic emissions that cause acid precipitation. Internal
risks can be classified by time frame as present, legacy, and latent.

Present risks are risks that stem from today’s operations and can be subdivided into
continuous and accidental risks. Continuous risks result from continuous activities such
as discharging liquid effluents and air emissions as a result of routine production processes.
Accidental risks occur suddenly, such as a tailings dam failure, pipeline rupture, and rail or
road tanker accidents.

Legacy risks are those that exist today due to the practices of the past. These can include
the leaks from an old underground storage tank or ecological damage to land or water result-
ing from historic emissions or discharges. Both present and legacy risks can be known or
unknown, depending upon the degree of oversight and management applied. Legacy risks
take a while to understand and develop plans to deal with.

Latent risks result from the practices of today but will not be evident until they are
unearthed or realized at some future time. Today’s leaking underground fuel tank is tomor-
row’s domestic contaminated well when the fuel migrates. Latent risk refers to situations that
are developing now that will not be discovered, understood, or dealt with until sometime in
the future. Historically such situations have resulted from practices that have left contamina-
tion in the soil and groundwater or that have resulted in contamination of sediments in receiv-
ing waters where effluents were discharged. Air, water, or soil contamination that becomes
unacceptable after being discovered may have come from historic practices once considered
acceptable.®

Of course it is not possible to predict changes in societal tolerance for industrial activities
and their effects or what will be acceptable in the future. But such situations usually take a few
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years to develop, allowing risks to be identified, evaluated, and assessed, with treatments for-
mulated in a timely manner—if one is watching. When such a situation is emerging, it may be
important to modify production practices to accommodate the coming change.

Nonyl phenol ethoxylates, or NPEs, are endocrine-disrupting chemicals found in soaps and
detergents and once used in the pulp and paper industry. They were entirely legal and accept-
able at the time, but we became concerned about them and their potential to become an issue
by watching the press and monitoring the activities of environmental groups. After investigat-
ing, it became clear that our suppliers had effective alternatives to these chemicals. We went
forward with a program for all mills to eliminate their purchase, even though the science was
somewhat equivocal on the strength of the effects. We took some corporate risk in asking the
suppliers of important process control chemicals for new formulations of their products. Our
assessment was that although the science was controversial, the reputational risk was sig-
nificant, the cost was manageable, the effect on our production process was negligible, and it
could prevent a protracted regulatory response in the future. Two or three years later, an envi-
ronmental regulator called to inform me that there was now a regulation limiting the use of
NPEs. It was a pleasure to tell him that we had already eliminated them.

Companies should regularly scan both internally and externally for emerging issues that
can identify latent environmental risks to their operations. Matters that are identified as poten-
tial risks should be assessed to determine whether action is called for. Before acting, consider
the potential effect on operations, the effort and cost required to “head things off” by changing
current practice, the social risks, and the risk of diverging from industry practice, if applicable.

“External risks” come from outside the fence inward, sometimes even from other countries.
In the 1990s, the Canadian government enacted regulations limiting dioxin emissions in pulp
and paper mill effluent.” Though the toxicity of the dioxin and furan group of substances (here
termed, collectively, dioxin) had been known for some decades, their occurrence in the pulp
and paper industry was not observed until the 1980s in Sweden and the United States.*® In
relatively short order, an alarm was raised, and the research and regularity community iden-
tified dangers and acceptable limits. The regulations resulted in substantial spending by the
industry to change pulp bleaching systems and reduce dioxin in effluent to meet the regulatory
levels—no detectable dioxin in pulp mill effluents. (It is worth noting that the detection limits
were in the part per quadrillion range, or 1 picogram per liter of water.) At the time, the rapidity
with which the issue developed and resulted in regulation and process changes necessitated
very quick, and expensive, responses from the industry.

External environmental risks might force changes to customers’ requirements that do not
relate specifically to the way they use the product. Many big-box building supply stores are
under customer pressure to sell lumber that has been certified as coming from sustainably
managed forests and that is labeled as such—the Forest Stewardship Council is an example of
such a standard. These risks can also come in the form of new regulations, such as the dioxin
regulations cited above. Companies, especially smaller ones, can rarely control the emergence
or progression of external risks. Companies can only control how they respond to external
risks, not control the risks themselves. To identify external risks requires taking a sweeping
view of social, scientific, and regulatory trends around the world. A good way to do this is
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through industry associations that can pool resources to track issues that might affect its mem-
bers. Members of the board of directors typically have a wide view of the world and can be a
valuable source of ideas and insights on trends. A board member, having read that NPEs might
become an issue, asked one of the authors what was known about them. And it was that ques-
tion that initiated our proactive response to the issue, already described.

Identifying Environmental Risks

Suppose you were appointed as a new manager of some company or operation having a suite
of environmental risks for which you are now responsible. How should you proceed? The first
priority is to understand the processes of the company that are related to environmental risk
at the appropriate level of detail for your new position. The precise position description for the
new job will dictate whether the process understanding is at the production management level
or the corporate strategic level. In either case, it is important to start by looking to the present
risks, the legacy risks, and the latent risks, in that order.

A good first step is to perform a review of operations. The review should have the following
elements:

e Document review
e Site review
e Formal risk assessments

Document Review

During the document review, you should review documentation describing present opera-
tions and the present risks that these operations entail, such as effluent exceedances or truck
haulage accidents. Typical documents that offer a quick overview of the business are the per-
mits and licenses under which it operates, design documents, and technical assessments of
the operations, as well as environmental audits and regulatory reports. Legacy risks can be
assessed by reviewing past practices and by accessing the corporate memory of these prac-
tices and the anecdotal evidence they generate. The corporate memory is the recollection and
knowledge of operators and managers who are present or past employees of the operations.
For latent risks, it is important to consider the known activities of the business in the context of
emerging concerns in the press and among leading environmental groups.

Most production facilities require a variety of environmental permits. These cover limits
placed on effluents to water, emissions to air, solid, and hazardous wastes disposed of on site
or off site. It is critical to make sure all the necessary permits are in place, up to date, and com-
plied with. Permit requirements often include more than simple limits on emissions quality or
quantity. Permits often require detailed and frequent reporting of everything from emissions
data to reports on management of wastes—and sometimes even products stored within a facil-
ity. The administrative compliance aspect of permits is often the source of minor violations
when the inspector comes calling.
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Site Review

Familiarity with the site is critical. Fortunately, a site review need not be overly formal. One of
the authors, when a new environmental officer at Noranda, was sent to a paper mill for the first
time. The first order of business was a brief meeting with the mill manager and the local envi-
ronmental manager. Mill management described the operations and risks at the site, indicat-
ing that compliance with effluent discharge regulations was considerably less than 100 percent
and that there was a hazardous waste storage facility on site. In less than an hour, without a
formal risk assessment, a good view of the site’s present environmental risks was gained. The
types of risks one should look for in this initial review are related to

® permits

e effluent or emission compliance

¢ solid and hazardous waste management

e specific materials or operations that carry or increase risk

After the introductory meeting, we went on a site tour to look at the production operations
and the various potential environmental risk locations. Such tours should follow the flow of the
production process so that the origin of wastes and discharges is understood in the context of
production. Eventually we visited the effluent treatment system and discharge point to get an
understanding of the circumstances of effluent exceedance risks. Later we saw that the hazard-
ous waste storage facility was unlocked and untidy, and located in an aging, repurposed building.
The hazardous waste permit required that it be locked with access limited to designated person-
nel and that the contents be neatly stored and accessible. Clearly we were noncompliant on at
least two counts and bore the risk of a charge and a fine, not to mention tampering by trespassers.

By the end of the meeting and site tour, we had thus quickly established the main present
environmental risks to the operation: There was a need to manage hazardous waste properly,
either by using a better storage facility or by removing the waste from the site, and a mecha-
nism was needed to curtail the frequency of untreated effluent overflows and improve the
mill’s compliance with effluent limits.

After the main present risks are understood and being acted upon, the new manager must
take stock of legacy risks. A good approach is to ask whether there are any cleanup programs
currently under way, planned, or known to be required. If there are, they should be well char-
acterized, be reported to the applicable government agencies, have strategic long term objec-
tives for cleanup or containment designed by consulting experts in these fields, and be able to
be executed with a minimum of disruption.

At one of Noranda’s plants, copper metal was bent, welded, and worked into specialized
heat exchange tubing. In the process, the metal was degreased using a solvent, trichlorethyl-
ene, so that it could be properly worked. The solvent is a handy degreaser that is nonflamma-
ble, reusable, and economical. It is also cancer-causing and denser than water, so when it gets
into the environment it is very difficult to recover. The facility had been closed and put up for
sale, but the buyer insisted on an environmental study of the site, including drilling holes to
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see whether there was contamination on the property. After years of managing the solvent in
accordance with old practices, the site had nevertheless been contaminated and groundwa-
ter affected. The contamination was discovered, the sale fell through, and Noranda was stuck
with this legacy. The result was an expensive assessment and cleanup program and a seri-
ously degraded asset value. Evidence of these risks can often be found during corporate due
diligence in advance of transactions. When this occurs, it is typical for the owner to imple-
ment and pay for a cleanup, reduce the price, or offer indemnity for the purchaser. Commonly,
banks or other lenders are involved in business transactions, and they typically have high stan-
dards for reviewing site contamination risks.

The metalworks plant just described was a relatively small contamination event, but legacy
risks can blossom into very large issues requiring multiyear and multi-million-dollar programs
to mitigate. A good example is the Love Canal in Niagara Falls, New York, one of the earliest
large historic contamination situations. In 1894, William T. Love started building a canal to
connect the Niagara River with Lake Ontario for electric power production. The venture failed,
but the excavation remained. Between 1942 and 1952, the Hooker Chemical Company used
the old canal to dispose of wastes from their nearby manufacturing plant. When Hooker was
finished, the waste was covered and the property was sold to the board of education of Niagara
Falls, New York.!%!! Subsequently, the area became the site of a new neighborhood, complete
with schools. In the late 1970s, leaks from the site resulted in health effects and, eventually, the
closure and remediation of the entire neighborhood. The events kicked off a level of concern
for chemical wastes and disposal practices that eventually changed how the industry handled
hazardous waste disposal.

Formal Environmental Risk Assessments in Operations

Most operations have present risks that are unknown or that are known by someone in the opera-
tion but without the knowledge being institutional—and thus the risks are not managed. Formal
risk assessments are a useful way to identify these risks and develop plans for treating them.

At Noranda Forest, we encouraged operations managers to conduct formal risk assess-
ments in their operations. These assessments followed the general outline described in
Chapter 1. In each major operating area—for example, the paper machine, the wood room, the
receiving area, or the waste water treatment plant—we established a risk assessment team. The
teams always had one or two operators, preferably one of whom was an “old-timer” who had
seen upset conditions over the years. They also had a process engineer, someone from mainte-
nance—frequently an instrumentation technician—and the supervisor. A risk consultant was
often engaged to facilitate the teams through the risk assessment process.

The criteria used to evaluate consequences were derived from the corporate environmen-
tal policy. This provided some standardization in how the risk assessment teams evaluated
risks. Mostly these teams identified mundane but still important risks, such as lubricating or
hydraulic oil leaks or spills that could get into the effluent. Occasionally they identified seri-
ous risks such as leaks of toxic gases that could have had very serious consequences in the
mills and in surrounding communities. In all cases, the teams prioritized the risks and made
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recommendations for preventing, detecting, and reacting to them. Management reviewed
and occasionally reprioritized the risks and included them in maintenance, capital, and
training budgets. We followed up the implementation of treatments in our audit program.
(See Section 5.)

Environmental Risk Management: The Noranda
Model—and Beyond

Noranda, Inc., parent company of Noranda Forest, was a major Canadian natural resources
company that owned assets in mining, forest products, energy, and manufacturing businesses,
primarily in the Americas and Europe. The company understood the inherent intrusiveness of
resource developments and installed an environmental management system in the 1980s. In
the mid- to late 1980s, Noranda managed environmental risk using two basic tools—oversight
and audits. Both were driven by a corporate environmental policy that was to be implemented
in each operation. The corporation had installed a corporate environmental department
charged to ensure that environmental risks were being identified and managed. As the system
evolved, more familiar risk management steps of identification, assessment, analysis, priori-
tization, and treatment were employed. The corporate environmental staff were assigned to
groups of similar operations and liaised closely with facility management to review present
and legacy risks. The results of this oversight system were reported quarterly to the board of
directors through the environmental committee of the board by the senior vice president of
environment.'?

Demonstrating effective policy implementation at each production facility is an
exercise in long-term assessment of results. In the Noranda model, environmental staff mem-
bers reported on the efforts and results of their assigned operations. This ensured day-to-day
improvements and focus on improving operations and reducing risks within those operations.
But with the financial, reputational, and personal risks involved in environmental matters,
senior management and the board required greater assurance, so the company implemented
an environmental auditing system both as an early risk identification tool and, ultimately, as
a long-term continual improvement system. Environmental auditing had emerged as a corpo-
rate risk management approach in the early 1980s to fill this need. Noranda’s corporate envi-
ronmental audits started with emergency preparedness auditing and came to encompass
industrial hygiene and occupational health. They grew from the aftermath of the tragic Bhopal
incident in India, as a result of which several thousand people died from accidental emissions
on the part of a chemical facility.

Audit teams were composed of trained staff members from different production facili-
ties, often from different industrial groups within the company. The corporate audit manager
assembled the teams under an experienced auditor and sent them to the subject site. Each
audit typically took three to five days. Site operations and records were reviewed for compli-
ance with regulations, adherence to corporate policy, and conformance to best practices. The
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final report of the audit presented a list of findings to the plant manager and their immedi-
ate superior. Action plans to resolve the findings (treat the risks) were developed by the facil-
ity based on the risk analysis and prioritization of each particular risk. These were vetted by
corporate staff and the site implemented the actions on a schedule. The board of direc-
tors received quarterly reports on the performance of the audit program. Quarterly reports
included the number of audits completed, the number of findings found, the action plans
developed, and the rate of completion of the findings.

This cycle of audit findings established a de facto environmental management system
(EMS) even before the named concept had become a widely understood system within corpo-
rate management. Noranda’s system was adopted by its mining and forest product subsidiaries
and was at the root of Noranda's improving environmental performance. The oversight pro-
vided by corporate environmental staff helped operations correct the findings and also iden-
tify new areas of focus. The combination of oversight and auditing does not ensure that legal
risks from past noncompliances will not result in charges to the company, as discussed earlier,
but it does reduce exposure by identifying and treating risks as well as offering a due diligence
defense in cases in which “strict” legal liability permits it.

In the 1990s, the increased awareness of corporate environmental risks prompted the
International Organization for Standardization (ISO) to establish a standard environmen-
tal management system template based on its successful quality management standard (ISO
9000). This system has widely acknowledged for including steps that identify, assess, ana-
lyze, and prioritize risks in a cyclical process designed to foster continual improvement.
Accordingly, ISO 14000 has emerged as a useful overall framework for managing environmen-
tal risks. Companies using the ISO 14000 system have the opportunity to be registered by a
third party as being ISO 14000 compliant and can then use this designation in their branding.

Subsequent the legal case related to above, Noranda Forest decided to ensure that a man-
agement system approach was in place at each operation but noted that the ISO approach
had the potential to be overly bureaucratic and time-consuming in some implementations.
Furthermore, the benefits of registration were not universally accepted as useful owing to
the time consumed and the expense. In the end, the choice of management system (home-
grown or ISO) and registration (if ISO) was left to the operations themselves. Corporate policy
dictated that “systematic environmental management” be implemented. Operations could
choose ISO or modifications thereof or their own systems. Operations were monitored in their
implementation of systematic management using a measurement tool specifically designed by
the environment department for the purpose and reported quarterly to the board of directors.
After management systems had been implemented, the company environmental audit system
monitored their operation on a two- to three-year cycle and also reported it to the environ-
mental committee of the board.

Interestingly, most sites decided to use a modified ISO 14000 template, and few decided to
be certified. At one of the sites that chose ISO 14000 registration, the manager, a man having
a long and successful career in leadership, felt that certification was a useful discipline for the
operation in the long term. He once commented, “I am more worried about losing a public
certification than having the corporate office mad at me.”
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It is our experience that systematic environmental management systems are best put in
place by line managers, meaning the people who manage the production facilities that carry
the risks. They are best placed to understand the site’s environmental risks and to be able to
establish the best solutions for their reduction. Whether it be a homegrown system such as
Noranda’s oversight and audit system or an ISO template, so long as it is championed by senior
corporate leadership and implemented by line and production managers, risk reductions
should be achieved.

Approvals for Large Industrial Projects: The
Environmental Risks

Chapter 4 of this book describes the management of project risks, beginning after a project
has been given permission to proceed. Obtaining environmental permits for large industrial
projects to proceed, however, cannot be taken for granted as a perfunctory process leading
to assured approval. There is often substantial risk that permits will be denied. It is usual for
major permits for a large project, or even a relatively small project, to be finally adjudicated
in the political realm, further increasing risk. Clear assessments of environmental and social
risk for projects in the permitting phase are required to reduce these risks and to successfully
acquire the permits necessary to operate.

Minerals development projects are a case in point, for they follow a multistage path, includ-
ing prospecting, exploration, and deposit delineation in the field. At that point, if there is the
likelihood of a successful mine, the project moves toward environmental baseline studies,
system design, permitting, construction, operation, and ultimately, closure and abandonment.
At each stage financial resources must be acquired from investors or debt to advance the devel-
opment of the project. Because of the high-risk nature of minerals projects, the industry has
developed very detailed and sophisticated methods to evaluate, design, and assess projects so as
to reduce risk to investors. A tremendous amount of effort is appropriately expended in delineat-
ing the area of the ore body during the exploration stage. This, along with very detailed engineer-
ing planning and design, is prepared so that financing can be acquired from investors or lenders
who are comfortable with the geological, technical and financial risks of the project. Historically
there has not been the same attention focused on the regulatory and social aspects of the project,
and this has led to some significant difficulties. Acquiring the permissions to develop a project
is an expensive and time-consuming activity that must be considered in the overall schedule,
capital requirements, and design of a project. Typically in developed countries there exist regu-
lations that require environmental assessments; licenses for exploration, production, and aban-
donment; and licensing to cover the uses of water for processing or waste discharge. In most
countries these are subject to detailed evaluation, often in public fora, as well as to public input.
These public processes afford a convenient avenue for public interest groups to provide input or
opposition to a project. The level of public scrutiny on natural resource projects has grown in the
face of large projects in remote areas and occasional spectacular failures, such as a major tailings
dam failure at the Mount Polly mine in British Columbia on August 4, 2014.'314
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Who Does What?

Establishing an organizational structure that facilitates identification and mitigation of envi-
ronmental risks necessitates attention at all levels of the company. Though it may not be
absolutely necessary in smaller entities to have a dedicated department for the purpose, the
responsibilities and actions need to be identified and delegated. In cases in which a corpo-
rate structure exists for several business units, leaders can consider implementing a corporate
environmental management group. In any structured management system, it must be decided
who does what. A guiding principle for developing this system is to have the decision making
authority at the correct level of the organization for effective and efficient action.

Line versus Staff Roles

Although the environmental role must be carried out by someone in the organization, the
scale of the entity makes a difference in how this function might be organized. In small orga-
nizations with minimal environmental risk, line operating personnel can complete these tasks
as a part of their regular job description. This could apply for example to a small manufacturer
that generates a small amount of hazardous waste—for example, paint booth waste. Because
there is typically a highly regulated process for handling, shipping, and disposing of this mate-
rial, a production manager could carry out the function.

In a large single manufacturing site or a medium-sized corporation having multiple sites,
a dedicated environmental position is often preferable. In a single manufacturing facility, the
role would be to carry out some of the functions but also serve as a source of new informa-
tion on environmental risk from outside the company. The environmental position could be
responsible for identifying risks and evaluating treatments to reduce them as well as having an
operational role in managing a site waste management facility.

In large organizations, or even small or medium-sized companies in some high-risk indus-
tries, a dedicated environmental staff operating at a corporate level will serve to assess the risks
of the operations and the industry as a whole and bring these to the operation side of the busi-
ness for consideration. A healthy dialogue between the staff and line personnel will ensure
that operational personnel can bring issues forward while being open to those brought by the
environmental staff. The operational personnel should take the lead in implementing the nec-
essary changes in operations to address the identified risks, because they know their facilities
and processes better than anyone else. It is appropriate for environmental personnel to bring
possible solutions for consideration and to coach, and occasionally even cajole, operators
over the magnitude of the risk and the need to find solutions. If an impasse is reached, then
the matter should be moved to the next corporate level for consideration and resolution. It is
important to see this as a normal course of events and not a negative reflection on either party.
A systemized environmental management approach, such as ISO, can foster good relations in
these situations.

It is important that the environment department not be seen as a policing entity. Cooperation
and joint objectives with operations are critical to the effective reduction of environmental risk.
A policing demeanor on the part of environmental staff can lead to concealing important issues,



Chapter 2 * Environmental Risk 29

which increases risk, confrontation, and in the event of an environmental failure, much acri-
mony and finger-pointing. This cooperative stance must be especially present in the environ-
mental audit. Audits are an important aspect of providing assurance that management systems
are functioning, but they should not be about catching someone out or inflicting maximum scru-
tiny on operations. The audit should be positioned and supported as a help to the site managers
to continually improve their performance in measured and meaningful steps. Most audits gener-
ate a list of findings that need to be addressed. Our experience is that site managers are interested
in improving their operations and find lists of things to do a helpful way to focus and delegate
execution. This is especially true when they have the opportunity to schedule actions to meet
their needs and even to contest findings with which they do not agree.

The Role of the Board of Directors and Senior Managers—Governance

The direction from senior management and the board of directors is critical to successful envi-
ronmental risk management. For the board, the governance role should be to ensure that there
is a corporate policy on environmental matters that improves environmental performance
and reduces the risk to the corporation and to the interests of the shareholders. With the guid-
ance of senior environmental staff and possibly eternal experts, and with an understanding of
the company’s environmental risks, the board can formulate a clear and concise policy. After
this is done, the role should transition to monitoring the implementation of the policy and the
quality of its operational results. Regular reports from management should demonstrate per-
formance against achievement of the key environmental indicators and the objectives of the
company. Indicators can be compliance measures, waste or emissions reduction objectives, or
product initiatives. In some cases, the board may wish to install an environmental committee
to more closely track some of the more technical or complex discussions necessary to set pol-
icy and evaluate progress. The role of the environment committee is not only risk reduction,
but also to serve as a support to the executive team in culture building and policy setting. In
other words, they aid in “directing” the company, not only protecting it from risks. Chapter 14
of this book discusses the role of the board of directors in risk management more generally.

Management Incentives

It is important to make clear to management through their remuneration that environmen-
tal performance and risk management are important. Frequently there are discussions about
whether variable compensation (in the form of a bonus) should be linked positively or negatively
to compliance with environmental regulatory standards. (Chapter 13 of this book discusses in
more depth risk culture and the role of incentive plans on shaping it.) Should a manager receive
a bonus for improving the compliance frequency of facility air emissions—or is meeting this
standard part of the job and therefore reimbursed within the bounds of salary compensation?
Similarly, consider whether bonuses are provided to financial staff for not filing illegal or errone-
ous tax submissions to the government. It may be that the “improvement” of a poor situation is a
bonus-worthy objective in a particular context and incentive framework—or it may not be. It all
depends on the structure and philosophy of the compensation program.
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What is critically important is ensuring that achievement of environmental objectives is
included in the variable compensation opportunities of relevant management (and other) per-
sonnel. Whether the KPIs in question are related to the reduction of risk or the improvement
of environmental circumstances for the business, the increased acceptance of a company by
stakeholders, supply chain management to reduce environmental footprint, or simply compli-
ance with regulatory obligations, communicating their importance within the remuneration
structure is good management.

The Importance of Corporate Culture—from the Board Room to the
Shop Floor

Much has been said and written about corporate culture and its importance in achieving
results. Indeed, Chapter 13 of this book covers the topic. Once again, leadership is important
to environmental culture. If leadership does not ask environmental performance questions of
operations, then little emphasis will be perceived. Leaders must send messages to the employ-
ees that demonstrate their own commitment to good performance and their willingness to
commit the company as well. Early in Noranda’s environmental management evolution, it was
faced with a serious risk based on its contribution to acid rain degeneration of lakes and forests
in the Canadian Shield. A senior leader of the company, after hearing the details of this risk,
reportedly remarked, “We must not ruin the environment with acid rain.”

That was a number of years ago and today a culture of environmental leadership is even
more firmly installed in the new generation of corporate leaders. A generation of environmen-
tal regulation, media focus, societal reforms, and educational initiatives has raised the base
knowledge and impetus for protecting and managing the environment. Thus many corporate
environmental programs find fertile ground for implementation among the employees and
leaders of today. However, companies are creations of humans, so continual vigilance is neces-
sary to ensure that backsliding does not occur and that the great challenges of the present and
future, such as climate change, resource depletion, and water quality are met by the creativity
and focus that can be brought by corporations.
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Health and Safety Risk
Management: Perspective of
a Petroleum Refinery Manager

Gaston Lafontaine

I was superintendent of a major refinery when an employee of one of our contractors, a man
aged 47 years, was killed in an unfortunate accident while working at our installations. As
superintendent, I had overall responsibility for the operations of the refinery. I attended the
funeral and personally witnessed the devastating human effect that this man’s death had on
his family, his friends, his working companions, his company, and our own personnel. I hope
you will never have such an experience.

Why should you spend any time and effort on health and safety risk management? After
all, isn’t your job to “deliver the goods” and make money? But to reach this objective, you can-
not ignore health and safety risk management. Just having insurance is not good enough. In
this chapter, we will examine the important ramifications of health and safety in a successful
business.

“Hey! You have to be more careful!” says a supervisor loudly to an employee. Will this
approach significantly improve performance and the behavior of employees? Emphatically
not! With human error the major cause of accidents and industrial health problems, managers
and supervisors need a better way to manage health and safety risks.

Effects of Health and Safety on Organizations

You may be a board director, a field manager, or a production foreman. All these roles are cru-
cial in the effective and successful management of health and safety. It is not a job that can be
delegated to safety “experts” As a member of management, you are responsible for the safety
of your employees, contractors and visitors. Their health and safety affect the overall perfor-
mance of the organization in at least six important ways:

e Human effects

e Material effects

e Intangible effects
e Legal effects

33
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e Personal effects
¢ Financial effects

Human Effects

Compared to materials and equipment, humans are vulnerable and delicate. Your employ-
ees and your contractors are critical assets in the success of your operation. Injuries or indus-
trial diseases caused by your workplace will sometimes result in permanent incapacity—even
death. In other words, unlike equipment, human beings cannot always be “fixed.”

Workplace injuries and diseases can also have a tremendous psychological effect on all
your personnel and anyone associated with your operation. The death of the contractor
I referred to earlier had a disastrous effect on his family and his friends. It also had an impor-
tant impact in the workplace: the news of the accident spread like wildfire. Our employees and
contractors started wondering: “Can this happen to me? How can I now trust management to
protect me?” Everybody at the refinery, including my supervisors, my managers, my union rep-
resentatives, my superiors, even government officials, was in a questioning mode. Work had
come to a standstill, and it took a long time to re-establish a climate of trust and confidence
among all concerned. In other words, all these people had trusted management, and in their
eyes, management had let them down. It took me a long time to rebuild that trust.

Material Effects

Accidents that affect humans often also damage equipment and materials. Damage to equip-
ment that is critical for continuous operations may result in very serious financial losses,
including cost of replacements, repairs, production losses, failure to meet contract obligations,
increase in insurance premiums and increased workers compensation rates.

Intangible Effects

The feeling that your employees and contractors have about workplace safety is definitely
an important contributor to their morale and loyalty to the company. Effective management
of health and safety shows that management cares about employees and will boost both
morale and loyalty. The news of an accident such as a serious injury can have a negative effect
throughout the organization, right up to the board of directors (directors do not like bad news),
shareholders (they do not want to be a party to an unreliable or irresponsible outfit), clients
and suppliers (if you cannot manage risks, what else can you not manage?), community (they
want a reliable employer and corporate citizen), government officials (they will be watching
you more closely from now on), and creditors (they do not want to lose their money).

Legal Effects

If the fundamental cause of the accident was serious flaws in your risk management system,
you may be held legally responsible, possibly criminally responsible.



Chapter 3 ® Health and Safety Risk Management 35

In the United States, the Occupational Safety and Health Act defines the responsibility of
the employer, saying that the employer

shall furnish to each of his employees employment and a place of employment which are
free from recognized hazards that are causing or are likely to cause death or serious physi-
cal harm to his employees

and
shall comply with occupational safety and health standards promulgated under this Act.

In Canada, the federal government updated the criminal code in the aftermath of an explo-
sion at the Westray Mine in 1992 that killed twenty-six. There was evidence of gross negligence,
but charges could not be laid against the directors. The amendment to the Criminal Code!
read, in part,

Every one who undertakes, or has the authority, to direct how another person does work
or performs a task is under a legal duty to take reasonable steps to prevent bodily harm to
that person, or any other person, arising from that work or task.

The amendments also imposed criminal liability on organizations and its representatives
for negligence and other offenses.

In a Canadian court of law, if you are accused of criminal negligence, you have to prove that
you were duly diligent, which means that you must demonstrate that you took all the necessary
and reasonable measures to prevent the accident from happening. Ignorance of the law, or the
absence of ill intent, are not admissible defenses.

The European Union also outlines the responsibilities of the employer for health and
safety,” ordering that an employer must

implement measures which assure an improvement in the level of protection afforded to
workers and are integrated into all the activities of the undertaking and/or establishment
at all hierarchical levels

Personal Effects

If it is revealed that the accident was the result of your managerial negligence, not only will you
be liable, but you are likely to lose your job and seriously compromise your chances of future
employment in a management position. Ignorance of the law is not a valid defense. Claiming
that you did not mean to harm will not help, either. You had a duty to prevent harm, and if
you did not prevent harm, then you will have to live with your remorse and with the negative
effects on your reputation.
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Financial Effects

The financial effect cannot be overstated. Robert McKee, chairman of Conoco (UK) Ltd.,
said it well:

Safety is, without doubt, the most crucial investment we can make, and the question is not
what it costs us, but what it saves.?

The U.S. Occupational Safety and Health Administration claims that the ratio of indirect
cost to direct cost of accidents varies from 20:1 to 1:1 depending on the circumstances. The
direct and indirect costs can be broken down as follows:*

e Direct:
* Medical costs
¢ Lostwages

¢ Indirect
¢ Lost production
* Rehiring

¢ Retraining

e QOvertime

* Fines

¢ Litigation costs

¢ Lostwages

° Poor morale

¢ Administration time

Safety Culture

The most important role of the manager is to establish a culture of safety.

A culture safety starts at the top! Every member of management, from the board of direc-
tors all the way down to the crew leaders and foremen, must preach by example to establish a
safety culture. Some of the key things managers should do to establish a safety culture are now
described.

Every employee in a supervisory function must have a basic knowledge of health and safety
risk management. There are many approaches and techniques on this subject that are suitable
to a wide variety of industries and contexts. This knowledge must be acquired through train-
ing in the same way as general management training. When health and safety issues, projects,
or programs are discussed, supervisors must have sufficient knowledge to raise valid ques-
tions and judge their validity. A good starting point is knowledge of the basic principles of risk
assessment, corporate and local safety rules, and legal requirements.

Set health and safety targets, and regularly review performance against those targets. On
this subject, there are two schools of thought. Some people think that targets should reflect the
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probability that some accidents will occur, which are then “budgeted” for. A different approach
is to aim for excellence and “target” zero accidents, much like the professional golfer who visu-
alizes the ball in the cup when he drives on a par 3. This latter approach challenges people and
aims for excellence.

Here is a personal example:

At our refinery, we set a target of target of zero loss-time accidents for a $50 million modi-
fication to a processing unit. There were over 150 construction tradesmen, and heavy
equipment operated around the clock for an intense three week period. We achieved our
target, even though the work crew was from the construction sector where accident statis-
tics are somewhat high. Our success was due to intense application of all the components
of risk management. We took into account the fact that contract employees are often unfa-
miliar with the workplace environment and rules. We required contractors to come up
with a detailed health and safety program, and a strategy to ensure its application, that
was reviewed and approved by management. Close coordination and monitoring of con-
tractor activities was also maintained throughout the shutdown. An incredible achieve-
ment? Yes. Aim high, manage accordingly, and you get results.

Performance measurement or assessment systems must place importance on individual
performance in health and safety to reflect your claim that it has a high priority. Promotions,
raises, and bonuses must not be given to your staff if they do a poor job in managing risk in
health and safety. And that applies as well to anyone who may be a “star performer” in other
fields of operational efficiency. If exceptions are made, it will be a glaring example that it’s
acceptable to bend the rules out of expediency.

At regular operation meetings, the review of health and safety performance and associated
issues must be an integral part of the agenda, the first item for discussion. This practice will
demonstrate that risk management of health and safety is an integral part of the operation of
the organization and that it contributes positively to its success.

When health and safety activities are planned, the resources required must not be
“squeezed in” by scrounging funds and resources from other areas with their own specific
plans and budgets, with corresponding allocation of material and human resources.

The organization chart must also reflect the priority you place on health and safety. Staff
who provide support (audits, expertise and coordination) must report directly to the highest
authority in an operation. Note that line supervision (directors, CEO, managers, supervisors)
is solely responsible for health and safety of employees, contractors, and visitors. Line person-
nel are responsible for the operational administration of the health and safety program and are
directly accountable for the safe conduct of the business.

Your employees are watching you to see whether you mean what you say. As a manager,
you cannot allow yourself to “break the rules” because you are in a position of authority. If you
detect unsafe acts, you must correct the situation regardless of the political fallout. Here is a
personal example:
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Once the company president was visiting the refinery when I was superintendent.
A meeting with the employees was held in the cafeteria. The president was addressing the
group, dealing with various topics, including safety. While he was speaking, he casually
pulled out a cigarette and was about to light it with a butane lighter, not knowing that
such an item was forbidden anywhere in the refinery. I was sitting next to him and real-
ized that this was a crucial moment for my credibility and for the credibility of our safety
program. I reached over and took the lighter from him. I told him that I had omitted to
mention that lighters were not allowed anywhere in the refinery. In doing so, I realized
that I had created a situation of potential embarrassment for the President, but at the risk
of displeasing him, I could not let him do something that was breaking a safety rule of
the refinery. I could see that the employees appreciated my action: the rule is the rule for
everybody!

Verbal and written communications to employees must reflect the priority that you give to
this subject. If employee communications and reports seldom mention anything about health
and safety, a message will sent: This is not a very important issue.

Everyday language and behavior must reflect your convictions on the subject. If you review
your personal agenda, can you identify many times when you personally devoted time to
the management of health and safety? Health and safety are here and now; they cannot be
delayed.

Here is a personal example:

Once 1 was accompanying one of my supervisors on a safety audit in the field. We came
across a storage tank that had been emptied and opened for inspection and mainte-
nance. Reservoirs, storage tanks and pressure vessels are equipped with manways, which
are openings normally covered with bolted plate that can be removed to gain access to
the inside for inspection and repair. Entry into these restricted areas has to be carefully
controlled, since the inside atmosphere may present be hazardous to health and safety.
On that day, the manways were open and there was nobody around. The safety proce-
dure called for chains to be locked across the manways to prevent unauthorized entry.
The supervisor noticed that we were in violation of the procedure, and suggested that he
would get this situation corrected after we had finished our audit. Perhaps he did not
want to take too much of my time? I insisted that he immediately get the local foreman
to fix it while I would stood guard against the open manway. This was for me a good
opportunity to illustrate that safety is here and now, and cannot be delayed to a more
convenient time.

All employees (and contractors) must be encouraged to think and act safely by having their
personal contribution and involvement invited. The approach of telling employees what to
do and watching them to make sure that they are doing it will have very limited success. Lead
them to arrive at the safe approach, thereby being personally convinced of the precautions to
be taken for their own benefit.
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Thinking ahead before acting is the way to prevent accidents. A master chess player stays
ahead of the game by planning many moves in advance. The work force has to adopt a similar
approach. Depending on the complexity of the task, many aspects of the activity have to be
thoroughly examine for their possible interaction with other components.

Here is a personal example:

I was driving through the refinery when I noticed a contractor employee standing next to
the open manway of a pressure vessel. I stopped to inquire what he was doing. He explained
that there was an entry permit for the work inside, and that, according to the permit, he
was standing outside the vessel with the task of detecting if “everything was normal.” He told
me that, should there be a problem, he was to call for help. When I questioned him about
details of the safety measures taken for the workers inside the vessel, and his role as a stand-
by sentinel, I realized that this overall arrangement had not been thought through. I imme-
diately stopped the work. I rounded up the contractor employees and their supervisor, and
our operator who had issued the permit and his supervisor. They were then asked together
to redefine in details all the steps that each member of that working team had to take for a
safe operation, and the work then resumed with the detailed safety approach. In a refin-
ery, news travel fast: within a few hours, everybody knew that the refinery manager had
stopped unsafe work, and that safety permits should not be issued as a routine but should
be the result of a thorough planning, review and understanding by all concerned.

Demonstrating pride in the performance and achievements of health and safety in your
establishment is also a sign that you care. Use it as a positive lever with all your stakeholders.
Whenever I was dealing with my boss, my company colleagues, government representatives,
community officials, insurance company agents, or contractors, our expectations and perfor-
mance in health and safety were a source of pride at the refinery.

Risk Assessment—Cornerstone of the Program

This section will outline some of the basic principles of risk management. If your organization
does not have an in-house specialist to help you set this up, get outside help.

In health and safety management, we want to introduce the concept of “hazard,” which was
not mentioned in Chapter 1. Generally in the field of safety the term “hazard” is used rather than
“source of risk” as it is defined in Chapter 1. A “hazard” is any source of energy that can negatively
affect the health and safety of people. Here are a few examples of energies that present a hazard:

¢ Kinetic (risk of collision, cuts, or abrasions)

e Potential (risk of collapse or fall)

e Thermal (risk of burns; exhaustion)

e Chemical (risk of damage to human tissues and organs; explosions; fires)
* Biological (risk of contamination or poisoning)

e Radioactive (risk of damage to ears, eyes, organs, and human tissues)
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Risk Identification

For each type of hazard, certain events may occur in a given installation. It is important to care-
fully identify all these events for risk identification.

Depending on the nature and complexity of the activity or installation, there are three differ-
ent approaches to risk assessment, with corresponding degrees of management involvement:

Individual awareness approach. For simple daily activities, an individual who is part of a suc-
cessful awareness and safety culture will recognize obvious risks and act accordingly even if the sit-
uation has not been covered by safety procedures and training. For example, a mechanic will avoid
positioning a heavy piece of machinery near the edge of his workbench because he realizes the risk
of it falling on his feet. This approach will be successful when management maintains a climate of
safety awareness and constantly encourages safe behavior, relying on individuals to use their judg-
ment in their simple activities. Many activities involving the use of hand tools fall in this category.

The job approach. In these situations, the nature and complexity of the activities, sub-
stances, and equipment require information, training, and procedures that are usually part of
craft training. These situations often arise on particular jobs and involve such risks as the use
of power equipment or machinery, handling of chemical substances, and being in presence of
other sources of energy. In these instances, management must supply information, training,
procedures and monitoring that were developed as a result of a formal risk analysis, taking into
consideration all risks involved. Work will then be assigned only to those who are competent to
perform the tasks involved. Such activities will normally take place at the craftsman and opera-
tor level, with assistance from supervisors for the more complex cases.

Here is a personal example:

Historically, in a petroleum refinery, work permits are issued by the processing unit opera-
tors after they have made the work site “safe” by isolating, draining and venting the equip-
ment and locking it up. On this particular occasion, a work permit had been delivered to
a worker for welding stainless steel strips on the inside wall of a small distillation column
of about four feet in diameter. A stand-by person was posted outside the column, ready to
intervene if something went wrong. After sometime, the welding operation had consumed
some of the oxygen inside the column, the welder started to feel dizzy and barely made it
outside the equipment. Although the area had been made safe for the work, the worker
had made the area unsafe by his repair activities.

With the new approach, the issue of work permits addressed not only the safety of
the work site itself, but also the prevention measures taken in view of the repair activi-
ties. From then on, work permits were issued with the full participation of both the process
operator, and also the maintenance workers. This constituted an important departure
[from the historical responsibility of the process operator who was the only one taking the
preventive measures to make the work site safe, but ignoring the events associated with
the activities of the maintenance workers.

The formal approach. We are dealing here with complex situations that require a system-
atic risk assessment. These situations will often involve a process combined with equipment,
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activities and their environment, or a major project involving multiple integrated operations,
such as a shutdown or construction project. An integrated study is required here to arrive
at a complete risk assessment and analysis. The result will be a complete set of prescribed
actions such as information, procedures, training, preventive maintenance, equipment con-
trols, alarms and lockups, means of detection, and emergency procedures. Such an integrated
risk assessment must be initiated, reviewed, and approved by senior management, its results
implemented and monitored by line management at all levels.

Risk Analysis

Take the event of an employee injured from falling from a scaffold. For this event, there are a
number of possible scenarios: a defective scaffold, a faulty erection of the scaffold, overload-
ing of the scaffold, worker overreach beyond the scaffold railing, a vehicle hitting the scaffold.
Each of these scenarios may have a different likelihood of happening.

Following the outline of Chapter 1, for a given hazard, a certain number of events may
affect health and safety. For each event, different scenarios are considered for their “likeli-
hood” of occurring and the corresponding “consequences,” which may vary with the circum-
stances. The combination of likelihood and consequences defines the risk.

Estimating likelihood is a challenge. For a given event, depending on the scenario, likelihood
is influenced by the quality of existing prevention systems and the number of contributing fac-
tors required to produce an accident. Consider the quality of your existing prevention systems:

e Preventive maintenance and calibration on critical equipment.

e Operating procedures that enable workers to control the key process variables of a process,
thereby preventing accidents.

e Training of people in positions who can have significant effects on health and safety to
ensure that they are competent to perform their tasks.

e Warning systems to warn that abnormal conditions exist. This enables workers to recover
from the abnormal conditions before an accident occurs.

e Evaluation and monitoring of procedures to ensure that they are being performed
effectively and when needed.

The likelihood will also vary depending on the number of contributing factors that must
come into play. For example, for someone to be injured by a falling object, the person must be in
the trajectory of the falling object at the exact time when the object is falling. If everyone respects
the barricaded area under an overhead work site, an object may fall without injuring anyone.

The estimate of likelihood is not necessarily an absolute number but rather is a relative
likelihood compared to other risks in the establishment, for the purpose is to place a higher
priority on the higher risks.

To ensure consistency of results within an organization, some criteria for evaluating like-
lihood should be defined by management and used by the team doing the risk analysis. The
points shown above can be used to develop these criteria. For example, an accident is more
likely to happen if there are obvious deficiencies in maintenance of equipment, operating pro-
cedures, training, and warning systems.
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Estimating consequences is somewhat easier. To ensure consistency of approach for a given
organization, criteria should be developed to assist risk analysis teams. The following criteria
can be used to establish a method for the evaluation of consequences:

e Quality of existing systems for detection

e Quality of existing systems for reaction

e Number of people affected and severity of the harm to them
e Toxicity

e Costs

¢ Legalimplications

¢ Sensitivity of the location

e Atmospheric conditions

e Public outrage

These criteria can be compared with potential accident scenarios to determine possible
consequences. The following grid is an example for a medium-sized installation:

Category Humans Property Environment
Catastrophic or high Loss of life >$1M Irreversible damages
Permanent incapacity Violation of laws or regulations
Critical Partial permanent incapacity >$200K, <$1M Reversible damages
Industrial illness with Minor violation of laws or
hospitalization regulations
Marginal Injury/industrial illness with lost >$10K, <$200K Damage correctable without
time >1 day violation of law or regulations
Negligible or low Injury/industrial illness with no >$2k, <$10K Minimal damage that can be
lost time easily corrected

In the above example of a grid, the emphasis must be on the potential effect of an acci-
dent on humans, with added consideration for the physical or environmental effect that often
accompanies a workplace accident or illness.

The estimate of likelihood and consequences for a given scenario associated with an identi-
fied hazard is based on prevention, detection, and reaction systems that are currently opera-
tional. Here the adjective “operational” is crucial: It means that there is evidence that the risk
controls are implemented and are used effectively. A risk control that exists on paper but is
ignored is equivalent to a non-existent risk control.

Risk Prioritization

As outlined in Chapter 1, combining the likelihood and consequences defines the dimension
or level of risk.

The priority must be given to those risks judged as high (high likelihood and high con-
sequences). After these high risks are adequately treated, the medium risks will be exam-
ined for improvements. When resources become available, low risks will be considered for
improvements.
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Risk Treatment

Treatment involves reducing either the probabilities, or the consequences, or both. Some
examples for reducing probabilities follow:

Enhance management values, expectations, and behavior

Improve information, communications, awareness, and training
Review articles of personal protective equipment and their use
Institute or enforce preventive maintenance

Establish or improve lockout procedures

Upgrade standards of cleaning and housekeeping

Monitor noise level and atmosphere quality

Increase monitoring

Establish additional rules

Control temporary installations, new equipment and substances, and practices
Provide redundancy of equipment and communication

Update alerts and alarms triggered by abnormal operations

Adjust coordination of the activities of contractors and visitors
Upgrade automatic lockouts

Institute “go-no-go” and fail-safe systems

Abandon high-risk installations and practices in favor of safer ones

Some examples for reducing consequences follow:

Institute or improve systems to detect faults

Review and improve emergency plans, including defining roles, communications,
intervention, and reestablishment activities, and perform frequent drills

Install physical installations, such as sprinklers, barriers (such as firewalls, berms), and
make sure that existing ones are functional

Although priority should be given to prevention to reduce the likelihood of accidents or

industrial diseases, attention must also be given to detection and reaction systems. Companies
are often judged by the media and the public for their ability to manage emergencies.

Here is a personal example:

Our refinery was operating a small installation for blending lube oils. It was located a
few miles from the refinery. One day, at that installation, a malfunction of a limit switch
on a storage tank heater caused an explosion and fire. Our refinery fire brigade was dis-
patched to extinguish the fire with the use of foam. This foam is produced with a chemi-
cal mixed with water in a special eductor driven by high water pressure. Our firemen had
always made foam at the refinery where the fire water pressure was boosted to 150psi at
the hydrants each time there was a fire drill or a fire. Unfortunately, the water pressure at
the hydrants of the lube blending installation was not sufficient to generate foam. By the
time the firemen rerouted the hoses through the fire truck booster pump to generate foam,
the fire had burned itself out! This embarrassing performance was witnessed by a crowd
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of nearby residents, media representatives, and by the employees. Needless to say that our
reputation had taken a hit.... The questioning was not centered on the cause of the acci-
dent, but of our poor management of the emergency. In all the frequent fire drills, we had
overlooked that we could be called to fight a fire at the lube blending installation, which
had different conditions from the refinery infrastructure.

Risk Monitoring and Review

There is a recognized indicator of loss time accident severity in industry, which is the num-
ber of loss-time accidents per 200,000 work hours. This indicator is meant to enable compari-
son between other operations in a similar industry on the basis of 100 employees working
full-time for one year. This indicator can, however, be misleading. A company having a work-
force of 100 employees, will, with each accident, increase its lost-time accident rate by 1,
whereas a small company having only 10 employees would see its rate increase by 10. More
important, however, it is not a measure of the quality of the health and safety management
system, even though it is often seen so. As mentioned in Chapter 1, the Westray mine won an
award for safest mine in Canada based on its lowest lost-time accident rate—weeks before it
exploded fatally.

Beyond the number of loss-time accidents, a meaningful measure is the quality of the pro-
gram, based on the effectiveness of its application and corrective actions. To ensure that all
prevention, detection, and reaction systems are operational, we need a program of frequent
independent audits, publication of results, and corrective actions. The management of health
and safety uses the same approach as the management of quality: Define what you have to do,
do it, and prove (by regular audits) that you have done it.

Learn from your accidents and those of others. Understand the fundamental causes.
Remember the potential negative effect that industrial installations can have on the surround-
ing population. The horrible Bophal disaster in India in 1984 is a grim reminder. The release of
a highly toxic gas outside the confines of the industrial installation killed or severely and per-
manently affected the health of the neighboring population. It was a stark lesson in the impor-
tance of considering the possible negative effects on people beyond industrial property limits,
as well as of the importance of applying risk assessment to such eventualities.

Near misses are learning opportunities. There should be a reporting system to identify and
analyze them. A near miss is an indication that one or more of your systems has failed, even
if—fortunately—there was no undesirable consequences.

Here is a personal example:

We had a serious near-miss at the refinery when a railroad locomotive hitched a tank
car while it was being filled with propylene. Although there was an important release of
explosive gas when the loading arm broke, it did not ignite, and nobody was hurt. This
incident raised many questions about the precautions which should have been taken:
had a derailer (this is a device installed on the track to physically prevent rail traffic from
going beyond a given point) been installed on the tracks before the loading operation?
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Was the loader on site during all the loading operation? Who notified the locomotive
driver to come and hitch the tank car? Somewhere, our system had failed. Nobody got
hurt this time. But ignoring the causes of such a serious near-miss would have been to
invite a future catastrophe!

A complete review of the health and safety risk management system is necessary periodi-
cally (say, every five years) to ensure that the various changes have been captured and the
shortfalls corrected.

Current Trends in Health and Safety Risk Management

The current trends are making management task increasingly challenging and should be taken
into account in developing your company’s health and safety risk management systems.

e The education level of employees is generally higher, and their expectations are different. No
more do they want to only be told; they want to understand, to be convinced, to participate.

¢ Increasingly heterogeneous work forces. The difference in personal values and culture must
be considered when creating health and safety awareness.

e Multitasking. This trend should not be encouraged at the expense of focusing on the
application of adequate health and safety measures for the task at hand.

e Rapid and constant technological developments require constant update of knowledge and
skills. This emphasizes the importance of training updates and refreshers.

e Computerized applications and robots are multiplying. Unless careful attention is given to
their introduction, employees may come to think that they don’t have to positively interact
with their environment.

e Autonomous teams have diffuse authority and responsibilities. It is important to clearly
define the responsibility of each team member for safety and health. Ultimately, there must
be an identifiable and responsible person.

e New materials and chemical substances are developed and introduced in the workplace
increasingly frequently. The task of reviewing them for their safe introduction is becoming
more onerous.

e Machines are increasingly complex, large, and quick in their operation. This creates
conditions that amplify the consequences should the prevention controls fail.

e The complexity of modern technology often requires the consultation of “experts.”
However, line management is still responsible for decisions and their outcomes.

e The increased introduction of round-the-clock work schedules (to increase return on
investments) and longer shifts (for more time off) are creating more conditions that can
induce fatigue and lack of concentration.

e New regulations and union demands create more manpower disruptions. We now have to
manage disruptions such as parental leaves, sabbaticals, and absences due to stress and
still ensure that work assignments are compatible with competence of temporarily assigned
personnel.
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e Higher expectations of clients, society, shareholders, employees, unions. All stakeholders
must be convinced that management is in control at all times. Accidents don’t just happen!

¢ Speed and quality of public information. Social network creates instantaneous information
of questionable quality, and rumors abound.

e Portable electronic devices such as smartphones and tablets create, for many users, an
irresistible urge to continually view the latest information and to text others. This detracts
from the attention that must be given to work safely.

¢ Worldwide trade and competition, just-in-time provision, inventory reduction, and other
supply chain changes increase the pressure to deliver and thus the temptation to improvise
without adequate analysis of new risks.

Despite all this evolution, which seems to accelerate, management is, and will remain,
directly responsible for the health and safety of personnel, contractors, and visitors. This
responsibility must be addressed systematically to ensure success. All management personnel
must have an intimate knowledge of health and safety principles to adequately fulfill their role.
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Project Risk Management

Mike Fontaine

Failure to deliver projects can significantly harm the engineering and construction firms
that build them, as well as the clients who engage these firms. For example, in 1989, Davy
Corporation, a British engineering and construction firm, secured a large fixed-price project
to convert an exploration rig into a oil production platform. The terms were 25 percent down
and 75 percent on first production of oil. Severe cost and schedule overruns resulted in serious
losses for Davy. As a result, in 1991, Davy Corporation was bought by Trafalgar House, a British
conglomerate, at a much diminished share price. Later in 1991, the oil production platform
finally went into operation, about two years behind schedule and in a very different business
environment. The client was not able to buy back the rig per the original agreement. Trafalgar
House was forced to write down the book value of the rig and charter the rig to the client for
about 50 percent of normal rates to generate some revenue. This project, plus losses from
other parts of their operations, eventually resulted in Trafalgar House itself being purchased in
1996. So not only was poor management of project risks disastrous for Davy, but the client and
Trafalgar House incurred large losses owing to the delays.

By definition, projects are temporary undertakings having start and finish dates (a sched-
ule). In addition, projects must meet certain requirements that satisfy the objectives for which
the project is being undertaken (project scope) while meeting a budget for the project.

Because the resources available for completing a project (i.e., time, money, and human
resources) are limited, the often competing demands of project schedule, scope, and budget
must be balanced to best meet the project objectives. Furthermore, a project must also satisfy
the objectives of a number of different project stakeholders, including the project owner, gov-
ernment, local community, equipment vendors, and construction contractors.

A formal risk management program provides a sound basis for decision making on projects
to balance all these competing demands. Although management of risks on projects shares a
lot of the same fundamentals and elements as the management of risks for the normal opera-
tion of enterprises, the different context requires that the focus of risk management on projects
be different.

One of the key risk mitigation strategies on projects is to undertake projects in phases,
where incremental financial commitments are justified by increasing levels of project defi-
nition and development actually achieved. Different industries use different project life
cycles with different terminology used to describe the various project phases. However, the
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underlying concept of a project being completed in phases is universal. Because of the author’s
experience in mining and metals, this chapter will be based on the typical project life cycle
used in those industries. In this chapter, we will illustrate project risk management using the
following project life cycle scheme:

Conceptual study
Prefeasibility study
Feasibility study
Project execution

PWN =

This chapter focuses on managing risks during the execution of engineering and construc-
tion projects. Some of the principles described in this chapter would apply to other sorts of
projects, such as large software engineering projects. This chapter describes the following:

e Types of risk on projects
¢ Risk management activities over the project life cycle
* Managing the risk of being on time and on budget

Background

Everyone has responsibility for risk management on a project, but common practice is to
appoint a single project risk manager to coordinate risk management activities and to provide
specialist expertise.

One of the first tasks of the project risk manager is to develop the following four key risk
management documents:

* Project risk management policy

e Project risk management plan (part of the overall project plan)
¢ Risk management procedures

e Riskregisters

These should be consistent with the analogous enterprise risk management documents.
However, since the context of a project is very different from the context of the normal opera-
tions of an enterprise, the enterprise risk management documents have to be modified to suit
project requirements to produce project-specific documents.

The risk management policy is usually the same as the corporate risk management policy.

Two project plans are prepared toward the end of each project phase. One plan documents
the plan for completing the subsequent project phase, and the other documents the plan for
executing the project. The project risk management plans are subsidiary plans of each of these
project plans.

One risk management plan describes how the risk management process described in
Chapter 1 will be implemented during that phase, whereas the other describes how the risk
management process will be implemented during project execution. For example, the project
risk management plan for the conceptual study phase describes how risks will be identified,
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analyzed, and prioritized during the conceptual study and can give general guidance for how
risks should be mitigated. For example, one firm may emphasize transferring risks to other
parties when practical, whereas another may emphasize mitigating them itself.

In a project, conditions change quickly. The risk register is where the risks identified
during risk assessment are recorded. As a result, the risk register normally is updated monthly.
During the update, the assessments of previously identified risks are reviewed, new risks
identified and assessed, the status and effectiveness of existing risk treatment plans assessed,
and new risk treatment plans developed as required for both existing and new risks. The result
is an updated risk register.

The ongoing operations of an enterprise are relatively standard and stable. As a result, the
tools and techniques used for assessing risks tend to be limited in number, standardized, and
used across the entire organization. However, projects, by their very nature, are dynamic, and
different tools and techniques are used to assess risks during different project phases to suit
the specific requirements of a given project phase.

Enterprises define key performance indicators (KPIs) for assessing the health of their orga-
nizations. These KPIs are selected to suit ongoing operations of the enterprise. Projects may
require different KPIs to assess project health. The main project-specific KPIs are capital cost
and project schedule. In addition, the rating scales that many enterprises use for assessing
the magnitude of the consequences of a given risk on a KPI must be modified to suit project-
specific requirements. Depending on project size, a risk that is insignificant to the enterprise as
a whole could be catastrophic to the project.

Types of Risks in Projects
Risks on projects can be roughly divided into project risks and technical risks.

e Projectrisks are those that occur during the execution or building of the project. For
example, suppose a piece of equipment such as a specialized filter needed for a smelter
can only be purchased from a limited number of suppliers. If there is high demand for this
product and none of the suppliers can supply it on time, the timelines for completing the
project will be threatened. Generally groups such as construction, purchasing, finance, and
human resources are responsible for managing project risks.

¢ Technical risks are risks that occur during the operation of a project after it is completed.
For example, a tank is designed and built in such a way as to create a risk of overflowing and
spilling into a river during the operation of the plant. This type of risk should be identified
during the design of the project and mitigated by modifying the design.

Sources of Project Risks
Project risks arise from such things as the following:

¢ Project location: This includes geopolitical conditions, legal/regulatory environment, and
manmade or natural catastrophes. For example, the risks posed by severe weather events
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such as floods, hurricanes, tornadoes, or extreme temperature during project execution and
subsequent operation of the facilities associated with the project must be addressed.

¢ Economic, industry, and market environment: This includes demographic trends,
inflationary environment, business cycle, changes to the business structure, changes
in the price of inputs (both for completion of the project and for subsequent ongoing
operations), and changes in interest rates or foreign exchange rates. For example, some
project proponents purposely proceed with projects when the overall business cycle is in a
trough. Although a project proponent must have the necessary financial resources, this will
reduce the likelihood of cost overruns, for the equipment, material, and human resources
required to execute the project can likely be procured at lower prices. Conversely, severe
cost overruns can result when projects are executed at a peak in the business cycle.

¢ Project size, complexity, and uniqueness: Large projects tend to be more complex than
smaller projects, with increased numbers of communication channels and increased levels
of project governance. This tends to make large projects riskier than small projects.

¢ Financial strength of the project proponent: It may be prudent for the project proponent
to find a partner with whom to share financial risk. However, this will introduce new
risks related to project governance, for there will now be two different entities involved
in the project.

¢ Technology: Projects using leading-edge, state-of-the-art technology will require extensive
bench scale, pilot scale, and demonstration scale testing to prove out the technology and
develop the design criteria required to complete detailed design for a commercial facility.
Projects using mature, well-established technology will not require this extensive testing.

e Logistics: The transport of equipment, material, and people to and from the project
site can be a major undertaking. Planning for this transport must take into account the
maximum load dimensions and load weights imposed by the transport route. For example,
a plant located on the coast could take advantage of the cost savings resulting from pre-
assembled units or modules and barge transport to the site. On the other hand, a plant
located inland will be restricted in terms of load size by the dimensional and load limits of
the access road or rail line. As a result, extensive pre-assembly would not be an option.

e Communication: Communication becomes more complicated as project size increases
and on remote project sites. Satellite communication or the installation of fiber optic
cables may be required for the communication system to provide the bandwidth required
by the project.

¢ Design: It may be advantageous to use low-cost global execution centers to design the
facilities. However, coordination with the global execution centers is more complicated
than if a local execution center was used.

e Procurement: Procurement risks relate primarily to the availability and quality of
equipment vendors and construction contractors. There is a risk that costs could be higher
if vendor or contractor availability is low owing to lack of competition.

¢ Construction: Construction risks can be due to extreme weather, the layout of the
overall plant site, or the skill and number of construction craft workers available. For
example, qualified local construction craft labor may be in short supply, and an extensive
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training program may be required if labor from outside the immediate plant area cannot be
brought in.

¢ Commissioning: The simplicity of equipment and system commissioning will vary from
project to project. This will affect commissioning duration and commissioning labor
requirements.

¢ Integration with existing operations: If the project is an expansion to existing facilities, then
integration of project execution and operation of the new facilities with the existing facilities
must be addressed. For example, there is the risk that construction of the new facilities could
affect operation of the existing facilities or that operation of the existing facilities could affect
construction of the new facilities.

¢ Human resources: Human resources are frequently a major source of risks on projects.
Project cost and schedule can be affected depending on how the project team works
together as a team.

e Sustainability: Sustainability is becoming more of an issue on projects. Sustainability
issues include community and heritage values, disease and health risks, potential releases
of hazardous materials, high sound levels, the effects of an industrial or environmental
disaster, and conservation and endangered species. (See the chapter on environmental
risks for more.)

Sources of Technical Risks

Technical risks are normally managed separately from general project risks, being primar-
ily associated with the design of the facilities. Assessment of technical risks is an integral part
of the design of the facilities associated with the project. Early in the project life cycle, techni-
cal risk management is used to guide the design of the facilities. Later in the project life cycle,
technical risk management is used to verify the design of the facilities.

Treatment plans must be developed for all of the intolerable technical risks. In addition,
as a second priority, treatment plans are developed for technical risks falling in the tolerable
category. Treatment plans for risks in this category are defined based on cost/benefit analysis,
where the risk severity is reduced to a level as low as reasonably practical (ALARP). In most
cases, the treatment plans are related to the design of the facilities, whereas in some cases, the
treatment plans are related to standard operating or maintenance procedures.

Sources of technical risks include the following:

¢ Fires or explosions

e Chemicals

e Pressure extremes

e Temperature extremes

e Mechanical conditions

e Radiation

e Electrical conditions

¢ Physiological conditions
e Human factors
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e Ergonomic factors

¢ Control systems

e Vibration

e Motion

e Operating mode

e Miscellaneous conditions

Managing Risks during the Project Life Cycle

The phased approach to project risk management is used when projects are executed in
phases, with formal reviews at the end of each phase. The initial phases focus on conceptual
and preliminary design of the product or service the project is to provide, whereas the later
phases focus on detailed design and actual execution of the project.

A progressive and phased increase in investment in a project, in line with progressively
decreasing risk and increasing clarification and certainty over time, is the key to the project
life cycle. Each incremental investment is made when the level of risk and certainty justifies
it, rather than committing large sums to an uncertain investment at the outset. In one proj-
ect, a large mining company was interested in extracting magnesium from asbestos tailings.
During the feasibility study, a pilot plant was built and tested and appeared to work. The proj-
ect proceeded to construction and operations. The extraction plant failed very soon thereafter,
at great cost to the mining company. A key was not identified: that impurities would build up
inside the equipment during continuous operations, impeding production. Had this risk been
identified during the feasibility study, the project might have been canceled or redesigned at
that point.

Conceptual Study

The purpose of the conceptual study is to determine whether there is a viable business case
for the project based on the product to be produced, the markets for the product to be pro-
duced, proposed plant capacity, and proposed plant location. In addition, a workable plan and
associated schedule and cost are developed for completing the next phase of the project, the
prefeasibility study. At the end of the conceptual study, a decision is made to commit funds for
the prefeasibility study and on the alternatives that will be studied further during the prefeasi-
bility study.

For project risks (those risks primarily associated with completion of a project phase or
final project execution), the effort focuses on assessing the major risk issues, identifying any
fatal flaws, and identifying any special treatment actions and determining if they are practi-
cal during the execution and operation phases. Normally brainstorming is used to identify
risks, and qualitative likelihood of occurrence and consequence magnitude scales are used to
assess risk severity. The major deliverable is a conceptual level project risk register. An exam-
ple of a typical project risk that would be identified during this phase of a project would be
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competition from other similar projects with similar finish dates that would increase market
supply, reduce product prices, and reduce revenue.

Allowances are made in the capital cost estimate for contingency (known unknowns; the
amount of money needed above the estimate to reduce the risk of cost overruns to a level
acceptable to the organization) and in the schedule for additional float (the amount of time that
activities can be delayed from their earliest start dates without delaying the project finish date).

For technical risks (those risks related to the effect on people, the environment, and physi-
cal assets during construction, commissioning, operation, and maintenance), the effort is
concentrated on understanding the project, the process, and the materials involved and on
identifying major hazardous facilities (facilities posing intolerable risk to people, the environ-
ment or physical assets). This way, issues can be assessed in more detail during later phases.
Brainstorming is normally used to identify technical risks using conceptual site layout draw-
ings, process block diagrams, and Material Safety Data Sheets (MSDSs) as inputs. The prin-
cipal deliverable is a conceptual level technical risk register and a list identifying major
hazardous facilities that focuses on the most critical technical risks. An example of a major
technical risk that could be identified during this phase of the project would be the risk from
using a toxic raw material in the production process.

During the conceptual study, the treatment plans and actions can involve major changes to
the plant design, site plot plan, or general arrangement of the facilities. These major changes
can, in turn, significantly affect the capital cost of the new facilities and the project schedule.

Prefeasibility Study

The purpose of the prefeasibility study is to select the best alternative for producing the prod-
uct in the quantities defined at the location selected and to more rigorously test the project’s
viability. Moreover, a workable plan and associated schedule and cost are developed for the
next project phase, the feasibility study. At the end of the prefeasibility study, an alternative is
selected and a decision made to commit funds for the feasibility study.

Project risks are assessed and risk treatments defined for each alternative studied for
decision making. Then the risk register is finalized for the preferred alternative. Normally, a
checklist is used to identify risks and the major deliverable is a preliminary project risk register.
Monte Carlo simulations of the capital cost estimate and the project schedule are used to
establish the contingency reserve to be included in the capital cost estimate and the additional
float to be included in the project schedule. The Monte Carlo simulations incorporate the
effect of risks from the risk register that would affect project cost and schedule, plus the effect
of the imprecision associated in estimating capital cost and schedule. A typical project risk that
would be identified during this phase of the project would be the risk from selecting a process
requiring extensive bench scale and pilot scale testing before the plant could be designed and
constructed.

For technical risks, significant and major risks and their causes and consequences are iden-
tified, and risk treatment actions for all of the intolerable risks and some of the tolerable risks
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are incorporated into the plant design. Normally, a checklist of generic technical risks is used
to identify the technical risks using preliminary site plot plans, preliminary process flow dia-
grams and preliminary general arrangement drawings as inputs. The principal deliverables are
a preliminary technical risk register for the preferred alternative and for each of the alterna-
tives evaluated.

Treatment plans and actions defined during the prefeasibility study normally involve more
moderate changes to the general arrangement of the facilities and provide guidance for the
design of the facility process control system. An example of a technical risk that would be iden-
tified during this phase of a project would be the risk of a release of a toxic material from the
plant resulting from the loss of control over plant operations. The mitigating action could be
to add interlocks to the plant control system to shut down the plant and prevent the release of
toxic material.

Feasibility Study

The purpose of the feasibility study is to more fully define the selected alternative and develop
a detailed plan for executing the project during the final phase of the project. Particular
emphasis is placed on aligning the project schedule, scope, and capital cost estimate to the
project plan and establishing the performance measurement baselines against which perfor-
mance will be measured during project execution. At the end of the feasibility study, a decision
is made to commit the often large sums of money to actually build the facilities that will be the
end product of the project.

In terms of project risks, a full risk assessment of the selected alternative is conducted and
finalized. In addition, risk treatment plans are defined for all of the intolerable risks and the
most serious of the tolerable risks. The key deliverable is an updated project risk register. An
example of a project risk that would be identified during this phase of a project would be the
risk of late equipment deliveries caused by a lack of suitably qualified equipment vendors and
qualified vendors already having full order books.

In addition, any specific detailed risk assessments that may be required to understand key
project uncertainties are completed. Finally, Monte Carlo simulations of the capital cost esti-
mate and project schedule for the selected alternative are completed to establish the contin-
gency reserve to be included in the capital cost estimate and the additional float to be included
in the project schedule.

For technical risks, a more detailed qualitative assessment of risks and their causes and
consequences is completed and risk treatment actions finalized for all intolerable risks and the
most serious of the tolerable risks. Contrary to the technical risk assessments done during the
conceptual study and prefeasibility study, the technical risk assessment done during the feasi-
bility study is used to verify plant design, not guide plant design. In addition, special quantita-
tive studies may be started for intolerable risks requiring further study. A typical technical risk
identified during this phase of a project would be the risk of producing poor-quality product as
the result of not having included adequate analysis equipment in the plant design.

The hazard and operability (HAZOP) study technique is used for identifying risks in the
design of process plants. It involves a detailed examination of the piping and instrumentation
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diagrams (P&IDs) and the control system functional description. The P&IDs show all of the
process lines in the facility and the associated control hardware, such as switches, measure-
ment elements, and control valves, and the functional description describes all of the func-
tions to be programmed into the control system.

The HAZOP study technique is a structured brainstorming technique that uses guide-
words to identify deviations from the design intent. The technique was originally developed
by Imperial Chemicals, Inc. (ICI), for continuous flow process plants but has been extended to
cover batch-type operations having discrete, discontinuous steps.

In a HAZOP study, each guideword (i.e., no, more, less, as well as, part of, reverse, other
than, early, late, before, after) is applied to each parameter (e.g., flow, temperature, or voltage)
associated with a process line on a P&ID to identify potential deviations, such as high flow,
high pressure, or high temperature. For example, high pressure could result in a process ves-
sel because of a high temperature caused by inadequate cooling water flow. After a meaning-
ful deviation from the design intent has been identified, the causes and consequences of the
deviation are noted. In addition, any controls in the existing design that will prevent, detect,
or react to the deviation are identified. In the example discussed above, perhaps the design
already incorporates low exit cooling water flow alarms and interlocks and high exit cooling
water temperature alarms and interlocks. Then taking into account the effect of the existing
controls, the likelihood and consequences are rated. For intolerable risks above the tolerable
threshold, additional controls are identified that must be incorporated into the design. Again
in the example discussed above, perhaps a pressure relief device should be incorporated in the
process vessel to prevent a dangerous buildup of pressure.

The principal deliverable is an updated technical risk register with a list of proposed treat-
ment actions. Each of these actions must be formally approved by the client before the changes
can be incorporated in the facility design.

In addition, specialized techniques such as fire/explosion/gas dispersion modeling, fault
tree analysis, event tree analysis, bow-tie analysis, human reliability analysis, machinery safety
studies, layer of protection analysis (LOPA), safety integrity level (SIL) determination, or control
system hazard and operability (CHAZOP) analysis are used to analyze the most serious, intol-
erable technical risks.

During the feasibility study, the treatment plans and actions involve mainly minor changes
to the control system. In a few instances, minor revisions to the layout of the facilities are
required.

Project Execution

During this phase, the capital investment is made and all the goods and services required to
construct the plant procured. Equipment is purchased from vendors, construction contrac-
tors are engaged to build facilities and install equipment, and the plant is commissioned and
started up.

The project risks identified during earlier phases are monitored on an ongoing basis
to assess the effectiveness of the risk treatments. In addition, earlier assessments of previ-
ously identified risks are updated based on new information, and new risks are identified. An
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example of a project risk that might be identified during this phase of a project would be the
risk resulting from inadequate power being available for construction. Finally, periodic Monte
Carlo simulation of the project cost and schedule are used for estimates at completion in terms
of cost and project duration.

Similarly, the effort on technical risks focuses on ensuring that all previous treatment
actions are incorporated into the design and on identifying any new risks that must be treated.
Also, all special quantitative studies are completed. The treatment plans and actions almost
exclusively relate to changes to the control system. Only in a few instances are changes made
to the facility layout.

Managing the Risk of Being Late and
Exceeding Budget

Two of the key activities during each of the four project phases are the development of a capital
cost estimate and a project schedule. Initially, they are developed as a single estimate of the
estimated cost and a single date estimating the project end date, without any estimate of the
possible variation (higher or lower) around these estimates that may occur in the final project.
How well these single point estimates actually represent the actual costs and project duration
depends on the level of project definition and the uncertainty associated with the estimates.
During the conceptual study, allowances based on percentages are added to the base capital
cost estimate and project schedule to allow for uncertainties. During the prefeasibility study,
feasibility study, and project execution, Monte Carlo simulation is used to establish the contin-
gency reserve to be included in the capital cost estimate and the additional float to be included
in the project schedule.

Technical risk management activities and project risk management activities have differ-
ent effects on the capital cost estimate. The technical risk management activities completed
during any given project phase allow the facility design to be completed. This mainly affects
the direct costs associated with the final, permanent end product of the project, such as the
purchase and installation of equipment. The project risk management activities completed
during any given project phase primarily affect the project indirect costs incurred to complete
the project that are only indirectly associated with the project’s end product (e.g., temporary
construction facilities, spare parts, and construction management).

Although the project schedule can be affected by technical and project risk management
activities, the project risk management activities have a larger effect on the schedule than the
technical risk management activities.

To determine the possible variation from the single estimates for budget and timing, the
first step is to estimate ranges for the unit price and quantities for the major cost estimate ele-
ments and duration of the major project schedule elements and then to estimate the correla-
tions among the major elements.

After these initial steps have been completed, a Monte Carlo simulation model of the
schedule is developed. In the simulation, the project is “completed” numerous times. The
result of the simulation is a distribution of project schedule outcomes in terms of project
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Project Cumulative Risk Profile

100~

00l

| P90=5539M
|
|
|
|
9 I
< .
3 |
R P50=3489M |
3 : |
2 | !
o 1 !
! I
| Conti :
Base estimate 27 ! Contingency :

$462M <y atP50 ! .
: ! ! Contingency
| S$77M » atP90
0 [ L L |
400 450 500 550 600

Capital Cost (M)

FIGURE 4-1 An example of the output from the Monte Carlo simulation of a capital cost estimate. Source: Mike
Fontaine.

duration or end date. This analysis is used to establish the additional float to be included in the
schedule based on the risk threshold established for the project (i.e., probability of meeting a
certain project end date). The additional float is normally shown as a single activity at the end
of the schedule.

The additional float to be included in the project schedule affects the capital cost estimate,
because any increase in project duration will increase fixed overhead costs, such as project and
construction management. After analysis of the schedule has been completed, similar analysis
of the capital cost estimate can be done. The result is the contingency reserve to be included in
the capital cost estimate (Figure 4-1).

Figure 4-1 plots the cumulative probability of not exceeding the estimated capital cost versus
estimated capital cost. In this example, the base estimate, the total deterministic direct and indi-
rect costs excluding contingency, is $462 million. The median value (P50, or probability of 50%)
from the simulation is $489 million, or $27 million greater than the base estimate. This means that
there is a 50 percent chance that the actual project cost will be less than $489 million. If the con-
tingency reserve was selected on the basis of P90 (90% probability of not exceeding the estimated
capital cost), one would expect the actual capital cost to be less than $539 million, $77 million
greater than the base estimate, 90 percent of the time. Thus for the same project, the contingency
reserve would be $27 million if based on P50 and $77 million if based on P90.

The probability used to establish the contingency reserve depends on the specific stake-
holders involved in the project. A small company having only a single project in its portfolio,
and for which the project represents a large part of the company assets, would tend to be more
risk-averse and base the contingency on a probability closer to P90. The company would want
increased cost certainty.
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On the other hand, a large company having many projects in its portfolio, and for which a
single project represents a small part of the company assets, would tend to be more risk-tolerant
on any single project. A cost underrun on one project would offset a cost overrun on another
project. This company would likely establish contingency based on a probability of P50.

During project execution, quantitative assessment is used to assess the estimated cost
at completion and the estimated project completion date. As cost commitments are made,
schedule activities completed, and purchase orders and contracts closed out, the ranges on
those elements go to zero, for there is no uncertainty or risk on those elements. Normally, the
cost and schedule simulations are run quarterly, during project execution.



Operational Risk: Building
a Resilient Organization

Steve Osselton and Emily Heuts

All organizations have risk—both from within and from external sources. Many risks are
known, fall within the organization’s risk appetite, and are intentionally accepted—they’re
inherent to the business. But others, when manifested as unplanned and unwanted events,
create deviations from the organization’s strategic plan, and the inability to consistently deliver
on their objectives. Operational risks typically disrupt the core value-creating assets, people,
and business processes of the organization and, when they are not effectively anticipated and
mitigated, create undue volatility for the organization and its earnings. To counter this, effec-
tive operational risk management programs help reduce volatility and create greater organiza-
tional resilience.

A strong operational risk management program builds resilience by minimizing both the
likelihood and consequence of disruptions to the organization, thus helping do the following:

e Preserve the organization’s capital

e Protectits people, processes and the environment

e Insulate customers and other stakeholders from shocks to operations

e Allow the organization to adapt to fluctuations to help ensure its sustainability
e Maintain a competitive advantage

This chapter examines operational risks—how they manifest and, subsequently, how they
disrupt the organizational value chain. Supported by some brief illustrative case studies, the
chapter explores common underlying drivers of failure and business upsets—“why things go
wrong.” These lessons from past events help to reinforce the importance of fundamental risk
mitigation strategies that are essential to prevent, detect, and respond (or react) to hazard and
operational risks and to drive continuous risk improvement.

Three themes in particular that, based on this author’s experience, are foundational to
effectively managing operational risk, and that percolate throughout this chapter, are:

e A focus on human factors
e Effective risk communication up and down the organization
e Building resilience capabilities

59
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Operational Risk—Context

Never in all history have we harnessed such formidable technology. Every scientific
advancement known to man has been incorporated into its design. The operational con-

trols are sound and foolproof.
E. J. Smith (captain of the Titanic)

Other chapters in this section deal with environmental, health and safety, project risk,
and supply chain, and “operational risk” can have specific connotations, depending on the
industry segment—financial institutions in particular. So for clarity purposes, we're defin-
ing “operational risk,” in the context of this chapter, as the risk of unwanted events within
an organization as a result of inadequate or failed processes, people and systems or
from external events. The consequences of these, in some way—from the trivial to the cata-
strophic—detract from the organization and its value, reputation, and abilities to operate effec-
tively, meet its core goals and objectives, and satisfy key stakeholders’ expectations.

Operational risks may be internal to the organization or due to externally driven events. At
times the organization may feel itself the “victim,” but at others times the “culprit”—where its
actions (or lack of) were the direct cause of an unwanted event. Collectively, these risks can
include the following:

e Hazard Risks—Fire, explosion, earthquake or other losses or impairments to physical
assets. These “assets” are frequently the facilities, infrastructure, and investments housing,
enabling, or driving the core value-generating processes and human capital of the
organization.

¢ Process or Systems Failures—Breakdowns creating operational disruptions and
impairment of the organization’s value streams, diminishing efficiency and reducing
capacity.

¢ Legal and Compliance—Noncompliance with laws or regulations, or prescribed
organizational policies, procedures, or core values. These can result in diminished
quality, increased costs, lost revenues, penalties, fines, and other sanctions—and certainly
diminishment of the organization’s reputation.

e Illegal or Criminal Activity—Theft, fraud, terrorism, or other illegal or criminal activity—
by a range of potential internal or external perpetrators, with varying motivations (see
Chapter 8, on human capital risk, for more on this aspect).

¢ Human Factors—Includes employee errors, or personnel responsible for management
and control who do not possess the requisite knowledge, skills, and experience needed to
ensure that operations are managed within an acceptable tolerance of risk.

Though operational risks can be grouped like this into a few categories, in reality the major
challenge for organizations in successfully developing effective operational risk management
processes is the myriad of sources of risk that can cause things to go off the rails. Hence it’s
helpful to understand some common sources of causation of operational failures.
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Why Things Go Wrong

No organization wants or intends to have failures; and certainly never of the magnitude of trag-
edies such as the sinking of the Titanic after striking an iceberg or the fire and explosions on the
Deepwater Horizon oil rig that caused catastrophic effects on life and the environment in the
Gulf of Mexico. But even relatively small failures—a missed customer order, a vehicle collision,
a dishonest employee making a false claim on an expense account, and so on, and particularly
when considered in aggregation—erode organizational value. So why do things go wrong?

Research carried out at Leiden University and the University of Manchester during the
1980s and 1990s yielded the Tripod theory for understanding incidents and accidents. Its pur-
pose was to understand and explain how and why incidents and business upsets happen, and
allow the root causes and deficiencies to be uncovered and addressed. One of the interesting
outcomes, still fully relevant today, was Tripod Delta!—which identified how individual acts
are influenced by the operational environment through eleven basic risk factors within the
operational workplace:

e Design—The design of installations, equipment, and instruments (Is it logical, fit for
purpose and easy to use, having sufficient information for proper operation? Is it necessary
to improvise to compensate for poor design?)

¢ Tools/Equipment—Required for a given job (Are they suitable and available when needed?
Do supplies arrive at the right place at the right time? Do tools last as long as they should?)

e Maintenance—How maintenance is planned and organized (Is preventive maintenance
structured, incidental, or prompted by failures?)

¢ Housekeeping—Order and cleanliness around workplace; systematic and appropriate
cleaning and waste disposal

¢ External Factors—The extent to which external factors influence the operations (physical
conditions: cold, heat, odor, darkness, noise, etc.; personal circumstances: motivation,
boredom, abuse, addiction, illness, etc.)

e Procedures—The quality of operational procedures, manuals, and written instructions
(clarity of application, language, legible, ready accessibility, updating to reflect change)

e Training—How people are trained for optimal performance of their jobs (enabled to attend
courses and training sessions, putting learning into practice, with provision made for on-
the-job training)

¢ Communication—The quality and effectiveness of communication between functions
and/or individuals (doing the job properly and comprehending what’s required)

e Incompatible Goals—How risk management is balanced against other organizational
objectives (lack of encouragement, unrealistic time pressure, unsustainable working
conditions, insufficient manpower and materials)

e Organization—The quality of the organizational structure (things’ getting done how
they are supposed to, effective coordination between groups or departments, people’s
willingness to take responsibility and be held accountable, ability to adapt and recover from
unusual situations)
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¢ Defenses—How people are protected against hazardous situations (e.g., quality and
availability of personal protective equipment, measures to safeguard hazardous materials
and processes, preparation for emergency situations)

The Tripod Delta basic risk factors provide in effect, a useful set of common denominators
for risk such that (per Tripod’s assertions) one or more of which can always be assigned as a
contributing cause of an operational risk event.

A common “tension” in competitive business environments of financial performance
versus operational safety illustrates the contribution of a number of these basic risk factors
through the following situation. A fast food restaurant chain’s operational model is that stores
are corporately owned, but their operations managers are incentivized financially through shar-
ing their respective store’s profits. At one particular store, an extended period of road construc-
tion restricted access and visibility of the restaurant so that sales diminished by 35 percent. To
offset this, the manager took some cost-cutting measures, including reducing part-time help and
working longer hours personally, reducing frequency of outside maintenance and cleaning ser-
vices—one of which was the daily cleaning and monthly steam cleaning of the exhaust hood
and ducts above the kitchen fryers. Just before the road work was complete, an exhausted man-
ager working his tenth double shift in two weeks inadvertently left the oil on a high tempera-
ture. There was a fire that was detected automatically, interlocks shut down the exhaust system
and triggered the extinguishing system in the hood. However, because of the residue buildup in
the exhaust ducts, the fire spread too quickly through the ventilation system onto the roof, subse-
quently destroying the building (and ultimately the business at this location). What happened?

e The risk profile changed. The road work was a new external factor to the business that
ultimately challenged the economic model and subsequently affected revenues. This
triggered some temporary changes in the operating model that compromised the normal
risk management procedures in place.

e The required procedures for housekeeping and maintenance of the exhaust hoods were not
adhered to, so despite the fire suppression system activating as intended, the fire challenge
was beyond the scope of the systems range.

e The suppression system was an important defense against fire spreading in this high hazard
area. Had its design incorporated additional discharge nozzles in the duct work, the fire
might have been prevented from spreading to the roof of the building.

e The organizational structure and the manager’s incentive formula created incompatible
goals. Arguably the manager’s financial incentives should have been independent of
discretional cost components that could compromise aspects of the organization’s broader
business objectives (such as compliance, food safety, brand and reputation, and so on)
by cutting back on processes that manage risk (including the increased fire hazard by not
maintaining the cooking equipment).

Insights gained through concepts and research such as Tripod provide helpful guidance in
planning operational risk management programs to ensure that they are comprehensive and
systems-oriented—that is, the broad range of risks are anticipated, and a complete system of
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controls is in place and can be relied upon. Accepting that despite best efforts, some failures
are inevitable, using basic risk factors as a post-event analysis tool helps analyze and under-
stand the most common factors contributing to causation. This enables management to
remedy deficiencies and “recalibrate” control systems to be to be more effective and efficient
in future.

Operational risk events may result from changes in the risk environment, from unintended
actions (a lapse or slip), or from intended actions that had unintended consequences (a bad
plan, conflicting priorities). Ultimately bridging all the basic risk factors for operational risk is
the human element. In our experience, the following are four underlying reasons why human
factors typically enable or exacerbate almost all failures:

e Failure or breakdown of fundamental management and control systems. In essence, the
presence of gaps in the assumed and accepted controls that results in their not addressing
the full range of potential risks, not being contiguous or reliable in their application, being
poorly executed, or simply being ignored. Particularly challenging is these may be latent
failures wherein the breakdown or error occurs a long time before it is detected and the
actual loss or upset occurs.

e Lack of recognition of potential threats. This can be because there is no structured risk
identification/assessment process or through the failure of operational leaders to identify
and address the basic causes of loss.

e No basis for risk management decision making. Too frequently, not making the “right”
decisions around risk is a reflection of lack of organizational cognizance of the parameters
and variants that should be part of any effective decision processes. This is particularly
challenging for many decisions relating to risk—which typically have less tangible data
available. This is also arguably influenced by the common human bias that “it won’t
happen to me.”

¢ Ineffective communication around risk. The role of communication to operational risk
management is addressed in subsequent pages.

Alignment Around Risk Communication

The single biggest problem in communication is the illusion that it has taken place.
George Bernard Shaw

One of the key challenges to effective operational risk management is the influence of orga-
nizational silos. Whether by business unit, functional areas, or aspects of individual respon-
sibility, operational risk within an organization is frequently managed on a fragmented basis.
Individual risk management programs are developed for specific purposes without a cen-
tralized strategy. This can result in competing priorities, a sometimes narrow “compliance
approach” and lack of appropriate priorities for resources or funding for risk management ini-
tiatives. Ineffective communication is a common culprit in driving the failure of effective risk
management. Conversely, effective communication can overcome the various silos of risk that
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exist to some degree within most organizations (see Chapter 10 for more on problems with the
silo approach).

The following graphic represents the organization in layers, the associated operational
focus, and how each layer is typically thought of and measured on a daily basis. Corporate and
strategic leaders tend to focus on high-level macro issues of the company (e.g., new market ini-
tiatives, competitors, global market factors, and, as we saw in Chapters 10 and 12, earnings vol-
atility), which can create “blind spots” to operational risks manifesting at lower levels. Middle
managers often focus on unit or function revenue and cost centers to maximize profit. Front-
line staff tend to focus on achieving day-to-day goals (e.g., processing information, building
product components) (Figure 5-1).

Operational Function Operational Focus

Corporate —__, Share Price,
Profit Margins
v

Middle

Managers ——— Net Revenue

Functional

——————  Area Efficiencies
Managers

Che——— Completing Task

FIGURE 5-1 The relationship between operational function and breadth of focus. Source: Marsh Risk Consulting.

Breakdown in communication occurs in conjunction with misinformation, a failure in under-
standing, or simply disconnects between top-down and bottom-up processes. Consequently,
failure to communicate and link operational implications of a major risk to the organization can
create the potential for a material effect by a single front-line action (or inaction).

Ineffective communication in itself creates risk. There are numerous past examples of
losses where a potential risk event had been identified at the front line, but concerns or early
warnings were ignored and hence went un-acted-on by leadership. This may be caused by a
lack of understanding of the potential consequences by leaders, but it can also result from inef-
fective communication. A maintenance inspection at a utility detects a minor vibration anom-
aly on a large pump. The technician reports it via a memo to his supervisor. The memo is printed
and sent inter-office mail to a department manager, and ends up in the inbox along with innu-
merable other reports, journals, and correspondence. Weeks pass with no action, and the vibra-
tion stresses materials, causing the pump structure to fail and explode. Several workers are killed
and seriously injured, and the entire plant is shut down for several weeks.

There are also innumerable instances of losses that occur as a result of communication fail-
ures during handover of responsibilities, at change of shift, and so on, whereby certain factors
or conditions are not properly communicated or understood. This is why, for example, in clini-
cal settings in which patient’s lives are at stake, communication protocols for an assignment
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transfer at shift change are critical. A proven best practice technique in healthcare is the dis-
cipline for critical patient safety related information being provided by the outgoing practitio-
ner to the incoming. The information recipient, coached in active listening, then is consciously
required to reflect back the critical points to demonstrate their clear understanding of the mes-
sage. As a proven communication technique, this method could be effectively deployed more
broadly in other industry segments and applications, and would be valuable in reducing the
responsibility “handover” risks.

Communication lapses also frequently occur in another common “handoff’ of responsi-
bilities—when organizations retain contracted services. Contracting operational functions to
third-party specialists, may bring additional capacity and expertise, but without proper over-
sight can actually increase or create new risks. A contractor doing maintenance work at a tech-
nology and infrastructure organization took an unauthorized shortcut to locking out electrical
systems. In haste a tool was dropped onto a live electrical buss, causing an explosion and electri-
cal system fire. This resulted in the evacuation of the facility and all equipment shutting down,
which consequentially caused significant disruption and economic loss to the organization’s cli-
ent base—including hospitals and financial institutions. The contractor saw this as “routine”
work and took a shortcut, but ultimately the communication around importance of procedures,
the work planning, permitting and oversight of the job didn't reflect the extraordinary level of
care that should have been in place to assure there were no interruptions to critical customer
services.

Given the organization’s risk tolerance goals for system up-time were 99.999% (sometimes
referred to as “five nine reliability”) management should have initiated risk assessments to
ensure any actions or activities that could potentially breach that standard were identified.
It should have ensured that all risk control requirements were percolated down the chain to
those overseeing the contracted work. This communication should—in front line procedural
terms—stress the criticality of implementing all required controls and should reflect a com-
mensurate “zero-tolerance” for deviation.

Leaders at the corporate level might agree that health and safety is a key operational risk pri-
ority, but developing the operational controls (policies, procedures, checks, employee training)
occurs further down the organizational pyramid. Moreover, encouraging active communica-
tion of operational risks from the bottom up will leverage front-line observation, knowledge and
insights and help functional and middle managers align their risk control priorities to those at the
top and bottom of the pyramid. This communication helps drive operational awareness to enable
informed and effective decision making at all levels of the organization.

Considering that “risk” is the uncertainty of outcomes against planned outcomes, the per-
ception and comprehension of risk really depends on who you are and what your focus is
within the organization. As reinforced in the introductory chapter, a common language around
risk is one aim of this book. Having a common language around risk within an organization
not only aids effective communication, but also fosters better engagement and buy-in at dif-
ferent levels, enables integration of the various layers of the risk management program, and,
most important, creates the foundation for more effective and consistent risk management
decisions.
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The Elements of Operational Risk Resilience

Operational risk management is a function of a number of elements. Before an adverse
event, it is risk-awareness—through risk identification and assessment—and preparation.
Preparation can be looked at as prevention/mitigation, planning, and implementation.
Following an adverse risk event, risk management programs focus on response and recovery.
Then, importantly, it must include the ability of an organization to learn from the event and
how effectively it was managed to subsequently adapt and adjust operations.

“Response” has the meaning of Chapter 1: the actions taken immediately after an event to
contain it, as well as the capability to respond effectively. Effective response reduces the conse-
quences of an event. “Recovery” means the actions taken after response to expedite a restora-
tion to business as usual (or as close as possible).

This chapter looks at the following elements of operational risk resilience:

* Awareness and risk assessment

¢ Treatment through prevention and detection
¢ Treatment through response and recovery

e Adapt and operate in the face of change

It concludes with an operational risk resilience model.

The sheer number of risks at the front line of the operations can make it daunting to under-
stand, prioritize, and effectively deal with every potential operational risk. If the triangle
in Figure 5-2 actually represents a pyramid, and its base the vast number of risk issues at the
front line of the organization, a small number of these—if not identified, communicated, and
treated—potentially create a “crack” that reaches all the way up to create material consequences

Operational Focus

Holistic hSmall number
corporate wide of high level
review of risks Corporate risks

(macro)

Middle Managers
Number of
Functional NEG
Managers Large number
of detached

Focused operational

review of risks
processes and

tasks (micro) v

FIGURE 5-2 The figure illustrates the importance of having an approach to operational risks communications that
is understood at all levels of the organization. Source: Marsh Risk Consulting.
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to the organization. Understanding the underlying causes, and more importantly the full extent
of the “impact pathway” is an important discipline to help identify and prioritize risk issues.

Early signs of a small stress crack in a large piece of highly specialized production machinery are
ignored because of production pressures and the cost effects of unscheduled shutdowns. The equip-
ment is a process bottleneck with no alternatives, and the resulting catastrophic failure shuts down
all production. A long-lead replacement time of 18 months results in financial losses of hundreds of
times the cost of a pre-emptive repair, with customer contracts lost and staff laid off.

Resilience is the ability of an organization to withstand the effects of the material disrup-
tion to its operations. The goal of operational risk management is to minimize volatility and
maintain an effective “business as usual” capability and the ability to change and adapt to the
risk environment over the longer term. Hence, when effective, operational risk management
programs build resilience.

Awareness and Risk Assessment

As described in Chapter 1, formalized identification and prioritization frameworks are essen-
tial stepping stones to developing effective risk management programs. Risk assessment
includes risk identification of the source of risk, the events that can occur, and the causes and
potential consequences and, combined, forms the basis of risk awareness; creating a better
understanding as to operational risks that can surface—is a fundamental first important step
toward preventing or managing a catastrophic event.

Operational risk requires broad-based awareness across the entire organization. Awareness
starts with recognizing all credible uncertainties, evaluating and quantifying the poten-
tial effects on organizational KPIs, prioritizing the key threats, and identifying the needs and
actions to manage the risks. The overarching objective is that everyone in the organization
should have a high awareness of potential risks associated with their operational functions
twenty-four hours a day, seven days a week.

The following are examples where lack of front-line risk awareness or recognition created
significant operational effects:

e An operator at a water treatment system at a manufacturing facility inadvertently removed
a screen while the system was running. This introduced contaminants and caused the unit,
and consequently the factory, to be shut down for a protracted period. This resulted in
millions of dollars of lost revenue for the organization.

e An organization, in search of operational savings, undertook a cost-cutting initiative. A
finance analyst identified a mismatch between the number of phone numbers relative to
head count. To save money, two “unused” lines were cancelled—including one that was
part of the organization’s emergency notification system. The analyst unwittingly, and
without consultation, had impaired the organization’s emergency management system—
substantially increasing the firm’s potential liabilities.

e Current building codes in a particular region require seismic valves on commercial
natural gas systems that are designed to automatically shut off gas flows in the event of
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an earthquake. Though this risk at one industrial facility was acknowledged, because of
cost, disruption and the fact the regulation wasn'’t “grandfathered,” no action was taken.
Subsequently an earthquake occurred that initially caused minimal damage to the facility
but that sheared a fitting in the gas line. The gas leaked until it interacted with an ignition
source, and the resulting fire and explosion destroyed the building—and ultimately the
business.

In such situations, focused risk assessment, involving direct stakeholders to the processes,
could have pre-empted these types of actions and ensured that appropriate controls were
implemented more reliably. After risk is understood, the organizational risk framework should
work from bottom up and top down to create awareness and ensure consistent communica-
tions around all types of risk. The goal is for everyone in the organization to be sensitized to
the risks that they in some way influence and that could cause an unwanted event. Optimally,
a culture of intuitive risk thinking and behavior develops so that people are effective at manag-
ing risk when they don’t consciously realize they're doing it.

From an operational perspective major or catastrophic risk events are rare—they have very
low likelihood but threaten very severe consequences to an organization and its key stakehold-
ers. These risks can be very difficult to effectively manage, for they can be viewed by organi-
zational leadership as being so unlikely that they are not credible. But low risk is not no risk.
To help counter this, and to avoid “blind spots,” a good risk awareness exercise can be used
to challenge leadership teams: “What’s our Titanic (or Deepwater Horizon, or World Trade
Center) catastrophe scenario?” These discussions can identify and acknowledge potential
worst-case scenarios for the organization. Even if pragmatically there are limited opportunities
to prevent an event, at least they can be acknowledged and contingencies planned for when
feasible.

Treatment through Prevention and Detection (“Preparation”)

A structured operational risk assessment process identifies and prioritizes risks and enables
the organization to plan for managing risks. First and foremost the focus should be to reduce
the likelihood of occurrence and ideally preempt the event manifesting. This is achieved by
reducing the inherent threats or risk criteria and/or by improving the effectiveness of the risk
control systems.

As a simple illustration, the first fundamental concept of fire protection is the fire triangle.
This states that fire must have sufficient heat to raise the material to its ignition temperature,
fuel in the form of some type of combustible material, and oxygen to sustain combustion.
Remove one of the three, and the chemical reaction that is fire is not possible. Though a basic
relationship, its principles are the foundation of all fire protection strategies. Effective fire pre-
vention focuses on containing potential ignition sources. In an industrial setting, these com-
monly include high-voltage electrical equipment, friction, static charges, use of open flames,
and use of cutting and welding equipment. All these are fully controllable. Should ignition of
combustibles occur, water-based or other fire suppression systems are used to either cool the
burning materials or diminish oxygen levels so that combustion isn’t sustained.
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Consider some space in an office building being renovated to accommodate a new tenant.
The fire risk in the vacant space, with plain gypsum board walls, concrete floor, and no furni-
ture or other contents is extremely low. Then:

1. A contractor on site prepares the floor by removing dried-on carpet adhesive. He brings a
pail of solvent. A flammable material, with a low ignition temperature, has been introduced
to the space. Fire risk increases.

2. The contractor removes the container lid. The risk has again increased, as flammable
vapors at the surface of the liquid can mix with the oxygen in the air and now need only an
energy source to create a fire.

3. An early delivery of wood paneling arrives. The fire risk has further increased with the
additional combustible loading. More fuel equals more heat, more damage, and a greater
challenge to extinguish.

4. The contractor pours a small amount of solvent from the pail onto the floor and begins
to scrape. The risk has now increased very significantly as a highly flammable vapor/air
mixture is created over a larger area, which even a relatively low energy source can ignite (for
example, static while pouring out the liquid, a spark from the scraper, an electrical socket).

A system of controls at each step can manage this risk: (1) bring the minimal required
quantity of solvent needed for the task, and have an appropriate fire extinguisher available and
be trained on its use; (2) allow the pail to “rest” to dissipate static, and dispense into a smaller
approved statically bonded safety container; (3) plan work to minimize unnecessary combus-
tible loading; (4) use nonsparking tools—and so on.

The thought process through this example can be applied to any operational risk. The
extent of controls should be commensurate with the risk—which isn’t always readily apparent.
Further, the apparent scope of the activity is not necessarily indicative of the potential effect,
and the smallest breakdowns or lapses can have catastrophic consequences.

Meridian Plaza was one of the largest high-rise office buildings in Philadelphia. In 1991, a fire
started in a vacant twenty-second floor office in a pile of linseed oil-soaked rags left by a contractor.
The fire spread unchecked through nine unsprinklered floors. The fire claimed the lives of three fire-
fighters. The building was ultimately deemed untenable and, after several years of legal arguments,
was demolished in 1999. Litigation resulted in billions of dollars in civil damage liability claims.

A complete “system” of controls is important—controls to avoid or prevent the underlying
causes of loss from manifesting, to monitor and minimize accepted ongoing operational risks,
to detect at the earliest possible warning stage that something is not right, and to respond to
any credible risk scenario. Training then helps continue to hone and improve overall organiza-
tional risk management capability.

A limestone and aggregates plant had natural gas-fired production equipment—includ-
ing several continuously operating rotary kilns. Plant operations were such that there was never
complete downtime for maintenance, there always being at least one kiln running. A fire broke
out in an electrical motor control center near the head end of the gas kilns. The fire department
responded but, because of safety concerns, required that electrical systems be de-energized in the
area and all natural gas supplies shut off. Site personnel initiated this process, but when they
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attempted to shut down the main natural gas valve to the plant, it was seized open after many
years of never being operated—or even lubricated. The utility was called and a technician dis-
patched to shut an isolation valve on their systems upstream of the plant. The fire continued to
burn. The delay until the fire department could act resulted in extensive damage to the plant.
The associated extended downtime to repair facilities and infrastructure resulted in significant
loss of revenues—including at some unalffected interdependent operations that relied on this
Jacility for materials. What could/should have happened?

e Awareness—The facility evolved over a period of time through expansions and
modifications. An effective risk assessment or change management process could have
identified the need for additional separation of fire hazard areas, better sealing of electrical
cables and redundancy in the ability to isolate electrical and natural gas systems in an
emergency.

¢ Preparation—The source of the fire was an electrical system. A risk-based infrared scanning
program for all primary electrical systems was not in place; such programs have been
proven to substantially reduce the potential for fires in electrical equipment.

e Preparation—Emergency response scenario planning and simulation exercises should have
been conducted. This may not only have prepared responders for this type of event, it could
have identified the main gas shut off valve as a critical mitigating control and subsequently
been integrated into preventive maintenance programs.

Scenario planning can help organizations prepare by identifying points of failure and map
out the full scale of the “impact pathways” that could result. These may be direct or indirect
negative effects on functional goals and objectives or in some way affect stakeholders. This, in
turn, enables an appropriate system of operational risk controls to be planned, implemented,
and relied on to ensure critical business operations continue. Rigor and objectivity about
“what can happen” can help avoid blind spots, and the organization needs to be comfortable
with challenging itself and accepted norms to uncover and reveal previously unknown risks.

Captain Smith and the owners and designers of the Titanic tragically experienced the over-
reliance on certain elements of control. This created “blind spots” to the actual risks and the
need for a broader set of controls such as improved navigation systems, detective processes,
and having lifeboat capacity for every passenger on board.

Response and Recovery

Everyone has a plan until they get punched in the face.
Mike Tyson.

It is illogical to contemplate or expect elimination of all potential failures. Notwithstanding
the organization’s risk tolerance, there may be a diminishing return threshold beyond which
prevention is not pragmatic. In this case, the organization needs mechanisms for efficient and
effective response. When “things go boom,” normal operations cease, and response mode
kicks in. Any complete system of controls includes policies, procedures, equipment, and other
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resources to both control the emergency situation at hand and expedite return to operations.
For the organization to rely on them, they require the same rigorous “systems” approach to
ensure effective response capability.

Response mechanisms may be physical in nature, aimed at containing or mitigating an
event immediately when it occurs. Or they may be procedural, with formalized policies and
procedures, education and training to ensure that required response protocols are followed to
reduce the operational impact of the event. These may include, for example:

¢ Intervention by trained internal or external emergency responders to contain an incident at
its incipient stage

e Emergency detection devices to trigger automatic response and shutdown of hazardous
industrial processes

e (Crisis management plans—including stakeholder communication to manage the
organization’s reputation

¢ Uninterruptible power supplies and disaster plans for critical technology and infrastructure
systems to minimize operational disruptions caused by power outages

Vitally, these controls must work effectively when needed. History has provided a number
of major loss events in which critical controls needed in the first vital minutes were impaired in
some way—further exacerbating the loss. In 1993, when terrorists exploded a bomb in the park-
ing garage of the World Trade Center in New York, the blast damaged water lines. The building’s
emergency generators, essential for life safety systems to facilitate fire suppression and evacua-
tion, were water-cooled and thus quickly overheated and shut down.

An event with tragic consequences illustrates the consequences of ineffective response. The
Piper Alpha offshore rig fire in July 1988 killed 167 people. Postmortem analyses and investigations
were damning. They showed an accumulation of errors, including informal communications, inef-
Jective safety audits, inadequate training, and management decisions leading to tradeoff between
productivity and safety. In addition, postevent flaws in design lead to the disabling of protective
equipment by the initial explosion. One of these was the firewalls, which were not built to with-
stand explosion. The initial blast blew the firewalls down, and the subsequent fire spread unim-
peded. The explosion damaged the control room and killed a number of employees who had the
authority to order evacuation, all of which created a major void in postloss command and control.

Leadership needs to be confident that the organization has strong situational awareness
and the capability to respond quickly and effectively to ensure the seamless transition from
normal operations to incident response and recovery.

Adapt and Operate in the Face of Change

We learn geology the morning after the earthquake.
Ralph Waldo Emerson

Organizations must be able to adapt to the prospect of continual changes in their risk
profile, deal with new environments, and seek to continuously improve and learn from past
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experiences. The impetus to adapt could be a change in regulation, a loss event, an acquisi-
tion, or even a shift in competitive markets.

Certain events can put the entire organization at risk and can severely compromise it if the
organization cannot effectively adapt to a new operating model.

Marsh & McLennan Companies was charged on October 14, 2004, by New York Attorney
General Eliot Spitzer as part of his targeting certain alleged practices within the insurance indus-
try. Even though subsequently all charges were dropped, and the practices challenged at the time
continue to be industry norms and accepted by regulators, at the time it was a crisis of signifi-
cant proportions. Marsh’s stock plummeted, substantial fines were levied, revenues dropped,
jobs were lost, and company reputation was damaged. Marsh needed to adapt—and quickly.
It responded by putting in place new standard operating procedures that included industry-
leading transparency models for clients, comprehensive training and education programs, and
rigorous ongoing audit and validation processes—all of which continue today as part of the
organizational fabric. And though there was pain during and after the crisis, Marsh’s ability to
respond and adapt allow the company to maintain its acknowledged industry-leading reputa-
tion ten years later.

Operational Risk Resilience Model

The operational risk resilience model is inherently, and of necessity, a dynamic process that
recognizes that the organizational risk profile continually evolves to reflect external environ-
mental and operational change. This, in turn, requires the organization to be nimble, to adjust,
and to be rigorous in maintaining an effective and relevant system of controls. It requires a
continuous readiness capability to mitigate and respond to a range of unwanted events that
can affect the organization; the organization then must adapt and adjust to new operat-
ing models that frequently effect change in the risk profile—hence new preparation require-
ments—and so on (Figure 5-3).
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FIGURE 5-3 The relationship between the various operational risk management program elements outlined in this
chapter that come together in an operational risk resiliency model. Source: Marsh Risk Consulting.
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Perhaps, per the terms introduced in Chapter 1, if “likelihood” is the chance that an event
will happen, resilience may be considered broadly as improving the chance the organization
will meet its objectives—no matter what.

This chapter has shown how operational risk management processes build organizational
resilience:

e Without effective communication, risks may not be understood or identified at various
levels, which can have catastrophic implications.

e A strongrisk assessment process promotes awareness, supports better decisions around
risk, and is critical to avoiding operational risk gaps or blind spots.

e Rigorous systems of control are vital—particularly integrating human factors.

¢ Resilience includes effective preparation.

e How an organization responds and adapts after a risk event will determine how risk will
affect that organization over the longer term.

Note

1. J. Groeneweg, V. Roggeveen (1998). Tripod: Controlling the Human Error Components in Accidents. In:Lydersen,
Hansen, and Sandtorv (Eds), Safety and Reliability, pp. 809-816.



Supply Chain Risk Management

Nick Wildgoose

Supply Chain Risk Management for the
Business Line Manager

It's widely recognized that global supply chains and transport networks form the backbone
of the global economy, fueling trade, consumption, and economic growth. These include
the food and pharmaceutical supply chains that are critical to human life itself. Trends such
as outsourcing, globalization, lean processes, and the geographical concentration of produc-
tion have made supply chain networks more efficient but have also changed, and increased,
their risk profile. Many enterprises have risk management processes that can address local dis-
ruptions—for example, the nonarrival of trucks providing parts. However, recent high-profile
events have highlighted how risks outside the control of individual enterprises can have cas-
cading and unintended consequences that cannot be mitigated by one organization alone.
And the damage to individual companies, nations, and the global economy can be significant.
The leaders of corporate boards and governments are increasingly understanding, and being
held accountable for, tackling supply chain risk.

As a general business manager, one of the most critical and complex risk areas you will
face is that related to the supply chain of your organization. Many organizations are seeking to
reduce costs and improve working capital management while at the same time relying increas-
ingly on their supply chain in terms of the value that they add to customers. This reliance on
suppliers is likely to involve a combination of some of the following aspects:

* Global sourcing

e Single sourcing

e Partnership approach

e Just-in-time (JIT) operations

Modern supply chains are operating against an economic background of increasing mar-
ket shortages and complexities, driven by a growing population that has increased spending
power—hence the actions you are taking to drive out short-term costs from a supply chain
may be driving risk in. There is no point in saving a cent on a particular component from a
supplier to then have the supplier fail to deliver and stop your production line, preventing you
from delivering to your customer. The financial and reputational costs of such a disruption are
nearly always very significant.
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Main Causes of Supply Chain Disruption

It is worth understanding, initially, the main causes of supply chain disruption based on exten-
sive analysis work carried by the Business Continuity Institute, which has worked with the
Chartered Institute of Purchasing and Supply over the period since 2009 through a series of
annual surveys.'

During this period, 70-85 percent of organizations reported experiencing at least one sig-
nificant incident involving a supply chain in a given year. This is even though the majority of
them did not have full visibility of supply chain disruption levels owing to a lack of firmwide
reporting (Figure 6-1).

Many of the top causes are described in fuller detail in specific chapters of this book,
including cyber attack in Chapter 7, new laws and regulations in Chapter 2, and healthy and
safety incidents in Chapter 3.

The chart illustrates the wide range of causes that can lead to supply chain disruptions and
thus shows the importance of having a comprehensive risk management approach. A num-
ber of other observations can also be made: Supply chain disruptions are not caused only by
physical issues, but also by things such as lack of flow of critical information, insolvency, and
loss of talent. In the chart, for 2013, unplanned IT and telecom outages, as well as adverse
weather, continue to be among the top sources of supply chain disruption and were a signif-
icant cause of disruption over the research period. It is also interesting to note that supplier
insolvency risk, which often receives substantial attention from organizations in terms of risk

Top causes

IT/telecom outage

Adverse weather
Outsourcer service failure
Cyber attack or data breach
Transport network disruption
Loss of talent/skills

New laws and regulations
Product quality incident
Energy scarcity

Health and safety incident
Fire

Earthquake or tsunami

| | | | |
0 30 60 90 120 150
Number of disruptions

FIGURE 6-1 Top causes of supply chain disruptions. Source: 2013 Business Continuity Institute Survey.
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management activity, is not, on a cross-industry basis, one of the top three causes of disrup-
tion. The chart also illustrates the interconnected aspect of risk in the context of the other areas
covered in this book—for example, the importance of cybersecurity and information security
(Chapter 6) and how these risks are managed throughout an organization’s critical supply
chains. We have also witnessed the increasing damage to brands that can be caused by envi-
ronmental and sustainability issues; there are more details on these sources of risk and their
effects in Chapter 2.

A further interesting finding of the research is that although most organizations focus on
their tier 1 or direct suppliers, this is only the cause of around 60 percent of the disruptions that
organizations face in their supply chains. Thus around 40 percent of disruptions are derived
from failures occurring at the second or lower tier level in the supply chain. This needs to be
considered in how you approach your supply chain risk management (Figure 6-2).

When considering sources of disruption by country and industry sector, some new sources
are identified: Product quality incidents are prominent in manufacturing, whereas insolvency
of a supplier is a leading concern in engineering and construction. An earthquake/tsunami
ranks as one of the top issues in Asia, whereas adverse weather is a particular concern in the
United States.

The consequences of these disruption events have typically involved the organizations in
productivity losses, increased costs, and lost revenue. There is also growing concern around
the effect that supply chain issues can have in terms of reputational damage on an organiza-
tion. The issues in respect of brand risk are covered further in Chapter 7.

Though the losses from many supply chain disruptions are significant but not catastrophic,
2 percent of respondents recount losses of more than €50 million in a given year.

This background in terms of the nature, causes, and consequences of supply chain disrup-
tions clearly indicates how important it is for a business manager to have a good awareness of
these risks and how they are best mitigated.

FIGURE 6-2 Chart showing where supply chain disruptions originate. Source: 2013 Business Continuity Institute
Survey.
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Risk Assessment

As defined in Chapter 1, risk assessment is the process of risk identification, risk analysis, and
risk prioritization. In the context of the supply chain, the first thing to determine is which sup-
pliers and supply should be focused on from a risk perspective.

The strategic importance of a given supplier and supply is related to its profit effect and
the related internal and external context in terms of the risk faced. When value is added to a
supply chain to drive business growth, there is also addition to the cost of potential failures
and the likelihood of a business critical dependency (i.e., the effect of the failure of a particu-
lar node in the supply chain). A common mistake made is to focus on the cost of a particular
part or service and only think about those suppliers that represent a high percentage of your
spending. A supplier with whom you only spend a small amount of money can be providing a
part that stops your production line or can keep you from being able to provide a key service.
Suppliers that are difficult to replace represent a significant profit/revenue effect, because the
failure of those suppliers will in turn affect an organization’s performance over a longer period.
A common metric that is used by organizations in this area is the use of a measure to look at
the “time to recover”—i.e., if that supplier facility were to go down, how long before it can be
replaced?

In identifying these critical suppliers, it may also be necessary to map out the relevant
aspects of the supply chain so that key interdependencies are properly understood. For
example, one of your critical suppliers might also supply another critical supplier. There are
a number of software solutions now available to help you map out what can be quite complex
networks.

When critical suppliers and supplies have been identified, the next step is to focus on
assessing the degree and scale of both the operational and the financial disruption that the
failure of these suppliers can cause to a business.

The supply chain risk identification process evaluates procurement and interdependency
information to calculate specific potential loss scenarios—e.g., a fire at a key supplier loca-
tion. A brainstorming session over what might go wrong can help developing such scenarios.
Information such as locations, transport details, business terms, and even financial statements
can be key inputs into this analysis.

Any supply chain risk identification will provide vital insights into an overall business effect
analysis. Not only will it promote a better understanding of total cost of ownership for goods
and services, but it can help with risk prioritization (as defined in Chapter 1) and quantify miti-
gation strategies and solutions that can protect a supplier network and profitability in terms of
disruption effect.

Having identified the particular supplier and supplies to focus on in terms of potential
profit or service/delivery effect, this then provides the foundation for carrying out the appro-
priate level of risk analysis. The key in this risk analysis is to look to make it as comprehen-
sive as possible: There is limited value for example, in carrying out a very diligent financial
appraisal on a supplier without even considering whether its key location is in a flood zone.
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For ease of understanding, the sources of risk that can drive supply chain risk events have
been grouped into five categories. In looking at these factors, consider not just the physical
flows, but also the information and financial flows associated with the relevant supply chain:

1. The first area to consider is the industry-specific exposures relevant to the supply of that
product or service from a
e geographical/economic/political perspective—e.g. regulatory/fiscal, trade (embargo),
raw material dependencies, pollution, natural catastrophe
e structural perspective—e.g., generic sensitivity disruptions, product/supply chain
maturity, supply concentration/complexity, merger and acquisition activity, inventory/
capacity levels, demand patterns (reliability, variability, life cycles, competition)
2. The second area is the supplier-specific exposures relevant to the production of that
product or service from a
e geographical/economic/political perspective
e structural perspective—e.g., source of supply/routing, regulatory/fiscal changes, trade
(embargo), raw material dependencies, pollution, natural catastrophe
3. The third area is how well risk management is embedded into relevant supplier
management processes, such as
e supplier management selection and monitoring, supply chain management (inventory,
key performance indicators), infrastructure
4. The fourth area is how well risk management is integrated into the various critical aspects
of supply chain exposure, such as
° enterprise risk management, business continuity management (BCM), commercial
risk, personnel risk (intellectual property, skills, labor availability, industrial relations),
vulnerability to accidents/errors, vulnerability to malicious intervention, obsolescence/
legacy issues
5. The fifth area is ensuring that for critical suppliers and supply chains you have a good
understanding of selected suppliers’ own supply chain risk management approach,
including
° management issues (suppliers, including relationship in terms of both influence and
maturity), BCM evaluation, capacity/capability, financial strength, health safety and
environment, corporate social responsibility (CSR), supplier’s supplier management,
cybersecurity, sustainability”

To illustrate how this approach has been used in practice, let us take a key supplier of tires
for excavation equipment. This is quite a specialist market. Initially we must ask, per step 1,
what the overall supply chain market looks like. Are there clusters of production? What are mar-
gins like in the industry? Then, in step 2, we look at the specific supplier of excavation tires and
where its production sites are based, within the context of various potential risk event expo-
sures. In steps 3 and 4, we assess to what extent risk management forms an integrated part of
the supplier management process in respect to assessment of the supplier and supply. In step 5,
we consider how the relevant direct or tier 1 suppliers are managing their own supplier base.
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Risk Assessment Challenges

Many challenges may need overcoming to achieve the best result when assessing supply
chain risks. Often it is hard to correctly assess and document the risks and interdependen-
cies involved. The completeness and transparency of information from suppliers about their
own business systems, control processes, and operational activities will go a long way toward
improving the effectiveness of a risk assessment. The following checklist will help in identify-
ing and approaching these potential challenges.

Any successful assessment requires the following:

e Senior management support in terms of resources and objective setting

¢ The right skills and tools on the team and experience in applying them

* A cross-functional approach ensuring that appropriate individual objectives are aligned

e Mapping the interdependencies between strategic suppliers and their suppliers

¢ Inrespect of the critical supply chains, the ability to model the financial effects of various
scenarios (in complex supply chains, this is likely to require an IT solution)

e A comprehensive approach that identifies problems and issues

In my experience having worked with a large number of companies to help them protect
their supply chains, there are always significant risk mitigation opportunities provided by the
exercise. In one particular example, two key suppliers at the secondary tier (i.e., the next level
in the supply chain below the suppliers directly supplying the customer) were found to be in
significant financial trouble, unknown to the product manufacturer. This discovery allowed the
customer to take relevant follow-up actions.

In another example, thanks to the mapping out of a supply chain, overreliance on one supplier
was discovered. The actual dependency on a single point of the supply chain was greater than
presumed. When the assessment mapped out the flow of critical goods and components, the cus-
tomer found that it was not 20 percent reliant on one supplier, but 70 percent, because further key
subcomponents from this supplier were going to another tier 1 supplier. The company was thus
able to address this problem, not an uncommon one in a number of industrial supply chains.

Another frequent finding is that the actual financial exposure posed by potential failure of
a key supplier may be much higher than estimated. This is often because of the insufficient
depth of the initial analysis. In one recent example, the actual exposure was US$10 million,
compared with the US$1 million originally estimated. This can significant affect the risk miti-
gation actions that are appropriate.

Many companies are ignorant of the actual location of their suppliers and the potential risk
they thus face. One company discovered that its key component supplier and its alternative
source supplier were both located in the same earthquake/windstorm zone. Consequently, an
effect on one supplier would also lead to a loss of the alternative source. Frequently, compa-
nies do not perform checks on the supplier’s production facilities in terms of their exposure to
natural catastrophes; the recent Thai floods have shown how geographic concentrations can
quickly occur in manufacturing, having an effect on overall financial exposure.
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Risk Analysis and Prioritization

We need to understand the consequences of losing a critical process or supplier. This deals
with two very important factors having an effect on both the magnitude and the effects of loss:
likelihood and consequences. Consequences deal with the magnitude of an event, whereas
likelihood is a measure of how likely the event is to recur in any given period. Consequences
also have a time element. The 2011 Japan earthquake and tsunami were severe events causing
immediate loss of life, infrastructure, and property. The associated damage and interruption to
key sectors of the Japanese economy has significantly influenced the financial performance of
business all around the world.

Understanding an outcome in terms of both likelihood and consequences is not easy. For
example, if there are two sites, one supplying the other, they may be exposed to different likeli-
hood of interruptions and different severities, but if it is not known or understood how the pro-
duction processes between these sites are interconnected or codependent, then any individual
score is invalid. It might be necessary to go into more detail, analyzing and factoring risks for
each site, then aggregating those scores up to the “receiving” site.

Scenarios encompass many kinds of risk, from internal ones such as fires or machinery
breakdowns to external ones, such as geopolitical risk, natural catastrophes, or economic prob-
lems such as high inflation or the loss of exclusive markets. Another key resiliency measure that
needs to be factored into any decision is measure of the “time to recover” When this is under-
stood for a particular supplier site, it can be used as one metric in overall prioritization.®

A simple supply chain health check that you may find useful in challenging your organiza-
tion’s current position follows:

Basic Supply Chain Health Check Questions

Do you know who your critical suppliers are and how much their failure would have affect your company’s Yes/No

profits?
Have you fully mapped your critical supply chains upstream to the raw material level and downstream to Yes/No
the customer level?
Have you integrated risk management processes into your supply chain management approaches? Yes/No
Do you have routine, timely systems for measuring the financial stability of critical suppliers? Yes/No
Do you understand your Tier 1 production facilities and logistic hub exposures to natural catastrophes? Yes/No
Is supply chain risk management integrated into your enterprise risk management approach? Yes/No
Do you record the details of supply chain incidents and the actions you have put in place to avoid future Yes/No
incidents?
Do your tier 1 suppliers have business continuity plans that have been tested in terms of their viability? Yes/No
Have you provided risk training to your supply chain management team? Yes/No
Is risk on the agenda at performance meetings with your strategic suppliers? Yes/No

Risk Treatment

Risk treatment or mitigation as has been defined in Chapter 1 refers to selecting options for
modifying risks, implementing the options, and improving risk controls for each risk.
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The supply chain risk treatments involve many possibilities:

¢ Avoiding the risk by not engaging in an activity that gives rise to the risk in the context of a
supply chain—e.g., by not sourcing from a particular country.
e Changing the likelihood or the consequences of a supply chain event, or both:

e Aim to prevent an event from happening—e.g., ensuring that a key supplier site has not
been built in a flood zone.

° Aim to detect the event if it happens and thus reduce the consequences—e.g., a number
ofleading companies have mapped out critical supplier locations and the status of their
business continuity plans.

° Aim toreact to an event if it happens and thus reduce consequences—e.g., a company
that has mapped out its key supplier sites, because it gets regular status reports on
whether they have been affected, is more quickly able to bring in alternatives.

e Selective increase in the use of inventory:

e Improvements in the risk controls through increased of IT tools enabling supply chain
transparency and the use of data analytics, such as financial health indicators: There are
various financial measures, including the use of Z scores (which measure the likelihood
of financial failure), payment records, and credit scores from a variety of third-party
providers. These are now even able to start to look at the financial exposure of the whole
chain.

* Exposure to natural catastrophe (Nat Cat) risk: Many map-based incident dashboards
and real-time data services can be used to monitor events in real time and identify
exposure and risk concentrations.

e Supplier databases can indicate whether suppliers have been the subject of legal
action—for example, over intellectual property/employee/environmental issues. This is
also a useful risk treatment in respect of brand risk, as discussed in Chapter 6.

¢ Supplier and subtier risk management: A supplier and subtier risk management
tool starts by mapping production site locations for an organization’s suppliers and
suppliers’ supply chains (“subtiers”). It then, through risk assessment of each site,
enables risk prioritization of treatment actions, such as changing to another supplier or
a new production location.

e Supplier and subtier crisis response: A supplier and subtier crisis response tool starts by
alerting customers that a crisis event has taken place in the customer’s supply chain—in
other words, near the customer’s supplier production sites or the sites of the suppliers’
supply chains. It then contacts the emergency contacts in the supply chain to determine
which supplier and subtier sites are affected by the crisis event.

e Improve critical supplier/customer relationships: A number of metrics and assessment
best practices frameworks can quantify the dependencies and relationships that exist
between a customer and the supplier staff to understand and improve the approach at
an individual level.

* Supplier performance: There are many tools to record and measure the quality, delivery
capability, and capacity of suppliers, and these can provide key insights into potential
disruptions.
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¢ Country exposure: A wide range of tools, services, and online resources can help in
understanding the relative risk of doing business in different countries. They include a
variety of risk factors and are often updated frequently, with alerts and warnings included
as part of the service. For more details on the monitoring of political risk, see Chapter 14.

¢ Cost of risk in selecting suppliers and supplies: It is important when choosing between
different suppliers that the cost of risk be taken into account in the overall decision
making. Insurance premium pricing models can provide valuable input.

e Industry/country supply chain disruption risk data: These look at the causes of supply
chain disruptions, analyzed by industry and location, to help you understand where you
need to focus your efforts in terms of treatment activity

There are also an increasing number of options to treat risk through how contracts are
structured, insurance coverage, and government and financial arrangements. A variety of
innovative insurance models are even now entering the marketplace.

Risk Monitoring and Review

As already indicated above, there are an increasing number of service providers who, having
helped you map out your supply chain, will then provide monitoring services. These can be
used to drive ongoing improvements in the resilience of the supply chain and/or provide sup-
port for dealing with crisis events.

There are also service providers, as also already indicated, who provide ongoing country
risk monitoring, financial risk monitoring, regulatory monitoring, and the like. In this age of
big data, many information sources will provide you with relevant alerting services. The key is
to ensure that you are only receiving the information you require, as well as which of these data
sources can act as a source of predictive analytics around supply chain disruption.

Emerging Risks in Supply Chains

The frequency and scale of major supply chain effects from a variety of disruptive events con-
tinues to grow across the globe. Recently, a variety of events such as Hurricane Sandy, the
Japanese earthquake/tsunami, floods in Thailand, Arab Spring protests, and still more have
clearly demonstrated that significant effects to businesses can, and will, result. It is critical that
enterprises, in addressing emerging supply chain risks, move from being reactionary to being
proactive and resilient, knowing that somehow, perhaps frequently, your business will be
affected by a supply chain disruption of one form or another.

A summarized selection of these emerging risks follows, taken from a longer paper pub-
lished in conjunction with colleagues from the Supply Chain Risk Leadership Council.*

Climate Change

How do you respond to these climate changes? There are a number of actions that can be
taken both in the short term and the longer term. One of the basic checks that can be made
is to understand whether any of your key supplier locations is likely to be affected by floods or
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other adverse weather events. This should also include consideration of the basic inputs to the
production processes, such as the adequacy of the water supply or other aspects of the utilities
infrastructure that might be adversely affected by weather conditions. Having established key
supplier locations, you can then also look at business continuity planning in terms of its ade-
quacy—both within your own enterprise and in terms of the supplier: Does the supplier have
further production sites having adequate capacity? As already observed, companies that were
better prepared for issues such as the Thai floods were also been able to use it as an opportu-
nity to improve their performance over competitors who were less prepared.

Global, JIT, Lean Supply Chains

There has been a general trend through the adoption of lean approaches to reduce capacity
across industries and in a number of cases to create single points of failure. This has efficiency
benefits, but if the right balance is not achieved it can, when combined with JIT, lead to a sig-
nificant increase in supply chain disruptions.

In May 2012, U.S. total industrial capacity use was 76.3 percent. These overall figures also
mask specific capacity constraints in, for example, a low margin sector or one facing new regu-
lations, leading to capacity being withdrawn from the market.

A number of recent disruption events, such as the Icelandic volcanic ash and the massive
Japanese earthquake and resultant tsunami in 2011, have quickly stopped sections of automotive
and other supply chains at considerable cost. An issue around the destruction of a black pigment
plant caused substantial automotive issues, because it was a key point of failure in the supply chain.

How does a supply chain risk management practitioner respond to this increase in capacity
constraints and pressure on key commodities? An initial step, as already indicated in this chap-
ter, can be to map the critical supply chains you have and to understand which of the suppli-
ers/supplies potentially represent a single source of failure. Driving transparency is one of the
key areas to reduce supply chain risk. There are then a number of other steps that can be taken,
such as development of alternative suppliers, technological changes in the product makeup, and
so forth. As a means of tracking potential capacity issues, you can also monitor your supplier in
terms of delivery times. If there is a slippage in these, it can indicate a capacity or other issue that
can be followed up by a supplier audit. In many cases, dual sourcing can be a valid strategy.

Increasing Social Inequity and Potential Supply Chain Risks

Today’s news is filled with routine stories of social unease, protest, and violent responses to
global and local imbalances in wealth distribution, employment opportunity, and the per-
ceived unfairness of the global economic system. Just a sampling of recent events attributable
to social inequity includes the following:

¢ The Occupy Wall Street movement in the United States—the 99% vs. the 1%

e Violent riots in the UK and France by disaffected populations

e Growing protests and tensions in China on the part of an underclass that feels left out of,
and exploited by, China’s economic boom



Chapter 6 * Supply Chain Risk Management 85

e Millions of unemployed youth across the globe who cannot find meaningful employment
in the current economic downturn

How do such conditions, particularly as they worsen, contribute to a potential increase in
supply chain risk?

Looking forward, a reasonable person should expect that continuing rise of global social
and economic inequity will create increasing frustration and uprisings by a disaffected under-
class. These inequities may unpredictably explode into violent protest or revolution at a local,
regional, national, or even global scale.

What does this mean for your business and your risk management of existing and future
supply chains? A SCRM practitioner must consider how these inequities might affect its sup-
ply chain operations, particularly when sourcing from or operating in countries having known
social inequities and a history of public backlash that could erupt in an instant.

Evaluate factors such as the following:

e Where do we have supply chains or operations that are exposed to risks from social
inequities?

e How would we continue to operate in the event of massive protests, port closures, or even
an overthrow of the government?

e Do we have a backup plan or dual sourcing?

e Do we begin to shift or restructure operations to mitigate these risks?

Social inequity, combined with a seemingly growing willingness of local populations to
challenge existing systems, is virtually certain to create risks for businesses and their global
operations. Think through how this could affect your business, and plan accordingly.

Increased Population and Migration

If we fast-forward to 2050, the environment is likely to have suffered immensely from an econ-
omy based on mass consumption on the part of 9 billion people. This will be combined with
population migration from rural to urban dwelling. Energy prices may have risen with most eas-
ily accessible fossil fuel reserves depleted.

In response to shifts in energy and geopolitical realities, logistics and supply chains will
need to react and shift in their turn to meet the burdens of society. In one scenario, it is not too
difficult to see Asia as the center of a thriving world trade. Former emerging countries will turn
into high-tech locations of global importance and centers of consumption. Low-cost produc-
tion will shift to other regions previously less economically relevant. The logistics industry is
poised to benefit tremendously from the steady increase in movement of parts and goods. Of
all modes, maritime is predicted to see the greatest increase.

Population migration will present significant challenges to logistics and supply chain pro-
fessionals, city planners, politicians, and the like. Some of the challenges that be faced follow:

e Lack of appropriate transportation infrastructure leading to massive traffic congestion.
Recent estimates of London traffic movement are in the range of 15 km/h. Even before the
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advent of the horse-drawn carriage in the nineteenth century, traffic in central London
moved more quickly.

* Shortage of (affordable) space leading to urban sprawl. In consequence, freight as well as
passenger transport will need to cover additional kilometers.

e Increased pollution.

e Low service levels in central city areas (on-time delivery).

e Higher on-site storage requirements.

e Higher city complexity and customer demand, leading to high logistics costs to service
those demands.

¢ Greater e-commerce use, leading to increased parcel delivery in urban markets, requiring
innovative methods to assure on-time delivery.

Dependence on Information Technology

With the world’s ever-increasing dependence on information technology, a growing risk that
must be confronted is the potential for cyberattacks against governments, business, and lead-
ers by targeting communications, trade, defense, and/or infrastructure. The U.S. adminis-
tration’s study on the current state of information technology has declared that “the cyber
corruption threat is one of the most serious economic and national security challenges we face
as a nation.... America’s economic prosperity in the 21st century will depend on cyber secu-
rity”” The sophistication of cyberattacks reaches beyond computer systems and networks to
interdict the sourcing systems of the original information and data. Malware allows electronic
intruders to operate unimpeded to disrupt operations or gather sensitive information.

Within supply chain operations, we must improve our resilience to cyber incidents and
reduce the cyberthreat. A comprehensive supply chain cybersecurity program includes strat-
egy, policy, and standards for security operations in cyberspace. It addresses threat reduc-
tion, vulnerability reduction, deterrence, international engagement, incident response, and
resiliency. The program needs to identify recovery policies addressing computer network
operations, information assurance, law enforcement, diplomacy, military, and intelligence
missions as they relate to the security and stability of the global communication infrastruc-
ture. Addressing this problem will require collaboration and goal alignment among security,
information technology, and supply chain leaders throughout the whole of each critical supply
chain or network. (See Chapter 6, on cybersecurity, for more discussion of cyber risk.)

The Benefits of Improving Supply Chain Risk
Management

The benefits of understanding a supply chain better and reducing disruptions manifest them-
selves in many ways:

e Better agility and responsiveness across the supply chain
e Reduction in the need to incur additional and unexpected costs to deal with disruptions
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Protection of a company’s share price

Ability to focus cost saving and working capital improvement activity on the appropriate
suppliers in the supply chain

Protection against reputation damage

Avoiding the effects of failure to supply a customer or meet contractual obligations
Ensuring that appropriate medium- and long-term security is made for key suppliers to
protect product profitability and investment

Closer supplier relationships and trust needed to improve supply chain risk management
also often leading to opportunities for improved innovation

Developing proactive alerts and mitigation strategies that minimize the effects of any single
point of failure while reducing both frequency and scale of disruptions

The Supply Chain Risk Leadership Council (SCRLC) has adopted a supply chain risk man-

agement (SCRM) maturity model to indicate the levels of maturity that organizations have
reached. It sets out how to move from a reactionary approach to supply chain events to a resil-
ient approach in which are put in place many of the risk treatments described in this chapter,
including tracking emerging risks as they threaten the supply chain.?

Organizations compete and provide their services or products based on their supply chain.

Better understanding of the supply chain is not just about risk management; it also the key to
driving operational and financial performance gains.

Notes

1. The Business Continuity Institute Annual Survey on Supply Chain Resilience, 2013. www.thebci.org.
2. Taken from Zurich’s Supply Chain Risk Assessment Approach. www.zurich.com.

3.
4
5

Supply Chain Risk Leadership Council Best Practice Guidelines. www.scrlc.com.

. For the full paper, see “SCRLC Emerging Risks” at www.scrlc.com.
. For full notes on the supply chain risk management maturity model, see www.scrlc.com.
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Cybersecurity

Kevvie Fowler

Cybersecurity can be defined as the body of technologies, processes and practices designed to
protect networks, computers, programs and data from attack, damage or unauthorized access.'
The first use of the term occurred in 1994, when few organizations had an Internet presence
or were interconnected and data breaches did not capture newspaper headlines. As the years
passed, interconnectivity increased, adoption of the Internet soared, and computers became
critical components of most businesses.

Today, cybersecurity has captured the attention of employees from the back office to the
board room. Furthermore, business boundaries are quickly eroding, and business data is
accessed and managed across corporate as well as employee-owned devices such as tablets
and smartphones, further complicating data protection.

Despite the increased importance of cybersecurity, many organizations continue to
approach the problem as a technological issue, just as they did in the mid-1990s. But cyber-
security is a broader matter that must be embedded into several areas of an organization to
protect it against a fundamental shift in the motivation and class of criminals that threaten it.

All organizations share the objective of understanding and managing cyberthreats, and risk
management is the critical practice that can be used to accomplish this objective. This chapter
will focus on how the practice of risk management applies within the domain of cybersecurity.

Cyber Risk Management Overview

Cyber risk management consists of foundational elements that should be performed by all
organizations. An example of a foundational security element is how cyber risk oversight and
accountability will be structured within the organization. In addition to these foundational ele-
ments there are principles that are used to identify, assess, and prioritize risk and the controls
that can be used to reduce or eliminate it. This overview of cyber risk management will focus
on the foundational elements of a cyber risk management system and serve as a prerequisite to
the risk principles and controls we will look at later in this chapter. The first foundational ele-
ment we'll explore is leadership and governance.

Leadership and Governance

Years ago, cybersecurity responsibility stopped at the director or vice president level
within most organizations. Today, cybersecurity is a top business risk. The board of direc-
tors is accountable to ensure that appropriate governance, culture, and systems have been

91



92 ENTERPRISE RISK MANAGEMENT

established to protect the organization from cybersecurity risk. The 2013 breach at a lead-
ing U.S. retailer shows that cybersecurity accountability resides at the top of an organization.
The retailer’s CEO resigned® amid recommendations to replace several board members for
their perceived poor due diligence in protecting the organization from cybersecurity risk.*
Corporate directors and C-suite executives now place high priority on cybersecurity and are
focusing on the following key areas of their organization to ensure that cybersecurity is estab-
lished and governed appropriately.

Leadership

Responsibility for cybersecurity should reside with senior executives. In most organizations the
board of directors or an executive leadership committee is responsible for determining who in
the organization will be responsible for information security. This position is often designated
chief information security officer (CISO) or an equivalent title and usually reports to a very
senior position, such as to another C-Suite role within the organization. The CISO is essential in
leading, communicating, and influencing people at various levels across lines of business, often
in areas over which the CISO has no direct authority. Having the CISO report into a lower level
or a technical area of the organization will reduce his or her influence across the various areas
of the business.

Cybersecurity needs to maintain top-level visibility within an organization. The CISO or
equivalent security leader should ensure that cybersecurity successes and challenges are com-
municated to the board of directors. It is ultimately the responsibility of the board to ensure
that cybersecurity is effectively managed. This responsibility can only be managed when accu-
rate information flows to board members so that they are aware of the security success, failures
and weaknesses within the organization. This area of risk management should be a recurring
topic at the board level, not discussed solely in response to individual cyber-related events.

Governance
A proper cybersecurity framework is essential in ensuring clear accountability, communica-
tion, and holistic practice within an organization. This framework should be supported by a
security policy, standards, and procedures. Figure 7-1 illustrates the hierarchy of cybersecurity
framework elements.

Cybersecurity is only as effective as the team devoted to its management. The team should
be devoted to managing cybersecurity risks and should contain a range of subject matter
experts as well as effective communicators having knowledge of practices and procedures

Cybersecurity Policy

Standards || Processes || Guidelines

FIGURE 7-1 Cybersecurity framework components.
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within other areas of the organization. This mixed skill set is essential in advising, influencing
and collaborating with stakeholders across the organization.

Legal and Compliance

The threat of a cyberattack is a significant risk and the potential source of sizeable losses for
many organizations. The importance and potential effects of a cyberattack are also well under-
stood by external regulators, legislative bodies, partners, and clients, who impose require-
ments to ensure that sensitive information is stored, managed, and transferred securely.

Maintaining a compliance requirements register is critical in managing the security and
privacy requirements associated with the data you store, process, and transmit. This register
should span regulatory, legislative, and corporate requirements set by your organization and
should also include commercial requirements, or the requirements to which your organization
is held in its business with its partners and clients. Rightly so, your partners and clients will
expect your organization to maintain a set level of security.

The complied register should include the different types of protected data within the orga-
nization, the specific requirements to protect and manage the information, and notification
requirements in the event of data loss or a suspected compromise.

Ensuring that security requirements are embedded within third-party contracts is a necessary
but often overlooked method of protecting an organization from cyberattack. Many organiza-
tions employ third parties to deliver services and products. In outsourced arrangements, ele-
ments of data management or processing are outsourced, but not the governance of the data and
systems, which always remains with the outsourcing organization. Any regulatory and legisla-
tive requirements that an organization faces will need to be governed by the organization, which
remains responsible for ensuring compliance with regulatory and legislative requirements.

Despite the outsourcing of service delivery, the consequences associated with a cyber event
experienced at a contracted third party can still directly affect your organization. For example
let’s consider an organization that maintains a customer database of 1 million data records,
backed up by a third party. If the database was accessed by cybercriminals thanks to a lack of
basic security practices within the third party provider, the effect, including loss of business,
recovery costs, and damage to brand, would lie with the organization. If there was a contract
in place between the organization and the contracted third party, the costs associated with the
breach would have been covered by the third party and, better yet, the breach might have been
avoided all together had there been terms within the contract requiring the third party to imple-
ment and maintain good industry security practices to protect the organization’s information.

Contract security terms are normally contained in a legal service agreement defining the
level of services that the organization will receive and the steps taken by the third-party vendor
or service provider to protect the information under its management. When evaluating service
providers, it is imperative to ensure that they incorporate and comply with security require-
ments, including maintaining an adequate level of cybersecurity protection equal to or greater
than that of the organization’s own industry good practices, including prompt notification in
the event of a suspected or confirmed intrusion at the third party provider.
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Risk Assessment

As we saw in Chapter 1, risk assessment is the process of identifying, analyzing, and prioritiz-
ing risk to ensure that it is appropriately managed within an organization. Risks can be viewed
individually as well as collectively; both views should be incorporated into a risk assessment to
ensure that the proper level of risk to the organization is identified and managed. Risk assess-
ments can be performed at many levels of an organization, so risks can be identified within a
specific technological environment or application or, more broadly, at a project, business unit,
or organizational level. A risk assessment can include hundreds of risks, but they cannot all
be appropriately covered in this chapter. Our focus in this chapter is on some of the key
sources of cybersecurity risk that are applicable to most organizations. These sources of risk
should be evaluated for applicability to your organization and augmented with other risks your
organization faces as appropriate.

Sources of Risk

Cybercriminals, regulatory and legislative noncompliance, and errors and omissions are key
sources of cybersecurity risk affecting most organizations. Each risk may be associated with
multiple threats, some of which may have catastrophic consequences. We will begin our look
at sources of risk with cybercriminals, the source most frequently discussed among businesses.

Cybercriminals

When one mentions the term cybersecurity, most people are likely to remember a recent news
story about a “hacker” who digitally broke into an organization and stole sensitive information,
or they may think of the increased need to safeguard their organizations against them. In this
chapter, we will demystify the term “hacker” and refer to hackers as “cybercriminals,” which
better describes who they are and what they do. There are four distinct types of cybercriminals
in the world today: petty criminals, hacktivists, organized criminals, and criminals sponsored
by a nation-state.

Petty Criminals

Petty criminals are individuals or small groups of criminals who carry out cybercrime. Driven
by financial motivations, petty criminals commit computer crimes that can include targeted
email campaigns tricking users into divulging sensitive information and exploiting system vul-
nerabilities to gain unauthorized access to data. Some petty criminals who have special skills
also develop computer threats such as malicious software, referred to as malware, that they sell
to other cybercriminal groups. A petty criminal may be a trusted internal employee of an orga-
nization or may be an outsider.

Most petty criminals lack large resources and thus will typically look for the path of least
resistance when committing their crimes. If an organization has superior risk controls, a petty
criminal will normally move to another target having a lower level of security. Even when petty
criminals possess specialized skills to write and sell malware, they look for a quick return on
their product.
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The story surrounding a 2013 cybersecurity breach of a leading U.S. retailer includes an
example of a petty criminal who sold malware that he authored to a group of cybercriminals.
The malware in question was reportedly’ developed by a 17-year-old petty criminal from
Russia, who sold it for $1,800 to a group of cybercriminals who breached the retailer network
and installed it across 1,800 store locations. The malware stole a reported 40 million credit card
numbers and resulted in one of the largest data security breaches in recent years.

Organized Criminals

Much like petty criminals, organized criminals carry out computer crime for financial gain.
Organized criminals consist of large groups of individuals who are well organized and well
funded. There are thousands of organized criminal groups in the world. Many such groups
are very knowledgeable and highly efficient in execution. Today, malware is a very successful
threat used by organized criminals to conduct their crimes. This, however, was not the case in
the early 2000’s when malware was designed to disrupt operations and spread quickly, com-
monly resulting in saturated network connections and loss of business service availability. SQL
Slammer® and Blaster” are two examples of this. Malware evolved in the late 2000s and is now
stealthy and designed to infect, monitor activity, and steal data without detection. This shift in
malware has made it a popular choice among organized criminals.

Despite the growing popularity of covert malware, intrusive malware is undergoing a resur-
gence. One such example is Cryptolocker, which unobtrusively infects a computer, scanning
all local folders in search of documents. It then turns to the network and repeats the search
among network files and folders. Using its inventory of the user’s documents, Cryptolocker
encrypts them, rendering them unusable. It then displays a message informing the user that he
or she must pay an online ransom, normally in the form of an cryptocurrency such as Bitcoin
or LiteCoin. After being paid, the criminal group will send the individual or organization a
decryption key to decrypt the files and return them to their prior state.

Ransomware is usually a threat that is built once and then used multiple times. The orga-
nized criminal group either purchases the malware or develops it internally before setting it
loose on the Internet, possibly infecting millions of systems around the world.

Petty and organized criminals are financially motivated, but this motivation isn’t shared by
all cybercriminals. The next group of criminals we will look at carries out crimes in support of
political causes, rather than for financial gain.

Hacktivists

Hacktivists are groups of criminals who unite to carry out cyberattacks in support of politi-
cal causes. Hacktivists typically target entire industries but sometimes attack specific orga-
nizations that they believe don’t align with their political views or practices. Among the
best-known hacktivist groups is “Anonymous,” which has carried out hundreds of cyberattacks,
including Operation Payback,® which included a series of distributed denial of service (DDOS)
attacks that disrupted victims’ websites, preventing legitimate users from accessing them. A
DDOS attack is launched from multiple computers running specialized software that generates
a large amount of traffic directed to a website with the intent of overwhelming the system so



96 ENTERPRISE RISK MANAGEMENT

%econnaissanc% Recruitment // Execution / Disbandment
[1)) [2]) [3)) [4))

FIGURE 7-2 Stages of a hacktivist's campaign.

that it stops responding to legitimate user requests. Hacktivists typically announce upcoming
attacks in advance, hoping to recruit fellow hacktivists and draw media attention to the politi-
cal cause they support. After recruiting, the operation begins, during which hacktivists perform
several types of reconnaissance to identify targets, as well as weaknesses that can be exploited
within targeted organizations. The attack is then carried out, typically including the theft of
sensitive information or disrupting business operations. At the end of a cyber-operation, the
hacktivists disband until they are recruited for the next cybercampaign. In this writer’s expe-
rience protecting organizations, hacktivists tend to attack in waves, and the attacks continue
for a period ranging from a few days to several weeks, sometimes long after a campaign was
reported to have ended. Figure 7-2 illustrates the stages of a hacktivist campaign.

The last group of cybercriminals we will look at are nation-state-sponsored criminals, who are
not financially motivated and who prefer to operate covertly before, during, and after an attack.

Nation-state—sponsored Criminals

Nation-state-sponsored criminals are highly skilled individuals who are contracted by govern-
ment departments to launch targeted and complex attacks against unsuspecting organizations
in support of a state agenda. Historically Nation-state sponsored attacks have been launched
at a number of organizations across industries including telecommunication providers, power
and utility organizations and technology manufactures to name a few. In some cases Nation-
state sponsored attackers carry out crimes against citizens of their own country. In the past,
spies would infiltrate foreign governments and steal sensitive information, such as military
plans. With increased reliance on computers, espionage has moved to the cyber realm, where
it is commonly executed from secret computer security labs and focuses on the identification
and covert extraction of sensitive digital information.

In many cases, governments employ security experts who can plan and execute Nation-state-
sponsored attacks. However, some governments also rely on external mercenaries who have
specialized skillsets and who are contracted to aid or execute cyberattacks. One such group of
mercenaries is known as the Elderwood Group,’ a group of cybercriminals who have conducted
more than 300 cyberattacks over the past four years, including targeted attacks against U.S. mili-
tary defense contractors as well as against governments and large technology companies.

Considering the substantial investment in cybersecurity protection by governments, mili-
tary defense and large technology companies, being a good cybercriminal is not enough to
ensure a successful cyber-operation. Nation-states also leverage zero-day vulnerabilities,
unknown weaknesses within software that provide criminals unauthorized access to any com-
puters running the vulnerable product. In many cases, the vendor of the vulnerable software
product is not aware that the vulnerability exists.
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These zero-day vulnerabilities are often identified by cybersecurity experts within various
government agencies, by independent security researchers, and also by criminals. Nation-state
criminals are well funded and often exploit zero-day vulnerabilities in their attacks. These vul-
nerabilities are bought and sold within hidden online marketplaces that make up the under-
ground economy for prices typically between $5,000 and $250,000 per vulnerability.

The Underground Economy

When financially motivated criminals launch attacks and steal information, the information
itself is of no monetary value and must be sold for financial reward. The one exception is ran-
somware, which holds data hostage until a fee is paid to release it. When data needs to be con-
verted into currency, cybercriminals turn to the underground economy, where large collections
of websites sell illegal services and products ranging from drugs and weapons to contract killers
and cybermercenaries. Within the underground economy is also a thriving market for data sto-
len during past cyberattacks. Highly sought after data within the underground economy at the
time of this writing are stolen credit card numbers, personal information, healthcare data, and
compromised social media and online user accounts and passwords.

All criminal vendors within the underground economy advertise freely and directly com-
pete with each other. Many vendors provide guarantees about the validity of the information
they provide, such as credit card information. If you are sold a credit card number that has
been canceled by the bank, the vendor will provide a replacement number free of charge. In
addition to buying information, you can also lease the services of cybercriminals. One popu-
lar service that is frequently leased within the underground economy is the control of a net-
work of compromised computers to carry out activities of your choosing. The most common
purpose is to use the network of compromised computers to launch a DDOS attack against a
target organization. This service is so popular that vendors within the underground economy
frequently offer discounts for a repeat lease. For all cybercriminals’ blatant advertising and
their commerce of illegal activities, products, and services, it may be asked why law enforce-
ment doesn’t just shut down such websites and trace the origins of the individuals involved in
the illegal e-commerce. But this is easier said than done. The underground economy thrives on
the invisible web, an area of the Internet specifically designed to protect the identity and loca-
tion of those who use it. The invisible web will be examined in more depth later in this chapter.

Cybercriminals are just one source of risk for an organization. Some sources of cyber risk
are not associated with illegal or malicious activity at all.

Noncompliance with Cybersecurity Requirements
Cybersecurity requirements can be found embedded within several sources, including legis-
lative and regulatory standards, corporate standards, and commercial contracts which your
partners and clients hold your organization to. Figure 7-3 illustrates some sources of cyberse-
curity legal requirements.

One example of a cybersecurity requirement comes from a private regulator, the Payment
Card Institute (PCI) Security Standards Council. The PCI Security Standards Council is a pri-
vate regulator formed by executives of major credit card companies, who developed data



98 ENTERPRISE RISK MANAGEMENT

ajelodio)
Aioje|nbay
aAe|siba
[eloJaWwwo)

Requirements

FIGURE 7-3 Sources of cybersecurity legal requirements.

security standards (DSS) and enforce them as regulatory requirements to safeguard payment
card information and reduce the losses experienced by merchants and banks at the hands of
cybercriminals.

If an organization processes payment card information, it must remain in compliance with
PCI DSS requirements or suffer potential fines or the revocation of its ability to process credit
card transactions. A recent data breach victim was fined US$13.3 million by the PCI Security
Standards Council for noncompliance with PCI-DSS.*°

Canadian Anti-Spam Legislation (CASL) serves as an example on the legislative side. CASL
prohibits the transmission of unsolicited communication, including emails and text messages,
to existing and potential customers. Failure to comply with the legislation can carry a fine of up
to C$10 million dollars for businesses. Moreover, if an organization has commercial require-
ments to comply with a base set of security practices and is found not to be in compliance with
them, it may be subject to financial penalty, usually in the form of a reimbursement of service
fees or termination of the contract with the client.

Considering that in 2014 the reported average global cost of a cyber breach was US$3.5 mil-
lion,!! failure to comply with regulatory, legislative, and commercial security requirements can
incur aloss in excess of the loss incurred in an actual cyberattack.

Information security and ensuring customer privacy have become a mandatory cost of
doing business. Organizations must identify cyber-related regulatory and legislative require-
ments that apply to them and ensure that business operations are managed accordingly. Aside
from cyberattacks and non-compliance with cybersecurity requirements, organizations can
still face substantial cyber risks due to mistakes made by employees.

Errors and Omissions

Every digital asset, such as a server, tablet, laptop, or thumb drive, contains data and requires
some form of human interaction to benefit from it. This interaction is performed by a human
and managed through processes and workflow, with each area serving as a potential area of
vulnerability that can be unintentionally or intentionally exploited. Take, for example, an
employee who accidentally leaves behind a tablet or a USB thumb drive containing sensitive
data in a coffee shop, or an employee who transfers sensitive information to the wrong client
by mistake. Errors and omissions caused by such mistakes and system glitches account for a
large proportion of data breaches reported each year.'
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Table 7-1 Common Events and Possible Consequences

Event Possible Consequences

Loss of service availability Loss of revenue

Loss of customer confidence

Loss of employee productivity
Web application compromise Loss of revenue

Loss of data integrity

Loss of customer confidence
Electronic financial fraud Loss of revenue

Loss of data integrity

Loss of customer confidence
Malware/virus outbreak Loss of service availability

Loss of data integrity

Loss of employee productivity

Physical theft of an electronic asset Financial loss
Loss of customer confidence
Unintentional data disclosure Loss of revenue

Loss of service availability

Loss of data integrity

Loss of employee productivity
Intellectual property theft Loss of competitive advantage

Loss of customer confidence

Events

Organizations face many different sources of cybersecurity risk. Each source of risk is associ-
ated with one or more events. For example, when considering a hacktivist DDOS attack on an
organization, the loss of service availability is the risk, the hacktivist group the source of risk,
and the DDOS attack the event. Each risk that an organization faces can be associated with
several events. A list of some common events can be found in the table (Table 7-1).

Risk Analysis and Prioritization

Within cybersecurity, the risk analysis process deviates slightly from that discussed in
Chapter 1:

¢ Identifying the value of assets

¢ Risk criteria definition

e Identifying vulnerabilities and threats

e Determining the likelihood and consequence of identified threats

Identifying Asset Value

During risk analysis, it is important to assign a monetary value to each asset to aid later priori-
tization. Assigning a value to an asset should be based on both tangible and intangible factors.
If an organization purchases a server for $10,000 and spends $20,000 to hire a consultant to
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install and configure it and $50,000 a year to maintain the server, the approximate value of the
server would be $80,000 for one year (assuming the cost of the server is not amortized over
several years). Slightly complicating our example, if the organization then copies intellectual
property to the server, the value of the server would likely increase to a value far greater than
the prior value of a server over a one-year term.

Assigning an asset value based on tangible properties is relatively straightforward, however,
intangible properties are a little more complex to identify. It is good practice to consult the
asset owner when assigning values and when examining the intangible value properties.

The value of properties will differ depending on the asset under evaluation. The following list
describes some of the common properties that can serve as a base when assigning asset values:

e Costtodevelop

e Costto maintain and secure

e Value of the asset to organization owners and users
e Cost of replacement in the event of loss

The properties used to determine the values should be defined and consistently applied
to all assets. Some assets may have additional properties, but ensuring consistency will aid
in assigning accurate and relative values across all assets. Consistency is important not only
when assigning values to assets, but also when defining your risk criteria.

Risk Criteria

As covered in Chapter 1 of this book, defining risk criteria ensures that risk can be compared
and aggregated effectively and consistently. Common practice within the industry is to define
scales inclusive of multiple rating levels to assess the likelihood and consequence of each risk.
Scales can range from two to more than ten, with each level adding a layer of granularity as well
as more complexity. Each level within a criteria scale requires a clear definition and should be
differentiated from the other levels. Too many levels can result in criteria levels that are too dif-
ficult to map, hindering the successful adoption of the risk criteria by others in the organiza-
tion. Many organizations use five or fewer levels to balance granularity and complexity.

LIKELIHOOD

As already discussed in this chapter, each of the four classes of cybercriminals have different
motives for cyberattack, ranging from financial gain to espionage to raising awareness about
a political cause. When evaluating the likelihood of experiencing a cyber event at the hands of
these criminals, three core factors should be considered that can influence the likelihood of
the organization’s experiencing a cyberattack.

The data you manage is the strongest influence on your likelihood of suffering a cyberattack.
Petty criminals, organized criminals, and nation-states target organizations based on the data
they manage. An organization managing financial data will have a higher likelihood of experienc-
ing a cyberattack by a criminal groups motivated by financial gain than that of another organiza-
tion that does manages neither financial data nor data that can be converted into financial gain.

The industry to which you belong also affects your likelihood of experiencing a cyberattack.
If your organization is part of an industry frequently targeted by hacktivists or other criminal
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groups, you can expect to face more attacks than do organizations belonging to a less fre-
quently targeted industry.

The technology you use is a commonly overlooked influencer in cyberattacks.
Technological vulnerabilities are a common way criminals break into organizations. Each vul-
nerability identified in technology must be either patched or corrected via another risk control
to address the exposure. This corrective action is normally dependent on the details of the vul-
nerability, such as whether it is exposed to a material threats, whether external or internal to
an organization. Organizations who use technology commonly associated with a high number
of vulnerabilities face increased difficulties in identifying and mitigating these multiple expo-
sures in a timely manner and raises the likelihood of the vulnerabilities’ being identified and
exploited by a criminal.

CONSEQUENCE

The “consequence” is an event’s expected effect on an organization A single cybersecurity
event can be associated with several consequences, and such a case, the “high-water mark,” or
most significant consequence, should be used for the event. For example, if a targeted cyberat-
tack is associated with a loss of brand reputation that carries a consequence rated as “critical”
as well as a loss of service availability that has a consequence of “high,” the threat’s conse-
quence should be rated as “critical” Table 7-2 illustrates a sample consequence matrix includ-
ing qualitative and quantitative measures.

One of the most significant cybersecurity events is a security breach. It is said by many
that thanks to the sophistication of threats and the persistence of criminals, it is no longer a
question of whether an organization will be breached, but rather when it will detect the next
breach. The covert nature and sophistication of threats make them hard to detect, with some
breaches taking months or years to detect. Thousands of organizations each year find them-
selves grappling with a breach.

The average direct and indirect costs associated with a breach are US$3.5 million.'® This
includes the cost to perform the computer forensic investigation, notification of the people
affected, post-breach services such as providing credit monitoring to affected victims, and loss
of business.

Table 7-2 Example of a Consequence Scale for Cyber Risks

Consequence Consideration

Consequence Reputational Damage Financial Loss (USD) Operational Effect

Incidental Limited <$500 <9% degraded service

Minor Local/regional $500-$1,000 10-49% degraded service
Short-term negative exposure

Moderate Local/regional $1,000-$19,000 >50% degraded service
Medium-term negative exposure

Major National negative publicity $20,000-$40,000 Complete loss of service

Critical Global negative publicity >$50,000 Complete loss of service

Long-term negative exposure Loss of employee productivity
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A security breach can include several consequences spanning tangible properties such as
financial loss, operational effect, and employee safety, as well as nontangible properties such
as strategic effect and reputational loss. Take the example of an organization examining the
consequence associated with a compromised server. The cost to rebuild the compromised
server would be a tangible property, but replacing trade secrets disclosed in the cyberattack,
the value of loss caused by degraded brand reputation, and loss of shareholder confidence
stemming from the attack are intangible properties. Further complicating the scenario, in sev-
eral past cyberattacks, the share prices of the breached organizations dropped sharply imme-
diately after the breaches and remained degraded for a period of time, eventually recovering
to prebreach value. Within the risk analysis process, do you factor in the loss in share price
indefinitely, or just until it’s expected to recover? Unfortunately there is no simple answer. It
is important to define how a consequence will be rated and consistently applied to all risk
events. This consequence should include both tangible and intangible properties, and, much
as with the value assigned to assets, the asset owners should be involved to help monetize
intangible properties. Another good source that can be used when monetizing intangible
properties is a business impact assessment (BIA). BIAs predict the consequences of the dis-
ruption of business, which can span tangible and intangible properties applicable within
cybersecurity events. BIAs are often completed in conjunction with business continuity plan-
ning (BCP). BCP resources may thus also help determine the consequences of cybersecurity
events.

An understanding of the consequence of cybersecurity events will allow you to effectively
prioritize them.

Risk Treatment

Risk treatment is used to minimize or eliminate identified risk. For example, if an organization
owns a server containing a technological vulnerability for which there is no associated patch,
the organization could implement additional risk controls, such as by implementing an intru-
sion prevention system to frustrate attempts to exploit the vulnerability. Alternatively, if the
server was not needed in production, the organization might measure the cost of removing it
to completely eliminate the risk.

In addition to the foundational cybersecurity practices we looked at earlier in this chapter,
which make up the broader cyber risk management system, hundreds of potential risk con-
trols can be used to further reduce or eliminate risk. In this chapter, we’ll look at some popular
risk controls across three domains: business continuity, human elements, and operations and
technology.

Business Continuity

A key objective of every organization or business is to ensure the availability of operations. BCP
plays an important role in ensuring that operations can be restored efficiently and effectively in
the event of an event such as a power outage, flood, or fire.
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Many security teams are also leveraging effective BCP to prepare, manage, and recover
business operations in the event of a cyberattack. The following figure illustrates the link-
age between cybersecurity and operational risk, events, and the shared benefit of BCP
(Figure 7-4).

When an event is identified, it may involve using additional personnel and transferring
operations, partly or fully, to another location or provider to manage. Data from the primary
location or from a backup is transferred to ensure that business operations are relocated effec-
tively during the test. The same regulatory and legislative security requirements managed by
an organization within their primary location of business apply to temporary data processing
facilities. It is also imperative that the effectiveness of cybersecurity in a temporary operating
location be the same as in the primary location and that cybersecurity risk continues to be
managed at a level approved by the management of the organization.

Most organizations regularly test the response and performance of continuity and recov-
ery plans using tabletop exercises specifically designed to mimic material events likely to be
experienced. Organizations using BCP to manage cybersecurity events should also include
cybersecurity-related events, such as a targeted cyberattack or a denial-of-service attack,
to ensure that cyber events gain the same benefits from testing as other scenarios across the
organization.

Securing the Human Element

Successful cyberattacks often include the psychological manipulation of the users of technol-
ogy so that they perform actions and circumvent processes, knowingly or unknowingly, to
aid the criminal. This practice of exploiting people to perform actions desired by a criminal
is commonly referred to as social engineering. Cybercriminals often look for the path of least
resistance and use social engineering techniques to trick a user into providing physical or logi-
cal access to a system or network. For example, a criminal may call up a help desk agent at an
organization, pretend to be a member of a project team, and request that the agent verbally
provide the password of another team member who is on vacation. To apply pressure, the
criminal may add that the agent will get in trouble with his or her manager if he doesn’t supply
the password and gain access to the files of the other team member to complete a critical proj-
ect. The organization may have policies that prohibit the help desk agent from providing the
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password over the phone, but a smooth-talking criminal may be able to persuade the agent to
break protocol. Figure 7-5 illustrates how a cyberattack on the human element can circumvent
procedural and technological risk controls deployed within an organization.

Social engineering may seem like a trivial or unlikely method of attack, but it remains an
effective method used by criminals to gain unauthorized access to systems. Recent breaches,
including the breach of a leading retailer in 2013, were believed to be the result of criminals’
having used social engineering techniques to entice users at a third party'* to unknowingly
install malware on their computer, granting the criminals remote system access.

Most software and hardware produced today includes a myriad of security features to help
protect it from cyberattack. The human element is more problematic and requires users to
change deeply rooted behavior. They must be trained to understand the risks they face and
how to respond to them.

Security Awareness Training
Security awareness training should include general training on the cyberthreats applicable to
all employees and partners as well as targeted sessions for high-risk employee groups, focusing
on the specific cyberthreats faced by individuals within key teams.

Security training is an essential component of cybersecurity. It aims to ensure that employ-
ees understand the cyber threats that they face, organization security policies and their role in
cybersecurity.

Background and Personnel Checks

Employees are an essential line of defense in detecting and preventing cyberattacks. But they
also may be the ones conducting the attack, and organizations should ensure that the right
employees or subcontractors are hired to interact with systems, data, and other personnel.
Background checks are a common method of prescreening to ensure that high-risk individu-
als are properly evaluated before joining the organization. For additional information on back-
ground checks, refer to Chapter 8, on human capital risk.
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Operations and Technology

Since the dawn of cybersecurity, technology is the area within most organizations that has
received the most attention. But, as we have discussed throughout this chapter, it is just one
piece of a balanced and holistic approach to managing cybersecurity.

Technology
When the topic of cybersecurity emerged, there was a belief that the threat could be addressed
by means of additional technological risk controls, such as firewalls and antivirus software:
The more layers of technology controls, the greater the security. This view has become out-
dated and is no longer aligned with today’s cyberthreats. Previously, IT risk controls were
designed solely to detect threats based on signature-based detection strategies. When data was
sent to a computer or a file was opened on a computer, the data would be scanned to identify
known threats. Now, there are more than 315,000 new threats discovered each day.16 Product
vendors cannot develop signatures fast enough, and system administrators cannot distribute
signature files quickly enough to keep up. Some antivirus vendors themselves state that antivi-
rus software alone is not an effective measure against the cyberthreats of today.”
Signature-based defense is a necessary form of cybersecurity but is not itself sufficient pro-
tection for an organization. Alternative technological risk controls, such as next-generation
firewalls and unified threat management devices that combine antivirus, firewall, web content
filtering, and data loss prevention provide a reasonable degree of protection. There has also
been a surge in the use of anomaly-based detection tools. These tools operate based on behav-
iors rather than signatures. For example, if a computer is not normally in use between 1 a.m. and
4 a.m., and the software detects an unusually large number of connections with a computer in
a foreign country, the software would then highlight the anomaly and alert the user or system
administrator. All these controls generate security events that must be acknowledged, analyzed,
and acted on. But it remains a challenge to prioritize such anomalies, some of which may be
innocuous. Security technology, such as security information event managers, helps organiza-
tions analyze large volumes of security data to help ensure that significant threats are focused on.

Operations

Deploying technological risk controls is a start, but effectively configuring controls and actively
acting on the events reported by them are equally important steps. In late 2013, a U.S. retailer
reported a data security breach and on investigation learned that its risk controls had identi-
fied 60,000 events during the attack that were not properly acted on.'® If they had been acted
upon, the retailer may have significantly reduced the scope and effect of the breach it expe-
rienced. Organizations looking to assess the effectiveness of their controls should gauge the
governance of the control, not just whether the control has been implemented. If there is a
control, who is supposed to operate it? Is there a process outlining how events should be quali-
fied and acted on? Do those tasked with following the process have the skills and knowledge to
do so? These are just a few examples of questions that should be asked to help ensure that the
right people and process accompany a technological risk control.
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Transferring Risk

Organizations may choose to transfer cyber risk to a third party, such as an insurer, rather than
(or as well as) implementing risk controls on their own. Cyber liability insurance enables orga-
nizations to establish coverage to offset the financial cost of a cybersecurity event. In addition
to financial support, many cyber liability providers will assist in the actual management of the
event for the insured. The goals of cyber liability products are to reduce the effects of a cyber
event such as a security breach and minimize the consequences experienced by the insured.
Cyber liability insurance can provide support for first-party and third-party costs associated
with a cybersecurity event.

First party coverage ensures that financial support is provided for direct costs such as the
cost of forensics, notification and recovery of the environment.

Third-party coverage covers lawsuits and other liabilities that the organization may face
associated with the event.

A recent example of an organization that used cyber liability insurance to offset breach
costs is a leading retailer that received a US$38 million payout from its cyber liability insurer to
offset the costs of its 2013 breach.'?

Risk Monitoring and Review
External Threat Monitoring

Organizations deploy risk controls to reduce risk within an environment. These controls can be
administrative, such as a policy or procedures, or technological, such as a firewall or intrusion pre-
vention system. What all these controls have in common is that they are in place to protect against
known threats. Known threats are the threats prevalent within the industry that are likely to be
experienced by a particular organization. Staying on the forefront of the emerging threats enables
an organization to anticipate and protect itself against such threats before they are experienced.
This information is known as threat intelligence and requires identifying, extracting, normalizing,
and analyzing large volumes of data from the Internet in search of the relevant information.

It is not uncommon for cybercriminals to collaborate and communicate among each other
using Internet blogs, chat rooms, and social media sites as they plan attacks against organizations,
or to boast about them afterward. Monitoring key Internet locations enables an organization to
identify a planned attack scheduled for the future or, in some cases, to identify an attack that,
unknown to the organization, occurred but has yet to be detected. This requires the development
of robust and sophisticated data analysis systems to store and analyze large and dynamic sets of
Internet data. Because the Internet is made up of two segments, the visible and the invisible web,
intelligence should be extracted from both segments to ensure that emerging threats are clear.

Visible Web

The visible web is comprised of millions of pages on the Internet. Domains such as .ca, .com,
.org, .net, and .biz are merely a few of the popular ones, each containing web pages, social
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media and chat rooms that may contain data relevant to the organization. The visible web
makes up about 4% of networked web pages on the Internet.’ Access within the visible web
is often monitored and mapped back to an IP address of a computer. It is difficult to remain
anonymous within the visible web, making it a risky place for cybercriminals to plan or boast
about their attacks. The exceptions to this are hacktivists, who seek attention in support of
their cause. In addition to keeping track of hacktivists, monitoring the visible web helps iden-
tify emerging cybersecurity research and trends that can be used to improve an organization’s
security program.

Invisible Web

The other 96% of the Internet is made up of several constellations of networks that form the
invisible web. The invisible web consists of databases and cannot be enumerated by popular
search engines. Many of these database require credentials to access their content. In addi-
tion, the invisible web contains several networks of computers specially designed to mask the
location and identity of their users and merchants and can only be accessed using special-
ized software. One popular invisible web network includes sites within the .onion domain. To
access this network, users must first download The Onion Router (TOR), software available on
the Internet. After installing it, a user can navigate areas such as the invisible wiki and browse
the underground market discussed earlier in this chapter. Monitoring the invisible web helps
identify past criminal cyberactivity against an organization that may not yet have been discov-
ered. One example of this is associated with a large U.S. bank: One of the bank’s fraud analysts
was able to monitor underground websites and illegally purchase a collection of compromised
credit card numbers that belonging to his institution.”! Use of the suspect cards was traced
back to a retailer and served as an indicator of a breach of which the retailer was unaware. This
is a great example of how external threat monitoring can be used to catch exposures missed by
a proactive security program.

Whether an organization decides to take on intelligence monitoring itself, or whether it
hires a third party, it is important to include data from both the visible and invisible web.

Security Metrics

Security metrics enable an organization to monitor risk controls. The building blocks behind
security metrics are good key performance indicators (KPIs) that can be implemented to
measure and track the effectiveness and failures of risk controls, as well as positive and nega-
tive changes in breaches. An example of a KPI is the number of threats blocked by risk con-
trols within an environment. This can confirm the effectiveness or maturity of a control within
that environment. Another example is the tracking of breaches, including the source as well
as the amount of elapsed time from cyber event detection to containment and recovery. KPIs
allow for the identification of opportunities to learn from past events and manage subsequent
events. Security metrics should be reviewed on a recurring basis with managers, who can
make changes in response to the metrics and present the information to the company’s board
of directors so its members understand the state of security within the organization.
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Postmortem Cybersecurity Event Reviews

Cybersecurity incidents can harm an organization and can also serve as a way to learn about
weaknesses within the security program and gaps in risk controls that require more attention.
It is good practice to perform a postmortem review after each material cybersecurity event
within an organization. This provides an opportunity to identify a number of things: the risk
controls that helped prevent or limit the scope of the event, the response processes that were
effective, and the deficiencies of risk controls that, if remedied, could reduce the likelihood of
another event in the future. The findings of postmortem cybersecurity event reviews should be
formally documented and put through the risk management process to ensure that all cyberse-
curity risks are assessed and managed accordingly.
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Brand Risk

Jonathan Copulsky and Chuck Saia

Good name in man and woman, dear my lord,

Is the immediate jewel of their souls.

Who steals my purse steals trash. ‘Tis something, nothing:
‘Twas mine, ‘tis his, and has been slave to thousands.

But he that filches from me my good name

Robs me of that which not enriches him

And makes me poor indeed.

Spoken by lago in “Othello,” Act 3, Scene 3, by William Shakespeare'

Brands matter now more than ever before. It's hard to spend a day without stumbling across
endless instances of conventional and digital marketing trumpeting every manner of branded
product and service. Brands now adorn a broad range of once unbranded categories—from
coffee to chickens to car services. Innovative brands have extended themselves far beyond
their tightly focused roots. Just consider how Virgin successfully morphed itself from a
recorded music brand to a travel, telecommunications, financial services, and lifestyle brand.?
Or look at how Amazon has transformed itself from “Earth’s largest bookstore” to a purveyor
of almost everything under the sun, including business-to-business services, such as cloud
computing.®

Much like the loss of one’s good name, damage to a brand can be devastating. And, unfor-
tunately, not all is safe on the brand front. Risks abound. They range from ill-conceived
employee-generated videos that go viral to questionable labor practices of offshore subcon-
tractors to disgruntled customers expressing their frustrations through vituperative reviews on
social media sites.

In the past, brand risk management was often synonymous with crisis management—
trying to contain the damage from major brand-damaging incidents in an atmosphere of high
urgency and a high potential for collateral damage. Leading organizations now recognize that
brand risk management is a core component of any robust enterprise risk management pro-
gram and requires proactive, continuous planning and sensing as well as working closely with
key internal and external brand influencers.

The strategies and tactics developed to combat insurgency offer useful lessons for brand
stewards. As with counterinsurgency, brand risk management must begin with a compelling
narrative. Other steps include training employees, cultivating key influencers, assessing areas
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of greatest vulnerability, deploying robust sensing capabilities, rehearsing responses to brand-
damaging incidents, and executing the actual responses. As with successful counterinsurgency
efforts, adopting a “learn and adapt” perspective and measuring results are critical.

Why Brands Matter

The reason for the exponential growth of brands is simple. When done well, branding is an
incredibly effective mechanism for taking a rich and complex set of attributes and quickly con-
veying them through a logo, a tagline, a slogan, a jingle, or an image to inspire passion and loy-
alty in customers. As brand guru Marty Neumeier writes, “Twenty-first-century companies are
learning that, in a marketplace roiled by relentless change and rising clutter, the most effective
barrier to competition is not intellectual capital, but branding. A brand—which I define... as a
customer’s gut feeling about a product, service, or company—is a clever way to keep competi-
tors off your turf... In fact, some of the world’s most successful companies have managed their
brands so well that their intangible assets—i.e., their brands—have achieved a higher market
valuation than their tangible assets... They would be in serious trouble if they suddenly had to

operate without the power boost of their brands.”*

The Importance of Trust

The nature of the value created by brands, however, is subtly shifting. When British brewer
Bass registered its distinctive red triangle as the first ever U.K. trademark in 1876 and embla-
zoned this mark on the barrels of ales that it shipped all over to the world, a brand signified
quality—freedom from defects, deficiencies and significant variations.® Today, a brand often
stands for much more than product or service quality. We now choose brands because we
trust them. We trust that they deliver quality, but we also trust everything that they represent.
We trust that they use first-rate ingredients, procured from ethical suppliers and produced by
humanely treated workers laboring in a safe environment. We believe that they are based on
sustainable and socially responsible practices. When we select a brand, this selection reflects
our values and our willingness to associate our values with a brand. We have migrated from
mere transactions and consumption to relationships. Because of our willingness to build trust-
ing relationships with brands, brands have become more valuable than ever before.

The byproduct of trust is our willingness to serve as self-designated brand ambassadors
by recommending our favorite brands to friends and strangers alike. In a world where the first
step in a purchase decision means going to an online recommendation site,° this willingness to
recommend brands is critical to brands’ vitality and success. Pulitzer Prize-winning New York
Times columnist Thomas L. Friedman attributes the rapid growth of Airbnb, which allows peo-
ple to rent spare rooms to strangers, to its ability to create “a platform of ‘trust’'—where every-
one could not only see everyone else’s identity but also rate them as good, bad or indifferent
hosts or guests. This meant everyone using the system would pretty quickly develop a relevant

‘reputation’ visible to everyone else in the system.””
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The other consequence of brands’ surrogacy for trust means that any breach of trust in our
relationship with a brand can be fatal to the relationship. If a brand behaves in what we per-
ceive as an untrustworthy manner, we may terminate our relationship quickly and decisively,
unless the brand rapidly takes steps that demonstrate its willingness and ability to restore our
trust. For an example, look no further than recent breaches of confidential consumer credit
card information.

Who Owns Brand Risk Management?

Brand risk management is the coordinated set of principles, processes, activities, roles
and responsibilities, and infrastructure that control the actions of an organization. These
are engaged when events threaten customers’ trust in a brand.® But who owns brand risk
management?

Most commercial organizations have an individual and function charged with developing
and promoting the organization’s brand. This is increasingly true in nonprofit and govern-
mental organizations as well. Typically, these functions are led by a chief marketing officer
(CMO) or an equivalently titled senior executive (e.g., chief customer officer), whose duties
include understanding the needs of the market, positioning the brand based on market
needs, creating the target customer experience, developing platforms for reaching customers,
designing offers, and messaging to customers with the goal of driving awareness, consider-
ation, selection, preference, and advocacy. When done well, brand-building activities drive
greater loyalty, greater buzz, greater price premiums, and greater growth than those enjoyed
by competitors.

CMOs may make decisions that cause customers to lose trust in a brand—a change in prod-
uct packaging, a revised pricing strategy, the elimination of certain product features, a cheeky
advertising campaign, an ill-timed promotion, and so on ad infinitum. It’s the job of a CMO to
make these decisions and live with their consequences, good and bad. It’s a tough job and, not
surprisingly, average CMO tenure trails that of other C-suite executives.’

Many of the sources of brand risk extend well beyond the direct control, and even the influ-
ence, of the typical CMO. Often, brand-damaging events are the consequences of decisions
and actions taken by a variety of internal and external players. As our editor notes in Chapter 1,
a pipeline spill may create brand risk in addition to health and safety risk, environmental and
sustainability risk, supply chain risk, financial risk, political risk, and strategic risk.

Examples of players internal to or closely linked to an organization’s ecosystem whose
intentional and unintentional decisions and actions are sources of brand risk include:

e (Customer service

e Finance

¢ Front-line employees

¢ Human resources

e Information technology
e Manufacturing
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e Sales

¢ Spokespeople and brand ambassadors
e Sponsored athletes and celebrities

e Senior executives

e Suppliers and distribution partners

e Supply chain

In fact, it’s difficult to identify a single area of an organization that doesn’t potentially affect
a brand’s trustworthiness and, consequently, create brand risk.

The decisions and actions of external players also create significant opportunities—and
threats—for brand risk. Although these could be triggered by or a response to specific manage-
ment reactions (e.g., the decision to use suppliers whose questionable labor practices cause
human rights bloggers to spring into action), sometimes these seem to happen without any
specific internally generated prompts. Protests by social activists, actions by regulators, and
outcries from loyal customers offended by product and policy changes fall into the former cat-
egory, whereas scathing social media postings from a widely followed celebrity who happens
to experience mediocre service during a visit to a restaurant on a particularly busy evening
may fall into the latter.

So when it comes to assigning responsibility for brand risk management, one of the key
decisions that every organization faces is how to embed a brand risk intelligence mind-
set across the entire organization. It is unwise to assume that this can be handled solely by
the executive who bears primary responsibility for branding and marketing). A brand risk
intelligence mindset needs to be supported by principles, processes, activities, roles and
responsibilities, and infrastructure that foster alignment and integrated action across the
organization.

The High-Speed Landscape of Brand Risk

News of brand-damaging events now travels at dizzying speeds. Today’s reality requires com-
pressed timeframes for making critical decisions about how to respond to major reputational
challenges. We live in a world in which every individual has a voice and can use social media
and the Internet to amplify that voice. Bad news travels quickly and widely.

A movie director who has been kicked off an airplane thanks to overcrowding or a mom
who is convinced that a reformulated baby diaper caused her child to develop a rash can
quickly garner thousands, if not millions, of supportive fans in a world in which leading social
media sites have more than 1 billion users and individual bloggers have millions of follow-
ers. Consequently, a strategy based on “wait and see” is rarely viable; organizations need to
assume a “zero-latency” world in which there is infinitesimal lag time between when a brand-
damaging action occurs and broad public awareness develops.

In the past, managing brand risk was often synonymous with crisis management—
responding to (and trying to contain the damage from) major brand-damaging incidents in an
atmosphere of high urgency and a high potential for collateral damage. Leading organizations
now recognize that managing brand risk is a core component of any robust enterprise risk
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management program and requires proactive and continuous planning and sensing, in addi-
tion to equipping key brand influencers with the information to defuse the damage.

How Counterinsurgency Theory May Help Us Manage
Brand Risk

In today’s world, there is no single point of accountability for brand risk, and breaches happen
with increasing speed. Thus organizations require rapid response capabilities to wildly unpre-
dictable brand-damaging events, which prompted us to search for a model that would help
organizations understand how to minimize brand risk by doing the following:

e Assessing brand risk (i.e., the process of risk identification, risk analysis, and risk
prioritization)

e Treating brand risk (i.e., selecting options for modifying risks, implementing the options,
and improving or modifying risk controls for each risk)

* Monitoring and reviewing brand risk

This search for a model led us to an unusual destination—the world of counterinsurgency.
After extensively studying counterinsurgency theory and practice, we have come to believe
that the tools and approaches that military and civilian organizations have developed to
respond to insurgencies apply to many of the challenges of brand risk management.

An insurgency is an armed rebellion against a constituted authority in which participants in
the rebellion are not formally recognized as belligerents. The use of the term is neutral: “When
it is used by a state or another authority under threat, ‘insurgency’ often also carries an impli-
cation that the rebels’ cause is illegitimate, whereas those rising up will see the authority itself
as being illegitimate.”'°

Insurgency is a term frequently associated with the recent conflicts in Iraq and Afghanistan.
As U.S. forces struggled with both of these conflicts, military leaders recognized the need to
provide their forces with a new playbook, for many “Army officers knew more about the U.S.
Civil War than they did about counterinsurgency.’!! Hence the development and publication
of the Counterinsurgency Field Manual by the Army and Marine Corps in 2006.'?

The Counterinsurgency Field Manual makes it clear that insurgencies are dramatically dif-
ferent than conventional wars. First, in a war of insurgency, it’s not always clear whom you're
supposed to be fighting, much less why. Attacks come from unexpected sources, at unexpected
times, and in unexpected locations, often for hard-to-understand reasons. Second, speed often
trumps scale. A nimble organization can often outperform a larger organization, much like the
biblical tale of David’s felling Goliath. Third, new technologies create new threats (e.g., impro-
vised explosive devices triggered by mobile phones).

Anonymous or unexpected enemies who have hard-to-discern motives, who are operating in
a high-speed world, who are using new technologies in unexpected ways—all three are charac-
teristics that seem to apply to brand risks as much as they do to insurgencies. In fact, the more we
studied the Counterinsurgency Field Manual, the more we came to believe that the approaches
developed for combating insurgencies translate directly to brand risk management (Table 8-1).
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Table 8-1 Similarities between Counterinsurgency and Brand Risk Management

Counterinsurgency Principles

Similarities with Brand Risk Management

The most effective responses to insurgencies are often not
aimed directly at insurgents. “Counterinsurgents often
achieve the most meaningful success in garnering public
support and legitimacy... with activities that do not involve
killing insurgents..."?

At first you may not recognize that you're under attack.
“[Tlhe government that is being targeted generally takes
a while to recognize that an insurgency is occurring. Insurgents
take advantage of that time to build strength and gather
support. Thus, counterinsurgents often have to ‘come from
behind’ when fighting an insurgency.”?

The natural tendency to respond to attacks with massive force
may be misguided; sometimes the more force you use, the
less effective it is. “Another common feature is that forces
conducting COIN [counterinsurgency] operations usually
begin poorly... They falsely believe that armies trained to win
large conventional wars are automatically prepared to win
small, unconventional ones. In fact, some capabilities
required for conventional success... may be of limited
utility... in COIN operations.”¢

In wars of insurgency, the winner is the one who learns
more quickly. “In COIN, the side that learns faster and
adapts more rapidly—the better learning organization—
usually wins. Counterinsurgencies have been called
learning competitions. "9

If a response works today, it might not work next week.
“Competent insurgents are adaptive... Insurgents quickly
adjust to effective COIN practices and rapidly disseminate
information throughout the insurgency. Indeed, the more
effective a COIN tactic is, the faster it may become out of
datel[,] because insurgents have a greater need to counter it.
Effective leaders at all levels avoid complacency and are
at least as adaptive as their enemies.”¢

Appropriately arming employees and other
stakeholders with a crisp and compelling
brand narrative reduces brand risks and
mitigates their effect.

Brand risks come from unexpected sources,
often without announcement. Understanding
potential sources of brand risk, assessing
an organization’s vulnerabilities, and
developing early warning systems or sensing
capabilities are critical to effective brand risk
management.

Responding to brand risks requires the ability
to act quickly. This means careful preparation
and frequent rehearsals. A brand risk
playbook that spells out roles, responsibilities,
types of responses, governance processes,
and messaging strategies (informed by the
brand narrative) is essential.

Response elements include a balance among
asking for forgiveness, offering compensation
to injured parties, and demonstrating a
willingness to take actions to prevent future
occurrences.

Effective brand risk management must
include a significant learning and
adaptation component. This is equivalent
to military “after action reports” in which
an organization focuses on what to do
differently as a result of each and every brand
risk, with the goal of preventing the event
from happening in the future.

Brand risk management needs to constantly
reinvent itself, recognizing that many
events that create brand risks today (e.g.,
cybersecurity, social media) were not threats
in the past, and many events that will create
brand risks in the future have yet to appear
on the horizon.

aFM 3-24, 7-2, May 13, 2014, http://fas.org/irp/doddir/army/fm3-24.pdf.

5The U.S. Army and Marine Corps, Counterinsurgency Field Manual (Chicago, IL: University of Chicago Press, 2007), Introduction, lii.

“Ibid.
dbid.
Clbid.
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The remainder of this chapter, consequently, lays out a programmatic approach for brand
risk management, consisting of eight steps that brand stewards can take to root out and over-
come the myriad brand risks they face daily.

Step 1: Every Effective Brand Risk Management Program Begins with a Clear and
Compelling Brand Narrative

According to the Counterinsurgency Field Manual, “[tthe most important cultural form for
counterinsurgents to understand is the narrative. A cultural narrative is a story recounted in the
form of a causally linked set of events that explains an event in a group’s history and expresses
the values, character, or self-identity of the group. Narratives are the means through which
ideologies are expressed and absorbed by members of a society.”'* The manual explains how
Americans use the Boston Tea Party to explain why the Revolutionary War began, as well as to
remind themselves of why they fought. It also notes that “narratives may not conform to histor-
ical facts or they may drastically simplify facts to more clearly express basic cultural values.”'*

In a business context, the narrative is the story around which employees and other stake-
holders rally and from which they find inspiration, particularly after a brand attack. A narrative
is the ammunition required to restore the trust that previously existed in the brand—without
a narrative, it’s difficult, if not impossible, to respond to brand risks. The narrative reminds
employees, customers, and others of the values, the purpose, and the core identity of the
brand. The brand narrative, once deployed, is a type of fail-safe mechanism, implemented by
an organization to modify risk.

The most effective brand narratives are developed and socialized with great care and pro-
vide a continuous touchstone when events challenge trust in the brand. One of the best known
examples of a clear and compelling brand narrative is “Our Credo,” authored in 1943 by Robert
Wood Johnson, one-time chairman of the health care giant Johnson & Johnson. As the Johnson &
Johnson website states, “[t|he values that guide our decision making are spelled out in Our Credo.
Put simply, Our Credo challenges us to put the needs and well-being of the people we serve first”'®

As important as it is to have a brand narrative, it’s equally important to embed this narra-
tive in the activities of an organization, including its responses to specific brand risks. The nar-
rative provides the platform for contextualizing a response and allows an organization to go
beyond the recitation of facts to remind stakeholders of the purpose and values of the brand
that caused them to place their trust in it in the first place.

So, think of the first step within the eight steps of brand management as encompassing six
substeps related to brand narrative:

¢ Developing the brand narrative

e Creating (and regularly updating) the set of proof points and stories that bring the narrative
to life

* Deploying the narrative internally

¢ Deploying the narrative externally

¢ Training brand stewards in how to incorporate the brand narrative in their responses to
specific brand risks

e Updating and adapting the narrative over time
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Step 2: When it Comes to Brand Risk Management, Your People Need to be
Appropriately Armed

In the brand risk management battle, your people, both employees and senior executives, are
your first line of defense. They deliver your brand and are instrumental to creating and main-
taining the trust that drives the success of your brand. As public relations firm Edelman reports
in its 2014 “Trust Barometer,” employees are considered the most trusted source across most
clusters of trust attributes outscoring company CEOs, activist consumers, academics, or the
media.'®

When it comes to brand risk management, your people play two roles, both of which repre-
sent potential opportunities for controlling risk. The first is to behave in a way consistent with
the values and purpose of your brand. Brand-inconsistent behavior can originate from osten-
sibly innocent activities—more than one fast food chain has been the victim of inappropriate
videos created by bored restaurant employees and posted to social media websites. Indiscreet
social media postings can also create brand risks by inadvertently disclosing confidential or
embarrassing information. But brand-inconsistent behavior can also result from frustrated
employees who decide to lash out at employers, including wholesale revelations of proprietary
information that could be highly damaging. As an example, think of Edward Snowden, who
leaked thousands of classified documents that he acquired while working as a government
contractor.

We often assume that if we hire smart people, they will understand exactly what it means
to behave in a manner consistent with our brand. Recent episodes suggest that that assump-
tion is unrealistic—not only for rank-and-file employees, but even for senior executives, many
of whom have been discovered making statements and behaving in ways creating tremendous
brand risk. This expectation seems particularly questionable when it comes to Millennials,
many of whom have come of age in the era of social media and oversharing.

This is where codes of conduct and training become critical. Helping your people clearly
understand behavioral expectations and training them to behave in a manner consistent with
the brand is no longer optional. This is a critical element of the talent management process
and needs to be embedded into all aspects of talent management, ranging from selection to
evaluation to promotion.

If the first role your people play in managing brand risk is “do no harm,” the second role
is to play an active role in propagating the brand narrative, responding to events that create
brand risk and gathering intelligence about current and emerging brand risks.

In my organization, for example, we have encouraged employees to volunteer to serve
as brand ambassadors. In this capacity, they receive social media training and are then pro-
vided with a regular stream of messages (customized based on their areas of interest and
expertise) they can disseminate on our behalf through social media outlets. No employee
is required to participate in the program, and no participant is required to post any par-
ticular message. The 1,000+ participants can build their own social media presence (an
increasingly valuable asset for almost any employee today) while simultaneously amplify-
ing “trusted” messages created by their organization. We have found that employees who
participate in the program have higher employee engagement scores than our employee
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population as a whole and that the program puts more of a human face on our brand-
building activities.

This program also allows employees to assist us with responding to brand-damaging
events. We know that employees are invaluable when it comes to creating trust with our clients
and the general public. The size of our employee population (more than 60,000 individuals)
makes this a particularly potent force. By equipping our brand ambassadors with accurate
information year-round, and particularly when we have a brand crisis, we are able to counter
some of the external attacks against our brand.

Your people also represent an opportunity to gather intelligence about potential and
emerging threats to your brand. Employees encounter conversations about your brand every
day in real and virtual spaces. One major consumer packaged goods company tells its employ-
ees that they are one of its most vital assets for monitoring the social media landscape and asks
that they share positive or negative remarks about the company and its brands online if they
believe the remarks to be important.

Organizations that are committed to building and maintaining great brands explicitly
invite employees to identify ways that internal and external actions violate the spirit of the
brand. We know of one organization in which every employee report of brand-damaging
events is posted to an internal social media site, and other employees can comment on these
postings, including suggestions of how to change or avoid them, in a 21st-century version of
the suggestion box.

Publicly thanking and recognizing contributors is important to their continued engage-
ment—and the success of brand management programs. Experiences with social media
have taught us that contributors immensely value recognition, and the opportunity to build
their own personal reputations is often more appreciated than any other form of employee
recognition.”

Step 3: Brand Risk Management Requires Cultivating External Stakeholders before
Brand Risks Emerge

When it comes to brand risk management, the cultivation of external stakeholders must closely
follow equipping your people.

Every organization has a broad range of stakeholders that influence its success. These stake-
holders vary by type of business, but often include the media, legislators, regulators, academics,
analysts, think tanks, purchase influencers, alumni, alliance partners, suppliers, and evaluators.
In many cases, relationships are handled as a set of discrete activities, where separate parts of
the organization own individual relationships and try to influence the stakeholders.

These stakeholders can play many of the same roles your employees can, serving as advo-
cates for your brand, helping you recognize threats to your brand, and helping you tell your
story when your brand is under attack. The time to cultivate these stakeholders is before, not
after, brand risks develop.

In my organization, we have gone through a detailed process of identifying stakeholders and
influencers. For each stakeholder and influencer group, we assessed our current standing with
the group, in terms of attitudes and behaviors, as well as the gap between our current standing
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and our desired standing. We then determined what messaging and interactions would be
appropriate to close the gap and developed campaigns to deliver these. As with our people, one
of our goals is to cultivate a set of brand ambassadors within these stakeholder groups.

In this process, we have learned that cultivating stakeholders does not happen overnight.
Having clear owners for each stakeholder group and key members of each group is important,
but it’s also important that each owner understand the actions and activities of other stake-
holder owners so that our messaging is coordinated.

We have also learned the importance of the brand narrative as the foundation for all of our
messaging. Our brand narrative has become the touchstone to which we repeatedly return,
and we've started to measure the extent to which we have explicitly incorporated the brand
narrative into our stakeholder communications.

The third lesson we have learned is the importance of measuring stakeholder attitudes. Just
as we measure client advocacy and employee engagement, we've started to measure stake-
holder support, using an influencer perception map that mirrors our customer brand pyra-
mid (awareness, consideration, selection, preference, and advocacy). Over time, we will track
our success in moving each stakeholder group up the ladder. As with our people, our goal is to
make them our allies in detecting and responding to brand damaging events. Once again, this
is a form of risk control.

Step 4: Risk Assessment Begins at Home

The brand risk management program that we have described so far focuses on putting a plat-
form in place to control brand risk. This brand risk platform is anchored in a brand narrative
and activated through employees, stakeholders, and influencers. This platform will serve you
in good stead as brand-damaging events arise.

But this platform alone is not enough. Brand risk management also needs to include a thor-
ough risk assessment process that parallels the assessment process used for other risks—risk
identification, risk analysis, and risk prioritization.

As we discussed previously, brand risks can be the consequences of internal and external
events. Often, brand risks fall into the category of “collateral damage,” tied to other risks, rang-
ing from financial risks to supply chain risks.

The risk identification process starts with a comprehensive review of what former Defense
Secretary Donald Rumsfeld characterized as the “known knowns””'® We now know, for exam-
ple, that employees can make brand-damaging videos—even if we have not directly experi-
enced them. We now know, as well, that failing to scrutinize suppliers’ labor practices can be
brand-damaging. A thorough examination of all internal and external players involved with
your brand is a good way to jump-start the risk identification process, coupled with periodic
reviews of recent crisis management “fire drills” and scans of the news to discover the brand
risk challenges that have confronted other organizations.

After these risks are identified, we can then analyze them to understand effectiveness of
existing risk controls, the likelihood of a catastrophic event, and the potential consequences.
Because many brand risks are consequences of other risks, it’s important to do this as part of
an overall enterprise risk management assessment program.
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In our work with clients, we recommend the following process:

e Riskidentification:
¢ Identify and track top brand risks
¢ Develop “what if” scenarios

¢ Risk analysis: Assess overall preparedness and vulnerabilities

¢ Risk prioritization: Conduct scenario planning as part of brand risk assessment, embedding
continuous improvement

¢ Risk treatment: Adjust mitigation strategies/actions based on outcome of brand risk
assessment and scenario planning

We find that scenario planning helps address Rumsfeld’s “known unknowns”—the dangers
we believe are out there but that may not have yet occurred.

The third part of Rumsfeld’s formulation is the “unknown unknowns,” or “things that we do
not know that we don’t know.” These words were the source of the ridicule that resulted after a
2002 Defense Department briefing in which he first used this expression. The risk assessment
process is unlikely to uncover the “unknown unknowns,” so subsequent steps become impor-
tant to managing brand risk successfully.

Step 5: Risk Sensing Complements Risk Assessment
We often tell clients and colleagues that no organization can effectively escape the possibility
of a threat to their brand. It’s a question of “when,” not “if”

Brand risk sensing allows organizations to track potential risks early in the cycle and detect
emerging patterns. Increasingly, there are technology-enabled tools and platforms to facilitate
risk sensing.

The key to the successful use of these technology-enabled tools and platforms is identifying
the right content sources to monitor, filtering out relevant soundings from the noise, determin-
ing trigger points to prompt action, and creating processes that assign responsibility for taking
appropriate action.

Evaluating the diverse technologies available for risk sensing is beyond the scope of this
chapter. Dell and Gatorade provide examples of how organizations can develop sensing or lis-
tening capabilities, specifically tied to social media.'?

Step 6: Be Prepared to Respond (Quickly)
In the event of a brand threat, all organizations should have a brand risk treatment plan, not
unlike an evacuation drill, to ensure order and effectiveness in responding to it.

We can try to prevent brand threats through employee and ecosystem policies and training.
We can try to detect them through brand risk sensing. But despite our best efforts, not every
brand risk can be successfully prevented or stymied through early detection.

In today’s zero-latency world, we find that a brand risk playbook that spells out roles,
responsibilities, types of responses, governance processes, and messaging strategies (informed
by the brand narrative) is essential.



120 ENTERPRISE RISK MANAGEMENT

Although it is extremely difficult to specify responses in advance of specific situations,
we find that most responses rely on some combination of the strategies employed by McNeil
Consumer Products Company (a Johnson & Johnson subsidiary) in 1982 when the deaths of
seven people on the west side of Chicago were linked to Tylenol. As many observers note, the
company'’s response to the ensuing crisis has become the gold standard by which organiza-
tions are often judged.

The three major components of the response included asking for forgiveness, offering com-
pensation to injured parties, and, perhaps most important, demonstrating a willingness to take
actions to prevent future occurrences.?’

Just including these three components is not enough, however; every brand risk response
strategy needs to be supported by a well-understood execution capability. This means clearly
defined processes, roles, and responsibilities and comprehensive employee training. Just as
the military uses drills or rehearsals that allow participants to get a sense of executional com-
plexity, timing, and the need for close synchronization of activities, organizations can set
up risk response teams that do the same. An untested plan for responding to brand risks is
unlikely to generate the success that the planners anticipated.

Step 7: Never Let a Good Crisis Go to Waste
Perhaps in a nod to Rumsfeld’s “unknown unknowns,” the Counterinsurgency Field Manual
stresses the importance of learning and adaptation.

Easier said than done. Often, when we're done with responding to a risk, our natural ten-
dency is to move on and not to systematically harvest and insights the hard-fought lessons
learned.

A commitment to “learn and adapt” requires organizations to focus on what to do differ-
ently as a result of each and every experience, with the goal of preventing the event from hap-
pening in the future. As Rahm Emanuel said in November 2008 while serving as chief of staff to
president-elect Barack Obama, “You never want a serious crisis to go to waste.”?!

In the military, this process is exemplified by “after-action” reports. The equivalent of after-
action reports are also used by the National Transportation Safety Board (NTSB) in investigat-
ing every civil aviation, railroad, highway, marine, and pipeline accident and issuing safety
recommendations aimed at preventing future accidents.?

Whenever an accident occurs, the NTSB deploys a “Go Team” to the accident site. A Go
Team is a multidisciplinary group of investigators whose job is to systematically unearth facts
related to the accident under investigation. The onsite investigation kicks off the first of a four-
step process (investigation, analysis, report, recommendations) allowing the NTSB to deter-
mine the cause of the accident and to improve transportation safety for the future.

While the NTSB process is relatively straightforward, several elements stand out and are
relevant to brand risk management reviews:**

¢ The investigation is led by individuals who have no direct responsibility for the affected area.
e The investigation focuses on cause and prevention rather than on assigning blame.
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¢ The recommendations include specifics on implementation responsibilities, timeframe,
and expected outcomes.
e Results are tracked and reported publicly.

This process can be adopted directly by brand risk management teams.

Step 8: Measure What Matters

W. Edwards Deming, the father of total quality management, was known for his aphorism:
“You can expect what you inspect”?* In another context, Louis Brandeis, who later became a
U.S. Supreme Court justice, wrote about the value of disclosure and transparency, “Sunlight
is said to be the best of disinfectants.”*® This advice would seem to apply to all types of risks,
including brand risks.

In the case of brand risk, the seemingly obvious solution would be to measure brand value
and the changes in brand value over time as an organization encounters and deals with vari-
ous types of risk. The challenge with this solution is that brand valuation approaches vary
widely, with no common methodology/framework in place to use as a baseline, much less to
assess movement based on specific brand risks.?®

The alternative (and one that our organization has adopted) is to measure stakeholder percep-
tions (both internal and external) along a spectrum of awareness to advocacy, recognizing that the
metrics represent a point in time to understand how an organization is doing in the eyes of the var-
ious stakeholders that matter. Though these measures are far from perfect—they come from sur-
veys and reflected perceptions (versus behavior), they can help illuminate directional trends over
a multiyear period. As with brand valuation models, market researchers would argue vehemently
about how to approach brand perceptions, and there is no singly right way to evaluate them.

A complementary approach to this type of stakeholder perception capturing is to track spe-
cific events tied to brand risks and use media and social monitoring tools to assess sentiments.
Sentiment analysis uses natural language processing to determine underlying attitudes, help-
ing organizations understand the extent to which the conversation is favorable or unfavor-
able. As with sensing, there is no shortage of tools and platforms for analyzing and assessing
sentiments that take advantage of the latest developments in technology. Though users of
these tools and platforms often discover them to be imperfect (e.g., content sources used, han-
dling of non-English-language sources, analysis of nontextual sources, weighting of different
sources), they are a necessary component of any brand risk assessment strategy.

Though the tools used are important, it is equally important that the information gathered
from them be shared with important internal parties who can then ensure that solutions are
in place to further combat the issues that gave rise to the risk in the first place. We increasingly
find that board risk committees are interested in understanding how brand risks are covered in
conventional and social media, both in terms of frequency and sentiment.

From a best practice standpoint, we also increasingly find organizations with well-
developed enterprise risk management programs use dashboards that include sections
focused on key brand-related metrics, ranging from brand valuation to brand perceptions to
event tracking and sentiment analysis.
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Key Takeaways

In today’s high-speed world, brands can be an incredible source of value yet seem to be more
vulnerable than ever. With the continued ascent of social media and mobile technologies,
brand sabotage incidents seem poised to increase.

Leading organizations now recognize that managing brand risk is a core component of any
robust enterprise risk management program and requires proactive, continuous planning and
sensing. This is in addition to close alignment with key internal and external brand influencers.
The goal is to develop resilient organizations capable of continuously improving their capabili-
ties to manage a constantly evolving set of brand risks.

Building a great and resilient brand now requires playing aggressive defense as well as
offense. The strategies and tactics developed to combat insurgency offer a useful model for
brand stewards. We have used counterinsurgency theory to suggest eight steps that brand
stewards can take to root out and overcome the diverse brand risks they face daily:

Develop and deploy a clear and compelling brand narrative.

Enlist your employees in the brand risk management efforts.

Cultivate external stakeholders before brand risks emerge.

Assess brand risks internally and externally.

Complement risk assessment efforts with continuous risk-sensing activities.

Learn to respond (quickly) to brand risks through the use of playbooks and practice drills.
Harvest lessons learned from each brand risk event.

Measure what matters.

NN AEWN=

Notes

1. www.shakespeare-navigators.com/othello/T33.html.

2. www.virgin.com.

3. Brad Stone, “Amazon, the Company That Ate the World,” Bloomberg Businessweek, September 28, 2011, www.
businessweek.com/magazine/the-omnivore-09282011.html.

4. Marty Neumeier, “Foreword,” in Jonathan Copulsky, Brand Resilience: Managing Risk and Recovery in a High-
Speed World (New York: Palgrave Macmillan, 2011), x.

5. www.logoworks.com/blog/bass-pale-ale-brand-and-logo/.

6. Digital interactions influence 36 cents of every dollar spent in the retail store, or approximately $1.1 trillion,
according to “The New Digital Divide,” Deloitte Digital, www.deloitte.com/view/en_US/us/Industries/Retail-Distr
ibution/5e8b875282d15410VgnVCM3000003456f70aRCRD.htm.

7. Thomas L. Friedman, “And Now for a Bit of Good News,” The New York Times, July 20, 2014, 11, www.nytimes.
com/2014/07/20/opinion/sunday/thomas-1-friedman-and-now-for-a-bit-of-good-news.html? r=0.

8. A number of organizations rank enterprises based on “trust.” See, for example, the Edelman Trust Barometer at
www.edelman.com/insights/intellectual-property/2014-edelman-trust-barometer/.

9. Suzanne Vranica, “Average CMO Tenure: 45 Months (but That's an Improvement),” The Wall Street Journal, March
23,2014, http://blogs.wsj.com/cmo/2014/03/23/cmos-work-lifespan-improves-still-half-that-of-ceos-study/?cb=1
0gged0.6447219777919214.

10. “Insurgency,” Wikipedia, http://en.wikipedia.org/wiki/Insurgency.

11. http://press.uchicago.edu/ucp/books/book/chicago/U/bo5748917.html.

12. “The U.S. Army/Marine Corps Counterinsurgency Field Manual,” also known as FM 3-24 and MCWP 3-33.5,
was released by the Department of the Army in December 2006. The 2006 version of the manual was previously


http://www.shakespeare-navigators.com/othello/T33.html
http://www.virgin.com
http://www.businessweek.com/magazine/the-omnivore-09282011.html
http://www.businessweek.com/magazine/the-omnivore-09282011.html
http://www.logoworks.com/blog/bass-pale-ale-brand-and-logo/
http://www.deloitte.com/view/en_US/us/Industries/Retail-Distribution/5e8b875282d15410VgnVCM3000003456f70aRCRD.htm
http://www.deloitte.com/view/en_US/us/Industries/Retail-Distribution/5e8b875282d15410VgnVCM3000003456f70aRCRD.htm
http://www.nytimes.com/2014/07/20/opinion/sunday/thomas-l-friedman-and-now-for-a-bit-of-good-news.html?_r=0
http://www.nytimes.com/2014/07/20/opinion/sunday/thomas-l-friedman-and-now-for-a-bit-of-good-news.html?_r=0
http://www.edelman.com/insights/intellectual-property/2014-edelman-trust-barometer/
http://blogs.wsj.com/cmo/2014/03/23/cmos-work-lifespan-improves-still-half-that-of-ceos-study/?cb=logged0.6447219777919214
http://blogs.wsj.com/cmo/2014/03/23/cmos-work-lifespan-improves-still-half-that-of-ceos-study/?cb=logged0.6447219777919214
http://en.wikipedia.org/wiki/Insurgency
http://fas.org/irp/doddir/army/fm3-24.pdf

13.
14.
15.
16.
17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

Chapter 8 Brand Risk 123

available at www.fas.org/irp/doddir/army/fm3-24/pdf. An updated version was released in May 2014 under the
title Insurgencies and Countering Insurgencies and is available at http://fas.org/irp/doddir/army/fm3-24.pdf.
The University of Chicago Press published a version of the manual that includes a foreword by John Nagl and an
introduction by Sarah Sewall, director of the Carr Center for Human Rights Policy at Harvard’s Kennedy School of
Government, in August 2007 (http://press.uchicago.edu/ucp/books/book/chicago/U/bo5748917.html).

Ibid., 3-50, p. 93.

Ibid.

www.jnj.com/about-jnj/jnj-credo.

2014 Edelman Trust Barometer Executive Summary, www.scribd.com/fullscreen/200429962%access_key=key-
25qv8125jezgs6th4bfc&allow_share=true&escape=false&show_recommendations=false&view_mode=scroll.
Cathy Benko and Molly Anderson, The Corporate Lattice (Boston, MA: Harvard Business School Press, 2010),
https://latticemcc.com/Site/index.aspx.

“In February 2002, Donald Rumsfeld... stated at a... briefing: ‘There are known knowns. There are things we
know that we know. There are known unknowns. That is to say, there are things that we now know we don't
know. But there are also unknown unknowns. There are things we do not know we don't know. As a result, he
was almost universally lampooned since many people initially thought the statement was nonsense. However,
careful examination of the statement reveals that it does make sense, indeed the concept of the unknown
unknown existed long before Donald Rumsfeld gave it a new audience.” Rumsfeld’s comments have been cited
frequently; this citation is from David C. Logan, “Known Knowns, Known Unknowns, Unknown Unknowns and
the Propagation of Scientific Enquiry,” Journal of Experimental Biology 60, iss. 3: 712, http://jxb.oxfordjournals.org/
content/60/3/712.full.

Information on Dell’s Social Media Command Center can be found at www.dell.com/learn/us/en/uscorpl/
videos~en/documents~dell-social-media-command-center.aspx. Information on Gatorade Mission Control can
be found at www.youtube.com/watch?v=Y-M2uoNAG6Vs.

An excellent analysis of the Tylenol case study can be found at www.ou.edu/deptcomm/dodjcc/groups/02C2/
Johnson%20&%20Johnson.htm.

www.youtube.com/watch?v=1yeA_kHHLow.

The NTSB’s investigation process is described in Jonathan Copulsky, Alicechandra Fritz, and Mark White, “Brand
Resilience: Protecting Your Brand from Saboteurs in a High-Speed World,” Deloitte University Press, July 1, 2011,
http://dupress.com/articles/brand-resilience/.

Brand Resilience, op. cit., p. 154.

“The Big Apple.” www.barrypopik.com/index.php/new_york_city/entry/you_can_expect_what_you_inspect_
management_adage.

University of Louisville, “Chapter V: What Publicity Can Do.” www.law.louisville.edu/library/collections/brandeis/
node/196. A perspective on Brandeis and the history of transparency came be found at Sunlight Foundation,
“Brandeis and the History of Transparency,” May 26, 2009, http://sunlightfoundation.com/blog/2009/05/26/
brandeis-and-the-history-of-transparency/.

Our colleague Gabriela Salinas evaluates different brand valuation approaches in her comprehensive book,

The International Brand Valuation Manual (West Sussex, UK: John Wiley & Sons, 2009), www.amazon.com/
International-Brand-Valuation-Manual-methodologies/dp/0470740310/ref=sr_1_1?ie=UTF8&qid=1407874588
&sr=_8-1&keywords=Salinas+brands.


http://www.fas.org/irp/doddir/army/fm3-24/pdf
http://www.fas.org/irp/doddir/army/fm3-24.pdf
http://press.uchicago.edu/ucp/books/book/chicago/U/bo5748917.html
http://www.jnj.com/about-jnj/jnj-credo
http://www.scribd.com/fullscreen/200429962?access_key=key-25qv8l25jezgs6th4bfc&allow_share=true&escape=false&show_recommendations=false&view_mode=scroll
http://www.scribd.com/fullscreen/200429962?access_key=key-25qv8l25jezgs6th4bfc&allow_share=true&escape=false&show_recommendations=false&view_mode=scroll
https://latticemcc.com/Site/index.aspx
http://jxb.oxfordjournals.org/content/60/3/712.full
http://jxb.oxfordjournals.org/content/60/3/712.full
http://www.dell.com/learn/us/en/uscorp1/videos~en/documents~dell-social-media-command-center.aspx
http://www.dell.com/learn/us/en/uscorp1/videos~en/documents~dell-social-media-command-center.aspx
http://www.youtube.com/watch?v=Y-M2uoNA6Vs
http://www.ou.edu/deptcomm/dodjcc/groups/02C2/Johnson%20&%20Johnson.htm
http://www.ou.edu/deptcomm/dodjcc/groups/02C2/Johnson%20&%20Johnson.htm
http://www.youtube.com/watch?v=1yeA_kHHLow
http://dupress.com/articles/brand-resilience/
http://www.barrypopik.com/index.php/new_york_city/entry/you_can_expect_what_you_inspect_management_adage
http://www.barrypopik.com/index.php/new_york_city/entry/you_can_expect_what_you_inspect_management_adage
http://www.law.louisville.edu/library/collections/brandeis/node/196
http://www.law.louisville.edu/library/collections/brandeis/node/196
http://sunlightfoundation.com/blog/2009/05/26/brandeis-and-the-history-of-transparency/
http://sunlightfoundation.com/blog/2009/05/26/brandeis-and-the-history-of-transparency/
http://www.amazon.com/International-Brand-Valuation-Manual-methodologies/dp/0470740310/ref=sr_1_1?ie=UTF8&qid=1407874588&sr=8-1&keywords=Salinas+brands
http://www.amazon.com/International-Brand-Valuation-Manual-methodologies/dp/0470740310/ref=sr_1_1?ie=UTF8&qid=1407874588&sr=8-1&keywords=Salinas+brands
http://www.amazon.com/International-Brand-Valuation-Manual-methodologies/dp/0470740310/ref=sr_1_1?ie=UTF8&qid=1407874588&sr=8-1&keywords=Salinas+brands

Human Capital Risk: The Threat
from Inside

Mitch Albinski

Human capital risk is a broad term covering all aspects of employee and contractor tenure
within a corporation. Among direct employees and contracted resources,' some “trusted”
insiders may be responsible for malicious incidents such as fraud, asset loss, physical harm,
and reputational damage.

This chapter will focus on those risks having the potential for malevolent outcomes rather
than with the entire spectrum of human capital, such as employee turnover, productivity, or
talent management gaps:

e Fraud
e Infiltration
¢ Espionage
* Sabotage
e Criminal mischief
* Contracted workforce
e Potentially violent behaviors
¢ Harassment
¢ Terminations

We will explore these unplanned events and their motivations in the following discussions.
It is important to understand that management of these aspects of human capital requires
careful assessment, well-defined hiring practices and policies, physical security controls,
and corporate awareness programs, thereby forming a holistic approach to the insider threat.
These insider threats should also be included in a company’s crisis management plan.

The malicious events associated with the insider threat are prevalent throughout the life
cycle of the employed or contracted resource and must be managed through prevention,
detection, and reaction. The consequences of the absence of appropriate risk controls may
include incidents of harassment, intimidation, violence, fraud, infiltration, sabotage, injury,
intellectual property loss, cyber incidents, higher turnover rates, environmental incidents, and
damage to the company’s brand or reputation. All these have possible financial loss. There
may be indirect costs: lost productivity, vacancy (and the added burden of additional work for
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existing employees), lag time for the replacement employee, reduced morale, and lost institu-
tional or technical knowledge, for example.?

The motivation of an employee or contracted resource to engage in aberrant behavior may
be the result of personal conflict, either within or outside the organization, gaps in the percep-
tion of the value a resource believes he or she brings to the company, the company’s beliefs,
philosophical and or ethical differences in how the company is run, the company’s products,
the company’s performance management and personnel advancement systems, and personal
financial or family difficulties. It may even stem from allegiance to an outside organization,
another competing company, or another country.

Nasty Events Can Happen: Source of Human
Capital Risk

Fraud: Deliberate Misuse or Misappropriation of a Company’s
Resources, Often for Personal Gain

Human capital risks in this area occur across a wide sector of companies as well as at all levels
in the organization but usually involve employees, possibly contractors, in a position of trust.
These individuals may have access to internal corporate financial resources or have the ability
to divert them. The assets may not only be financial but may be physical, with financial returns
earned through a third party. It is not uncommon for fraud incidents to occur among individ-
uals who have long service histories and who have thus built a trusting relationship with the
company. As a result, evidence of the crime may not be exposed immediately. Under these cir-
cumstances, companies may be subject to overconfidence in their approach to incidents of
fraud and become complacent in their prevention and detection methods. In such an envi-
ronment, the classical “motive-means-opportunity” elements are present, but there is also the
element of self-justification.

Famed criminologist Donald R. Cressey combined these elements into a hypothesis known
as the Fraud Triangle.® Cressey’s work defines a model that contains three elements, all of
which must be present and that together lead to fraudulent behavior:

e Pressure: The motivation behind the crime: for example, “I have overwhelming debt and
can’t see my way clear”

e Opportunity: The ability to use a position of trust with little perceived risk of being caught:
“I'm a long-term employee”; “My performance is above reproach.”

e Rationalization: Justification of the crime based on personal ethical values: “I'm borrowing

the money”; “I need it for my family”; “The work this company does is harmful to...”

Fraud in the management of human capital is a violation of trust that can lead to financial
loss, brand and reputational damage, legal and regulatory issues, and changes in shareholder
value. To prevent fraud, the elements of “pressure” and, to some degree, “rationalization” are
better addressed through the more traditional human capital processes such as employee
assistance plans, development plans, promotion policies, and other retention plans. The
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element of “opportunity” can be addressed through a review of security policies, internal
financial controls, and strict policies on vendor management and procurement practices.

Infiltration: An Insider Threat Having Both Internal and External
Consequences

Social beliefs contrary to a company’s operations, products, or business philosophy may cause
vocal or criminal opposition and efforts to gain access to the company through direct attack
or through more common infiltration practices. Some examples of industries where infiltra-
tion has been successful include petroleum, chemical refineries, and pharmaceutical research
and manufacturing, as well as the U.S. government. Infiltration is one of the most effective
public relations and tactical techniques used by groups or individuals. One way of infiltrating
an organization is through false employment or through subversion or extortion of an exist-
ing employee. With such methods the result is a “wolf in sheep’s clothing,” an enemy opera-
tive undetected within the organization dressed as an employee or contractor. In one example,
an infiltrator of a company involved in biomedical sciences released photographs taken out of
context of internal projects involving primate research to the media, to animal welfare groups,
and over the Internet. The resulting adverse publicity fueled a hostile campaign of protests not
only at company facilities, but at homes of employees involved in the research. Probably the
most publicized infiltration event in recent history was committed by Edward Snowden, who
stated in an interview that he deliberately sought a job with a government contractor with the
express purpose of alerting the public about secret NSA surveillance systems. This event, how-
ever, was not the typical insider threat. Most insiders who betray their employer’s trust do not
start out with that intent.*

Espionage: A Clandestine Process for Acquiring Secrets

The goal of espionage is to gain firsthand information on projects, technologies, or on research
breakthroughs to garner competitive advantage. Espionage may be achieved through infiltra-
tion or bribery of insiders. Market competitors, foreign entities, and governments can con-
duct espionage. Information is a key component to civilian and military advances in both
developing and established economies. If countries or companies can reduce their invest-
ment and improve results, they can gain an enormous economic benefit from espionage.
Some governments actively support their industries to increase competitive advantage and
in some cases may use their intelligence and security services to assist in conducting espio-
nage. There has been much public discussion of countries, groups, and individuals’ alleg-
edly using cyberattacks to gain information or disrupt operations within other countries and
companies. Exploitation of insiders is one of the means by which corporate espionage occurs.
(See Chapter 6, on cybersecurity, for more on this; in cybersecurity, exploitation of insiders is
sometimes referred to as “social engineering”) The vulnerability to espionage may increase
through overconfidence in existing protective measures or complacency in gathering intelli-
gence about the extremes to which other companies or countries might go to gain an advan-
tage through espionage.
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Sabotage: A Deliberate Act Causing Destruction, Disruption,
or Physical Harm

In today’s interconnected and networked economy we hear almost weekly of companies’ or
governments’ having their proprietary data compromised by outside entities, more often than
not causing financial havoc for their clients and customers. (For more details, see Chapter 6, on
cybersecurity.) With respect to the insider threat, the change from a trusted employee or con-
tractor to one who turns saboteur follows some of the same elements found in Cressey’s fraud
hypothesis but generally is without the financial drivers found in fraudulent events. Often what
motivates saboteurs is dissatisfaction with the work environment, lack of promotion, underap-
preciation, unkept promises made by management, ethical values or beliefs, downsizing of the
labor force, and plant closures. They can sabotage company facilities or systems, cause envi-
ronmental damage, compromise research projects, and possibly cause personal injuries. Risks
posed by these insider threats are significant, and the fallout from the outcomes may extend to
adverse corporate publicity, discrediting of a brand, and possibly loss of shareholder value.

Infiltration through the Contracted Workforce

Companies are continually focusing on becoming more efficient and productive, improving
shareholder values. They increasingly are relying on outsourced, offshore, contingent, and
temporary workforces to perform roles that are not in their core expertise. For example, some
work can be performed by other firms less expensively because of their large labor pools and
scale. Some work is short-term in nature and does not lend itself to full-time employees. Other
work can be performed in other regions where labor costs are less expensive. And some work is
so specialized that outside experts are needed to fill a talent void. Though such sources of labor
play an important role in controlling top-line expenses, efficiencies, and productivity, they also
provides a convenient method for those wishing to do harm through infiltration, resulting in
acts of espionage or even sabotage. Companies using contract labor pools often entrust the
hiring and engagement process to a third-party agency or firm specializing in the type of skills
they are looking for. The contracted employee is usually not provided the benefits or amenities
of the full-time corporate employee, and over time, this may cause a pressure situation, driving
the contracted employee to contemplate a malicious act. In another scenario, the contracted
employee may have sought the temporary position with a particular firm with the express
intention of infiltrating the organization for reasons of espionage or acts of sabotage. A cou-
ple of theories behind these potential avenues of access is that the hiring process for the con-
tracted resource is not as stringent as that of the corporate employee, or there is no allegiance
to the hiring company. In some cases, contracted employees having specialized skills may be
given similar access to data, facilities, and projects without higher scrutiny. Additionally, a
person whose intent is to infiltrate an organization for espionage or sabotage may simply seek
employment through a contracted service provider for a lower-level position—for example, a
custodial role (not to single that role out, but access to many areas of a company are granted to
custodians, often at night when few others are around, resulting in the classic motive, means,
and opportunity).
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Employees as Targets

Human capital risk typically is focused on managing the internal risks or the insider threat
posed by employee actions or behaviors. There are, however, instances in which an employ-
ee’s work, position, or function within the organization, places the employee or the employee’s
family at risk or harm from outside organizations or groups whose beliefs do not align with
that of the company, especially if the public becomes aware of the organization’s work through
publications or presentations. Such groups might include environmental groups, animal wel-
fare groups, anti-abortionists, civil rights organizations, and others. These groups can be seg-
mented into three broad categories of belief and strategy:

e Those who believe the given issue is harmful to society and promote a strategy of public
education, information, and vocal but peaceful political action

e Those who believe the issue presents an illegal activity and promote a strategy of public
demonstration, media manipulation, and propaganda

¢ Those who believe not only that the issue is illegal, but also that action up to and including
violence is justified in opposition to it

The strategies of this latter group include violent confrontation, infiltration, vandalism,
arson, physical attack, identity theft, threats, harassment, and intimidation directed at compa-
nies, employees, and sometimes employee families.

Generally, the activities of the majority of these groups fall into the first and, to a lesser
degree, second of these categories. Usually groups such as these are vocal but peaceful, and
their methods of action are directed through public education, information, peaceful public
demonstration, and political action. As in most things human, however, there are fringe ele-
ments from such groups whose actions become extreme, usually through direct confronta-
tion, obstruction of employees, vandalism, arson, physical attack, identity theft, harassment,
intimidation, and, possibly, unfriendly visits to employees’ homes. This, of course, may place
a targeted employee and possibly his or her family at some degree of risk. In one incident in
the UK, a group of extremists broke into the home of a pharmaceutical research executive and
physically beat him. In the United States, some groups have made intimidating threats to tar-
geted employees and their families at their homes.

It is important to be aware of these unlikely but high-consequence risks and to apply con-
sistent and objective criteria to identify employees who are risk from fringe elements and to
take preventive measures. Some of these measures may include security briefings on potential
threats at locations of future business engagements, as well as security assessment of a resi-
dence to identify vulnerabilities and recommend cost-effective measures for mitigation.

The number of employees at risk can be expected to be very small. Nonetheless, a company
should include a review of the environment in which it operates to assess the risk of employ-
ees’ being targeted.

Hostile and Aggressive Workplace Events

Hostilities, harassment, and physical aggression of varying degrees—including the most
feared, an active shooter—can be triggered for any number of reasons. These may include
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domestic issues not related to the workplace, personal bias, belief of unfair treatment, jeal-
ousy, drug and alcohol abuse, plant closure, and termination—whether for cause or as part of
a reduction in force. This is an important consideration when developing a human capital risk
management plan. Though all these examples above can result in malicious acts toward other
employees and company facilities, behavioral signs toward coworkers, supervisors, and man-
agers can sometimes preempt an event. We will discuss these points in a subsequent section.

Managing Human Capital Risk

The management of human capital risk is a very important part of an effective risk manage-
ment and compliance program. However, because of the complex interactions and involve-
ment of many groups in the company, it can end up ill defined.® Companies can also fall into
the trap of thinking We've never had an incident before, so why worry about it? This line of
thinking is usually accompanied by poorly written policies on fraud protection, infiltration,
and violence prevention and exposes the company to losses and employees or contractors
to risk of injury or worse. Within the United States, this line of reasoning may expose a com-
pany to legal risks under the Occupational Safety and Health Administration’s requirement
that employers must maintain a safe working environment. Similar requirements exist in most
countries (see Chapter 3 on health and safety risk for more information).

A company may manage some of the risks about which we have spoken through a variety of
controls:

e Changing the culture of the organization

e Proper pre-employment screening for employees and contractors

e Effective physical security and information security practices and procedures

¢ Employee awareness training programs to understand, recognize, and respond to risks in
the organization

¢ Well-designed termination processes

e Management of the employee life cycle

Changing Culture

The likelihood and consequences of human capital events may vary from company to
company, industry to industry, and country to country, but avoiding risk altogether is not
possible, for employees and contracted resources are truly what make business run, and they
need access to tools, resources, and data to work effectively. The most effective way to reduce
risk is to change the culture of the organization. Changing the culture of an organization with
respect to the three major elements of human capital risk requires a commitment from the
human resources department to focus on the life cycle of employees. This starts with hiring
and progresses through career management, employee assistance, and termination. It should
include employee and contractor awareness training—not only for security issues, but also
threats to the business from malicious cyber activities and the red flags that colleagues may
exhibit before physical acts of aggression sabotage or theft.



Chapter 9°* Human Capital Risk: The Threat from Inside 131

In this way, employees and contractors become the neighborhood watch that assists orga-
nizational security. Additionally, it is wise to develop comprehensive physical security poli-
cies and practices that match responses to given levels of risk and threats, as well as to develop
proactive procurement policies with suppliers and contract labor organizations whose hir-
ing practices closely match those of the company. Let’s look at these concepts in a little more
detail.

Employee and Contractor Screening

Though employee and contractor screening processes do not completely eliminate the poten-
tial of the insider threat—after all, many of the malicious events we have described occur after
employees and contractors are firmly entrenched within the corporation—good screening
programs and process are a key first-line risk control for preventing the potential damaging
outcomes associated with human capital. Weakness in the initial vetting process, coupled with
poor employee life cycle management can result in loss of intellectual property via theft or
employee turnover, harm to reputation, loss of capital assets, financial loss, delay of product to
market, workplace violence, or damage to the company’s reputation.

Basic background screening for all applicants may uncover several red flags that can help in
making the best hiring decision. One example of a red flag is inaccuracy in résumés and tran-
scripts. A New York Times article titled “Fudging the Facts on a Resume is Common, and also
a Big Risk”® reported that in one study, 43 percent of more than 1,100 résumés examined had
one or more significant inaccuracies. These inaccuracies may be deliberate on the part of a
prospective employee trying to hide prior associations or activities as part of a quest is to infil-
trate a company. Other red flags that can be inferred from the résumé include: frequent or sud-
den job changes, particularly those that involved relocation, unexplained gaps in employment,
inconsistent educational background, and previous role having a higher salary, complexity,
or skill level. The basic background screen will also indicate a criminal record check, which
is done under the rules and regulations of the Fair Credit Reporting Act (or similar legislation
outside the USA) through a third-party consumer reporting agency. This information allows
you to compare what the prospective employee wants you to hear versus what is truly in the
record and provides opportunity to probe for an explanation. In any case, though there may be
reasonable explanation for such anomalies, companies should have zero tolerance for falsified
or information or information that an employee cannot explain.

An enhanced screening exercise may be a consideration for reducing human capital risk
in specialized areas of a company where the work may be of high intrinsic value and subject
to a higher risk of infiltration. Some examples of these include leading-edge technologies for
defense or commercial application, rare earth metallurgy, proprietary manufacturing pro-
cesses, computer component fabrication, pharmaceutical research, and software design.
These decidedly focused fields have a high degree of competitive risk, may involve national
defense-related interests, or may be the subject of intense public or special-interest opposi-
tion. The enhanced security screening includes a more thorough review of the results of the
standard background documentation and may include interviews of relatives and friends,
credit checks, and a comprehensive Internet search looking for associations and affiliations.
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This additional security measure is designed to identify any individual whose current or
past activities, history, or associations may present a risk to company business or existing
employees. Results of enhanced screening process may include the following:

e Past or present association with partisan groups having a history of protest, ridicule, or
violence against a particular business sector.

e Arrests related to activities conducted with the aforementioned groups, or other criminal
activities.

e Record or evidence of harassment or threats made to individuals associated with prior
employment. These threats may have been extended to the targeted individuals’ families or
property.

e Name showing up on a dissenting group’s website or on industry-specific watch lists.

e Educational qualifications in excess of the current job requirements and/or frequent job
changes within an industry in similar lower-rated jobs.

The enhanced screening process may also be used for existing employees whose job
requirements change and who now require access to sensitive, higher-risk areas.

Screening of contingent and contracted workers helps ensure that supplier and vendor hir-
ing practices are in line with that of the company. Though it may be satisfactory for contract
agencies to use their own third-party screening services, coordination with supplier human
resources departments about expectations of the scope of the background screen is important
for building a trusting environment in which employees and contractors work side by side. In
the case of the enhanced screening process when the work to be contracted requires access to
sensitive areas, it is recommended that the contract agencies use the same screening vendor as
the hiring company. This ensures that the background information is researched and analyzed
in a similar manner. If any red flags surface, they can be discussed between the company and
hiring agency for follow-up discussions with the prospective contract employee.

For key positions, companies may wish to include noncompete clauses in the hiring
documentation signed by employees to prevent the loss of key information or technology.
Though this latter point is no guarantee of protection of intellectual property, it does provide
a reminder to employees tempted to market internal company knowledge after a separation,
and may provide some recourse if they do.

The screening practices discussed above may be carried out by the company itself but
are generally carried out by third-party employment screening firms, among which there are
numerous choices. For the enhanced screening program, the breadth and depth of the work is
generally very specific and the parameters should be carefully defined between the company
and the service provider. In any event, the results are never simply pass/fail. Usually a report
should be made available for inclusion in the hiring decision. When examining the costs/
benefits of setting up such programs in-house or through a service provider, the company
should look at its own expertise in the process and at the volume of work to be performed.
Outsourcing the service to a reputable provider may be preferable to costs of self-performing
the work and even more cost-effective if volume contracts are negotiated. In either case, the
company must work closely with its legal counsel to ensure that screening parameters are
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within all local, state or provincial, and federal or national laws governing the searches. Third-
party providers typically will have more experience in the process and can put a layer of pro-
tection between the prospective employee and the company should any legal issues arise. For
screening services in foreign countries, local firms having expertise and knowledge of specific
laws governing privacy are recommended.

As an example of laws regarding background investigations, third-party services in the United
States are subject to the limits of the Fair Credit Reporting Act (FCRA), in addition to many other
local regulations. The FCRA includes a background screen as a consumer report. It establishes
very specific parameters for the acquisition and dissemination of pre-employment search results
and applies to items such as criminal records, past employment history, and educational veri-
fications. Though adherence to the FCRA is primarily a third-party screening resource matter,
the company requesting the work must also certify in writing that the information received is for
employment purposes only and that it will not use it in violation of federal or state equal oppor-
tunity laws. Within this law, the employer must provide a distinct disclosure to the applicant that
the report is for employment purposes only and request his or her written consent authorizing
the background screen. This authorization is separate from any other pre-employment docu-
mentation and is made available to the third-party screening firm to begin the process.

Should the company decide not to hire the applicant as a result of adverse information in
the report, it is required to provide the applicant with a copy of the report and the right to dis-
pute the findings of the report. This is a technical process and, as already seen, can be very
complicated; the key points here are to be cognizant of the laws pertaining to the location of
the business and to do the search right and do it legally.

Companies may find that cooperative arrangements with respect to screening or mandates
with other suppliers may be a point of contention. An example of this may be with unionized
labor, or with work councils in some other countries. A specific union or local may provide labor
vetted through its own processes. These results may not be subject to review or discussion by the
company requesting the labor. When bidding projects or contracting labor under these situa-
tions, preliminary due diligence by the hiring company regarding supplier vetting and bonding
is recommended. There are exceptions in which a service provider may have control of the back-
ground screening in an organized labor situation. For example, in the contracted security indus-
try, many large suppliers of these services must hire unionized labor as a result of country, state,
and local labor decrees; however, the security service provider has full control of the background
investigation to satisfy state or local licensing requirements for the specific positions.

Over the past twenty years, the personnel testing industry has witnessed a marked increase
in psychological test usage for job selection, promotion, and placement.” The decision to use
these tests to augment typical screening programs is made on a company-by-company basis;
much of the testing is done as an aid to determining personal integrity. Integrity testing is
highly specialized, and there are three major publishers of tools for these activities—Pinkerton
Services Group (formerly the Stanton Corporation) in Charlotte, North Carolina; Reid
Psychological Systems in Chicago, Illinois; and London House Incorporated, in Park Ridge,
Mllinois.? If fraud is a risk, and in cases in which trust is critical, companies may wish to include
this testing in their screening and overall hiring processes.
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Security Policies, Procedures, and Systems

Detection and prevention measures carried out through physical security policies, procedures,
and practices can play an integral role in managing human capital risk as well as managing
insider threats. The simple practice of visibly wearing an identification badge can go a long way
to ensure that the wearer belongs where he or she is. Appropriate visitor management practices
also insure that nonemployees and contractors do not have free reign within a facility. Sensitive
areas in the corporation, particularly those where disruption from infiltration and deliber-
ate acts of sabotage or espionage can cause financial loss, pose a threat to other employees,
or bring reputational discredit, must be viewed as high-risk and be appropriately protected.
Recommended strategies for these sensitive areas may include provision of multiple layers of
security around the high-risk spaces, with unique identification for authorized employees and
contractors required for at least one of the layers. Additionally, systems for accountability for
specialized equipment or documentation, review of requests for access, and duration of access
to these areas must also be developed in support of the higher security levels.

Security policies, whether they be physical or logical (those pertaining to information sys-
tems), should clearly state the consequences to the employee of violation and be reinforced by
similar human resource policies.

Awareness and Training

Securing the workforce by implementing awareness and antirisk activities is often an organiza-
tion’s best opportunity to thwart insider threats.” Some practical examples of training activities
include the following:

e An awareness program for employees describing potential external threats to the
organization—for example, the potential for economic espionage.

e A program that develops an understanding of the risks the company faces from both inside
and external threats.

e Aheightened awareness campaign on the restricted use of cameras and other photo-
capable devices in highly sensitive areas.

e Awareness programs designed to protect company assets and employee safety while on
travel assignments. This is usually accompanied by intelligence gathering of potential risky
locations through the world. (See reference to OSAC at the end of the chapter for more
information.)

e Awareness of protection of information policies, including information classification
systems, access and destruction protocols, and the proper protective measures for
company-provided computers, laptops, tablets, phones, and the like.

e Programs that raise employee awareness of physical anomalies in the workplace as well as
behavioral indicators that may foretell a malicious event. In other words, use the workforce
as multiple sets of eyes and ears, ensuring that every employee is knowledgeable of the
proper course of action should he or she detect something.

e Provision of training to key supervisory personnel in the management of aggressive
behavior to recognize, reduce, and manage violent conduct.
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The latter point is not meant to turn employees into hostage negotiators, nor law enforce-
ment personnel, but rather to provide effective and compassionate methods for dealing with
anxious or aggressive people, better understanding nonverbal signals that a hostile person
may exhibit, and potentially delaying the onset of a violent act until appropriate response per-
sonnel can be summoned. For more information on such programs, see the references section
at the end of the chapter.

Employee and Contractor Life Cycle Management

Though background screening is a key element for managing human capital risk, it is only the
beginning. A process known as identity management, which tracks the life cycle of employ-
ees and contractors from date of hire through termination of employment, is a key element of
minimizing risk over time. Proper employee onboarding (the activities associated with bring-
ing an employee into a company, training the employee, and providing the employee with
resources and equipment necessary to perform his or her role) and offboarding (disengagement
of an employee from the company and recovery of assigned assets and access) processes link
people, job history, assets, physical and virtual access, and training to a unique identifier cre-
ated during the hiring process, and follows them through their employment history. These sys-
tems coordinate new employee integration into the company for the hiring managers, resource
administrators, and key service providers. They provide a single interface for initiating and
reviewing employee and contractor job-related service requests for assets, IT resources, and
physical access to selected areas of the facilities, as well as the level of training required to per-
form a job. These end-to-end systems track everything concerning an employee’s activities dur-
ing his or her term at the company, which reduces the risk of physical property’s and intellectual
property’s leaving the company upon termination (whether termination for cause or voluntarily)
by ensuring that system access and data is properly accounted for and that all access is removed.

Terminations

The process of termination is generally sudden, emotional, and life-changing and may trigger
an unplanned response, whether immediately upon notification or after the affected employee
has had time to reflect. For these reasons, terminations should be well planned. The tim-
ing should be chosen to protect the affected employee from embarrassment and to minimize
interactions with other employees—for example, at the beginning of the week, after the work-
day has started, to minimize interaction with others, or at the end of the day or week, when
most employees have already left. In many cases, the end of the week is preferable, for it allows
the affected employee time to reflect and, it is to be hoped, cool down while the company is
closed for business. '’

Sometimes a company may choose to have a second person in the room during the dis-
cussion, but that should be carefully weighed against the possibility of the affected employee’s
feeling overwhelmed and becoming belligerent, defensive, or hostile. A representative from
the security group should be present and stationed unobtrusively in the area, not directly
in the room, in the event of an altercation. It is also good practice for the person leading the
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discussion to take a position close to the door to avoid being trapped if the discussion turns
violent, as well as to have easy access to security personnel if needed.

At the conclusion of the discussion, security should collect the employee’s identification
access badge and vehicle pass, then escort the terminated employee to his or her vehicle or
off the premises. The termination process plan should also make provisions to remove physi-
cal and logical access to the company at the same time as the discussion. Physical assets used
by the employee should be identified and collected as quickly as possible. Retrieving personal
effects from lockers and workspaces can be emotional for the terminated employee and is
best done in the presence of a supervisor and observer after the termination. Should the situ-
ation be too emotionally charged, arrangements for retrieval can be made at a later time. As
a final thought on terminations, if the company had a nondisclosure agreement in place (as
discussed in the section on employee screening), this would be the time to remind the affected
employee of that pre-employment agreement.

Conclusion: An Integrated Approach to Managing
Malicious Human Capital Risks

Within a corporation, “almost everything that can go wrong has a human capital compo-
nent,” according to David Creelman of Creelman Research.!! We have provided several areas
of risk, particularly from the perspective of the insider threat in which the underlying cause
is instigated through human capital. We have also discussed several methods to mitigate and
manage those risks. However, solutions that are not integrated holistically across the entire
workforce will be less effective as a human capital risk management strategy. In their white
paper “Building a Secure Workforce,”!? authors Gelles, Brant, and Geffert propose establish-
ing a workforce culture to manage risk. The cultural awareness is developed through training
programs that develop an understanding of red flags for aberrant behaviors, the threats posed
by insiders intent on causing turmoil, strong intelligence gathering, and communication of
potential risks. This is augmented by sound policies on hiring, physical security, and infor-
mation security. Last, a strong legal group should provide guidance to ensure that all policies,
procedures, and practices comply with local, regional, and national laws. The sum of these
initiative forms a balanced and integrated approach to manage risks associated with human
capital. It is only through integrated thinking and the willingness of the corporation to make
this a key risk management strategy that a more secure organization and workforce can be
achieved and the threat from the inside minimized.

Notes

1. The term contracted resource will be used in this chapter to denote all human corporate resources not classified
as direct employees, such as contingent, temporary, outsourced, and offshore workforces, supplier resources, and
those used in the execution of the supply chain.
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10:::
An Aggregated Approach to
Risk Analysis: Risk Portfolios

Steven Miller

The Challenges of the Traditional “Siloed” Approach
to Risk Analysis

Corporations have traditionally delegated the risk management process to personnel with the
appropriate expertise in dealing with a given risk. Examples include cybersecurity and infor-
mation security risk management delegated to the IT department, financial risk management
delegated to the finance department, human capital risks delegated to the human resources
department, and so forth. As firms have faced new risks, the new risks have been delegated to
and managed by the resources in the firm that have the relevant expertise to manage the risks
(those resources are hereafter referred to as the risk owners). Hence a distributed, “siloed”
approach! to risk management naturally evolved over time. Each department becomes
responsible for risk management (as described in Chapter 1) of the risks within its silo.

While this approach has many advantages, it does have its flaws. When risk analysis is per-
formed within a silo (e.g., within the finance department), it can be challenging to optimally
prioritize risks for treatment, as individual departments often suffer from an inability to see
the big picture—to understand how the risks they manage affect the total risk of the firm? (i.e.,
earnings volatility). Let’s look at a real-world example to illustrate this potential problem.

In 1984, the finance department at Lufthansa, a German airline, implemented a hedge to
mitigate its foreign exchange rate risk. The company had just purchased a number of aircraft
from Boeing valued at $3 billion, to be paid upon delivery of the aircraft. Lufthansa “hedged
this exposure by acquiring a forward contract for $ 1.5 billion. Thus, if the dollar strengthened,
the firm would lose on its aircraft contracts (which would cost more in D-marks than when the
deal was struck) but gain on the forward contract. On the other hand, if the dollar weakened,
the firm would lose on its hedge but gain on the aircraft.”®

Taken in isolation, this approach by Lufthansa’s finance department makes a lot of sense;
currency fluctuations could dramatically change the ultimate cost (in deutsche marks) of
the Boeing planes to Lufthansa. Hence this hedge was designed (net of transaction costs) to
reduce by half the effect of exchange-rate risk. This is an excellent example of a department
effectively identifying, analyzing, and treating one of the risks within its silo. If all we were
concerned about was the effectiveness of risk management within the finance department
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FIGURE 10-1 An illustration of a distributed “siloed” risk management structure. Risks are delegated to a
department or operating unit having the appropriate topical expertise to most effectively execute the risk
management process. This figure includes only three hypothetical risk silos for illustration purposes, but in
practice, numerous departments or operating units are tasked with managing risks.

silo, then the analysis would end here. But if we are concerned about managing the risk to
Lufthansa’s earnings, then our analysis of this risk management strategy needs to delve a little
deeper. Would hedging this foreign exchange-rate risk still make sense if Lufthansa’s earnings
were highly, positively correlated to the relative strength of the dollar?

Lufthansa’s operating expenses (being primarily deutsche mark-denominated) eroded
profit margins to a greater extent when the deutsche mark was strong against the U.S. dollar
and other European currencies. Conversely, when the deutsche mark was weak, Lufthansa’s
earnings grew. Thus the contract to purchase Boeing airplanes was, in effect, a “natural hedge”
that helped stabilize Lufthansa’s earnings irrespective of which direction the exchange rate
(i.e., deutsche marks to dollars) moved. So with this new, broader risk management perspec-
tive, we are better able to evaluate Lufthansa’s hedging decision. The implemented exchange
rate hedge counteracted a natural hedge and, by doing so, actually had the unintended effect
of increasing Lufthansa’s risk.
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To draw an analogy, let’s imagine that you own a car that has serious mechanical issues. These
issues require you to take the car in for service on a regular basis, and the cost of these service
visits vary quite a bit. These random increases in expenses resulting from your auto’s mechanical
failures adversely affect the stability of your monthly disposable income. One day you decide to
buy a new automobile that comes with a warranty. Although it is admittedly an imperfect anal-
ogy, we can compare your purchase of a new vehicle to Lufthansa’s purchase of new Boeing air-
craft. In both cases, disposable income (or for Lufthansa, cash flows) will be more stable after the
purchase. To extend this analogy to Lufthansa’s decision to hedge exchange rate risk, one would
have to imagine that you would subsequently pay the automobile dealer a negotiated fee to elimi-
nate the built-in warranty. This extension of the analogy works in that you, along with Lufthansa,
have spent both time and money to increase the risk to your earnings over time. Although I
acknowledge that the notion of paying a fee to eliminate a warranty seems absurd, the idea of
implementing a hedge to increase a firm'’s volatility of earnings over time (as Lufthansa did) is
similarly irrational and, more important, may reasonably be expected to erode firm value.

To be clear, I am not suggesting that the Lufthansa employee who designed and executed
the hedge was behaving irrationally. To an individual operating within a silo, tasked with man-
aging solely the risks assigned to his or her silo, the strategy was appropriate. The suboptimal,
value-eroding outcome clearly resulted from the myopia of the individual operating from
within the walls of a silo; with the perspective of being enclosed within one silo, one cannot
envision what is taking place in other silos. Furthermore, one cannot readily determine how
an individual risk is contributing to the total risk of the firm—at least not until the firm starts to
develop a broader, more holistic picture of the firm’s risks.

The Benefits of an Aggregated (Risk Portfolio)
Approach to Risk Analysis

Firms have begun to take a more holistic approach to risk analysis, aggregating individual risks
into a portfolio (i.e., the risk portfolio).* Although it is true that this evolution in corporate risk
analysis is in part a reflection of firms’ desire to better recognize natural hedges, as discussed
in the Lufthansa case, the value proposition of aggregated risk analysis goes much further. By
forming and evaluating a risk portfolio, firms can begin to ask and answer a variety of ques-
tions: How much does this particular risk add to the total risk of the firm? Which risks are most
important to mitigate? How well does a risk treatment method reduce the total risk of the firm?
Are the risk treatment tools that we currently use most effective in addressing our firm'’s risk? In
summary, the formation of a risk portfolio enhances the firm’s ability to recognize and exploit
natural hedges, understand which risks are driving earnings (and cash flow) volatility, and
evaluate the effectiveness and efficiency of potential hedging instruments. Firms with these
capabilities gain competitive advantages as they become more expert and efficient at reducing
firm risk.

Recent academic research has examined the effects of adopting a holistic approach to risk
analysis within a sample of U.S. publicly traded insurers.® Researchers find that insurers began
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FIGURE 10-2 An aggregated risk portfolio RM structure. Risks continue to be delegated to a department or
operating unit having the appropriate topical expertise to most effectively execute the risk management process.
Risks that are identified throughout the organization are combined to allow for a more holistic approach to

risk assessment. More specifically, the firm’s risks are aggregated into a risk portfolio so that correlations and
dependencies can be evaluated, diversification (i.e., natural hedging) can be recognized, each risk’s contribution to
total firm risk can be examined, instruments used to hedge firm risk can be evaluated, the extent of hedging can
be evaluated, and so forth. Ultimately, the goal is to enrich the firm’s understanding of risks by allowing the firm
to ask better questions and make more informed decisions.

to adopt formal aggregated risk analysis programs in the mid-1990s. By 2008, 43 percent of
U.S. publicly traded insurance companies had adopted this approach. Regulators and credit
rating agencies have strongly encouraged the adoption of holistic risk analysis. For example,
A.M. Best started specifically evaluating insurers’ holistic approach to risk analysis in 2001.°
In addition, by 2005, Standard & Poor’s began evaluating an insurer’s ability to aggregate risks
for analysis as a critical factor in assessing the credit rating of the insurer: “Risk models are an
integral part of a robust ERM framework. They are used extensively to measure risk exposures,
test risk correlation and diversification, validate risk mitigation strategies, and quantify capital
requirements for a given risk profile... (and this evaluation criteria) covers... enterprise risk
aggregation across risks.”” Findings from academic research were consistent with the notion
that an aggregated risk analysis would make the insurers expert at reducing risk; the enhanced



Chapter 10 * An Aggregated Approach to Risk Analysis: Risk Portfolios 145

analytical capabilities would make risk reduction efforts more effective and efficient, resulting
in a lower marginal cost of risk reduction. Any firm seeking to maximize profits recognizes that
a lower marginal cost creates incentives to produce more units of that output (i.e., in this case,
produce more units of risk reduction) until the costs of producing the next unit once again
equal the marginal benefits. Hence, the additional expertise and efficiency in risk reduction
motivates firms to increase (at any given level of firm risk taking) their level of risk reduction
while simultaneously realizing increased profits. More specifically, researchers find that firms
adopting a risk portfolio to support risk analysis increased the ratio of return on assets over
annualized standard deviation of stock returns by two percent, and reduced observable risk
by 13.9 percent.? Furthermore, research also supports the notion that adopting a more holistic
approach would increase firm value (they were found to experience a 20 percent premium in
their market-to-book ratio of assets).’

Operationalizing a Risk Portfolio

Let’s explore an example of a risk-portfolio to gain a better understanding of how an aggre-
gated risk analysis might be operationalized, and of its usefulness to an organization.
Figure 10-3 provides us with a sample illustration of a risk portfolio (the figure also refer-
ences a sample risk portfolio analysis publicly disclosed by Endurance Specialty Holdings, a
Bermuda-based reinsurance company). The sample probability distribution aggregates the
various risks of the firm and illustrates how a firm can implement a risk portfolio analysis and

Probability
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Operating Results — $Millions

FIGURE 10-3 lllustration of a risk portfolio. An example of a risk portfolio (i.e., an aggregated risk analysis)
resulting in a probability distribution of operating profits. That is, the aggregate effect of all firm risks yields the
displayed probability distribution of earnings. Hence, a firm performing aggregate risk analysis has the capacity to
perform scenario analyses to evaluate different operational and hedging strategies and their resulting effect on
expected operating results. This is but one example of how aggregate risk analysis can enhance the firm’s ability to
evaluate risk managment (as well as operating and strategic) decisions.'”
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seek better understanding as to how a firm'’s risks impact earnings over time. Such a model
can help risk managers ask better questions: Which risks, net of natural hedging, are driv-
ing the potential losses in earnings (the left-hand side of the distribution reveals the most
severe negative outcomes as well as the negative outcomes with the highest probability)?
What hedging instruments would be most effective in mitigating the firm’s potential loss in
earnings? How would strategic decisions impact firm risk? How would changes in our operat-
ing mix (e.g., what products an insurance company sells) affect diversification within the risk
portfolio?

The development and implementation of a risk portfolio is typically overseen by a chief
risk officer (CRO) and is not designed to supplant the risk analysis being performed by the
risk owners housed within the various risk management silos throughout the organization. In
fact, to build the risk portfolio, it is essential to receive each risk analysis as an input. That is,
Lufthansa still needs the finance department to identify and analyze the foreign exchange rate
risk associated with the purchase of Boeing aircraft; after the risk is analyzed, it must then be
communicated to the CRO so that it may be incorporated into the firm'’s risk portfolio. Only
after all risks are incorporated can the analysis seek to appropriately recognize the diversifi-
cation (i.e., natural hedging) taking place within the risk portfolio. Furthermore, after the risk
portfolio is constructed, analysis can be performed to optimize the firm’s risk retention and
hedging strategies (e.g., avoid the Lufthansa blunder), aid the firm in evaluating strategic and
operational decisions, and develop allocations that incentivize behavior supporting the firm’s
risk-adjusted profitability objectives.

The development and implementation of a risk portfolio is meant to enhance a firm’s
understanding of its risks and, as a result, allow a firm to make better decisions that will
increase firm value. It is not intrinsically designed to replace other risk management activi-
ties or impair the firm’s ability to achieve other risk management goals, such as promoting life
safety, meeting safety regulations, or executing disaster recovery plans. And although the goal
in constructing the risk portfolio is to encompass the complete set of risks a firm faces, a matter
of practicality must be considered. A risk analysis of a pipeline spill, brand attack, cyberattack,
and the like can all pose serious financial consequences to the firm; other risks may be less
relevant in affecting the firm’s earnings volatility. Hence firms may reasonably apply criteria
to establish thresholds for risks to be included into the risk portfolio. So if a department’s risk
analysis finds risks that exceed the established thresholds, those risks are escalated to the CRO
for incorporation and analysis in the risk portfolio. As the firm develops its aggregate risk anal-
ysis capabilities, such thresholds can be adjusted correspondingly. Aggregate risk analysis can
be fairly considered as an additional layer of analysis that may be adopted in such a way that
the firm believes benefits are likely to exceed costs.

Constructing the risk portfolio can also highlight risks that reasonably defy modeling.
Technological disruptors to the industry or changes in competitive conditions are examples of
risks that are challenging to quantify and incorporate into models. Of course, similar challenges
may be posed by relatively small risks (e.g., the loss in productivity when a department manager
faces personal, family, or medical issues). When faced with such risks, it is important to acknowl-
edge that they exist and to incorporate those risks, when appropriate, in discussions with the rel-
evant risk owners. So to continue with the sample risks above, when reviewing the risk portfolio
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with the board’s risk committee, it is critical to recognize which strategic risks are not integrated
into the model and to incorporate those risks into the risk committee’s discussion.

Risks Associated with Implementing a Risk Portfolio

To develop such a sophisticated risk portfolio, advanced statistical models are used. It is criti-
cal to note the potential pitfalls of relying too heavily upon such modeling tools. As pointed
out by statistician George Box, “Essentially, all models are wrong, but some are useful”'' As
firms come to rely upon sophisticated technical tools to help them evaluate risk, there is a
tendency to be somewhat overconfident about the precision and the robustness of the capa-
bilities of such modeling tools. Hence it is essential that the potential for modeling error be
recognized and explicitly incorporated into the model itself. William Riker, a former president
of Renaissance Holdings, warns of what he refers to as “delusional exactitude”—*“the tendency
to imagine that models provide precise numbers that can be used to diversify or price cata-
strophic risk; these risks, by their very nature, defy exact measurement.”

Building the risk portfolio requires the firm to develop a common framework for evaluating
risk and attempt to apply this framework to all of the firm'’s risks. As described above, a gap in
the analysis arises thanks to the risks that seemingly defy objective measurement, and so these
risks may necessarily be excluded from the model. In addition, other challenges arise with the
risks that can be analyzed within the framework: How do risks correlate with one another, and
in what other ways do the firm’s risks interact? To take these issues one step further, the rela-
tionships between risks may vary over time: “While successful diversification reduces risk by
reducing correlation, it is hard to know what areas are correlated when. In times of great stress,
new correlations appear”!® Hence even when a firm feels it has sufficient data and analytical
tools to adequately address correlations and other risk dependencies, there are good reasons
to challenge whether the model “knows what it doesn’t know.”

The financial crisis generated a clear opportunity to evaluate the efficacy of an aggre-
gated approach to risk analysis. There clearly were failures. AIG provides us an example of a
firm that employed risk portfolio models that failed to adequately assess risk leading into the
2008 financial crisis. “The problem for AIG is that it didn’t apply effective models for valu-
ing the swaps and for collateral risk until the second half of 2007, long after the swaps were
sold, AIG documents and investor presentations indicate”'* While discussing the financial
crisis with PBS interviewer Charlie Rose, Warren Buffett humorously chimed in to express his
skepticism over the capabilities of models to adequately assess risk: “All I can say is, beware of
geeks... bearing formulas.” That said, there were also successes (that likely went unnoticed and
received little attention). The previously cited academic research finds that on average, U.S.
insurers that implemented a risk portfolio exhibited less volatility and greater risk-adjusted
profitability than those who did not from 1992 through 2008.

Making a Decision to Implement a Risk Portfolio

An important lesson to take away is that models of risk portfolios are not a panacea. Though
good theoretical motivations and strong empirical evidence support the hypothesis that
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aggregated risk analysis enhances firm value, one must maintain a healthy level of skepticism
about any specific risk model’s predictions. Like many tools, their effect is largely dependent
upon who wields them and for what purpose. The quality of the management team and the
risk management culture of the organization can play a significant role in how effectively risk
models are used.

With all the modeling risks described above, a firm may question whether it should even
attempt to implement a risk portfolio (from fear of making an error). This question seems
incomplete in its analysis of available options. I think a better way to frame the question is to
ask which scenario supports the firm in making better risk management decisions:

Scenario 1: Struggle to develop a quality risk portfolio that will ultimately help risk
professionals gain a deeper understanding of how risks are affecting firm performance.
This process helps you learn but requires that you manage the risks associated with what
we can anticipate will be an imperfect model.

Scenario 2: Avoid the risks associated with an imperfect model, but, in turn, sacrifice the
potential benefits associated with holistic risk analysis. Suffer the same inability to see
the big picture that was exemplified by Lufthansa.

Warren Buffett said you should beware of geeks bearing formulas; he did not say that you
should kick those same geeks out of the building and refuse to listen to their analyses. There
is much to be learned from the formation and analysis of a risk portfolio. When asked for his
thoughts on how the implementation of an aggregated risk analysis approach affected their
ability to achieve risk management goals, Mike Angelina'® stated, “[I]t helped us ask (and
answer) much better questions... it also allowed us to get a much better grasp on our return
on capital” The current state of academic research strongly supports the notion that aggregate
risk analysis enhances a firm’s ability to manage firm risk and increases firm value.
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Managing Common Financial Risks

Sibt-ul-Hasnain Kazmi

Financial risks lurk behind seemingly straightforward everyday business and personal deci-
sions. Businesses face financial risks that originate mainly from credit, liquidity, financial mar-
kets, interest rates, exchange rates, stock prices and commodity prices. Financial risks follow a
law similar to the law of conservation of energy, which tells us that there is no total change in
the amount of energy in the universe, but rather than energy simply changes from one form
to another, such as from potential energy to kinetic energy, or vice versa. On a macro level in
financial markets, risks are neither destroyed nor created. They exist in every business activ-
ity. They correlate, reinforce, or transfer from one form to another. On a firm level, they do not
follow this law. They can be hedged, minimized, shared, or simply transferred away.

Knowledge and assessment of financial risk, as for any other risk, is the first step towards
risk mitigation.

Types of Financial Risk
Currency Risk

Everyone faces currency risk every day without realizing it. It is quite natural to assume that
currency risk only occurs when purchasing a particular foreign currency. In most people’s view,
the home currency, the currency of their country of residence, is the safest currency bet they can
make because wealth is generally described in terms of one’s home currency. They consider
having currency exposure other than one’s home currency as a risk. But we still face currency
risk even if we don’t own foreign currencies or assets denoted in foreign currencies. Whenever
we shop for groceries, cars, or homes, or when we go for vacations, we face it. Products today
are imported either partially or wholly from foreign countries. The gasoline we put in our cars
is the simplest example of all. Residents of developed countries having stable exchange rates
face relatively less currency risk than those living in countries having volatile exchange rates or
developing countries where people often expect home currency depreciation. Exchange rate
uncertainty affects the cost of living and people’s consumption behavior at large.

We live in an interdependent world. The price of one’s home currency is relative to a bas-
ket of other currencies. What matters more than the absolute stock of wealth in one’s home
currency is the relative purchasing power to buy other countries’ products. Currency risk
affects different individuals and businesses differently, depending on their needs and nature.
According to economic theory, in the long run, currencies are supposed to revert to their
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equilibrium value; currency risk, according to the theory, should thus not matter. But in the
short run, currency risk does matter, because our daily lives and business decisions are short-
term in nature. Devaluation of the home currency may increase costs within, for example, a
financial quarter or year. Currency risk thus is part and parcel of life and business. That is espe-
cially true for businesses that operate in a multicurrency environment or that have an opera-
tional presence in more than one country.

Volatility in the prices of currency and commodity markets can strongly affect the perfor-
mance of an international portfolio of securities and businesses. Transaction risk is the cur-
rency risk associated with the delay between the entrance and settlement of contracts. The
greater the delay, the more time there is for two currencies involved in the contract to fluctu-
ate. Translation risk is another type of currency risk that occurs when companies with foreign
assets on their balance sheets convert them to the home currency. It is present even if foreign
business operations are stable or profitable.

Commodity Risk

Every business faces commodity risk, directly or indirectly. In periods of heightened finan-
cial and economic stress, commodity prices rise in contrast to declining values of other assets.
Commodities are a natural safe haven when investors run for shelter. For ages, gold has been
considered a store of value, something no less true even in today’s advanced and thriving
global financial system. To own a precious metal such as gold is itself a good risk management
technique for risk averse investors. Yet it also introduces additional risks.

A commodity is a tangible asset that is relatively homogeneous in nature. This homogeneity
is both a source of boon as well as bane for its users. Homogeneity has led to standardized con-
tracts. This has made buying and selling of commodities in financial market much easier. But it
has also added extra volatility and has contributed to quicker spread of sentiments across markets.
These commodities are mainly agricultural products, metals, and energy resources. Interestingly,
even banks and other financial institutions incur commodity risk. They trade in commodity-based
instruments, and they lend to businesses whose core operations are associated with both food
and nonfood commodities, such as metal, oil, and agricultural products.

Commodity prices are sensitive to business cycles and correlate positively with inflation (i.e.
a general rise in price levels). Commodity prices are also greatly impacted by short-term expecta-
tions about the global economy. Oil prices, for example, tend to decline when the world economy
is weak owing to weaker global oil demand. Commodity prices also reflect storability. Storability
enables commodities to be used as a hedge against unexpected inflation. Unexpected inflation
is the component of inflation that is not priced into people’s expectations about inflation. There
are surveys of expectations about inflation. Actual inflation that is not accurately anticipated in
those surveys and the fraction (above or below) market expectations may be considered a proxy
for unexpected inflation. The classic case of unexpected inflation in recent history was the great
recession of 2007-2008, when commodity prices crashed and then unexpectedly skyrocketed, as
did overall inflation. Some frontier markets, such as Pakistan, experienced inflation as high as 30
percent; consequently the Pakistani currency declined in value by about same percentage.
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The storable commodities are precious metals, industrial metals and energy. Their prices
rise and fall with unexpected inflation. Nonstorable commodities such as agricultural prod-
ucts (wheat, livestock, corn) are negatively correlated with unexpected inflation and the
business cycle. Both storable and nonstorable commodities have significant weight in the con-
sumer price index. But it is the storable commodities, such as metal and energy, that are truly
a hedge against the surprise of unexpected inflation. There is strong comovement between
storable commodities and unexpected inflation. From 1990 to 2004, the correlation coeffi-
cient or comovement among various Goldman-Sachs commodity indices such as GSCI, GSCI
Agriculture, GSCI Energy and unexpected inflation were 0.44, —0.27, and 0.46, respectively."?
Agricultural commodities cannot be stored, and they tend to have negative correlation with
unexpected inflation. Energy commodities can be stored; oil and gas indices are positively cor-
related with unexpected inflation.

Because of storable commodities’ correlations with inflation in general, they can be of use
in a risk management strategy, both for individuals and firms. Individuals can invest a fraction
of their wealth in gold, silver, or other precious metals. Businesses should consider commodi-
ties for diversification with respect to more traditional holdings of bonds and stocks.

Credit Risk

Credit risk is the risk of default by a counter-party, or by a debtor’s failure to make a promised
payment.

Credit spreads are indicators of default risk. Credit spreads are the difference between the
interest rates for a private security such as a corporate bond compared to the interest rate on
a relatively default free government bond. Higher oil prices in world markets may lead to a
recession that in turn increases credit spreads, as lenders worry that borrowers may have more
trouble repaying loans. But this is not uniformly the case. Suppose company A lends to an oil
company O. Rising oil price increase the oil company’s revenues, which makes it easier for O to
repay the loan, despite higher credit spreads in the market. Company O is thus negatively cor-
related with higher credit risk.

To safeguard against credit risk counterparty limits are the first line of defense. Counterparty
limits specify credit limits for each counterparty based on their credit rating.® Credit risk can
also be monitored by reviewing financial statements, credit scores and market information
about borrowers.

Liquidity Risk

Liquidity risk is when a financial instrument or investment can’t be sold—i.e., liquidated—at
a price agreeable to both buyer and seller. It results in fewer transactions. Illiquidity makes it
hard to determine fair market value. The size of the bid-ask spread as a proportion of the ask
price is frequently used as an indicator of liquidity risk. For many “over-the-counter” instru-
ments (or “OTC” instruments, which are privately negotiated) a more explicit transaction
volume and price (bid-ask spread) is harder to find, so it is hard to get an indicator of liquid-
ity risk. Valuation models rarely incorporate the liquidity risk in their estimates of fair value.



154 ENTERPRISE RISK MANAGEMENT

Liquidity risk can be serious, because even after mitigating market or credit risk, liquidity risk
remains. Long Term Capital Management, a hedge fund that lost $4.6 billion in 1998, failed pri-
marily due to liquidity risk because it was unable to liquidate its long and short positions at
a suitable price. (Ironically, two of the directors of the fund were Myron Scholes and Robert
Merton, who had shared the 1997 memorial Prize in Economic Sciences for their research on
determining the value of derivatives.) The value in the accounting books may not accurately
reflect the value at which the actual transaction takes place—or even whether it will take place.
Liquidity risk is particularly important in stressed business conditions.

Market Risk

Market risk is the risk of a loss in asset values resulting from adverse movements in inter-
est rates and stock market prices. Assessing market risk involves assigning the probability of
adverse market movements, their duration and volatility, and the magnitude of the potential
loss (consequences).

Value at Risk (or VaR) is a commonly used tool for quantifying market risk. The use of VaR
itself generates risk, because it treats historical frequencies as probability and erroneously
assumes the data generating process to be normally distributed with constant mean and vari-
ance. Markets do not have a constant mean and variance except over very short periods. The
VaR is a useful tool, but it should be carefully adopted and interpreted owing to its underlying
simplistic assumptions.*

Another market risk management technique is to stress-test the asset values. This involves
stress scenarios that could lead to unexpectedly high losses for the assets thanks to large unex-
pected movements in a key variable, such as commodity prices, exchange rates, yield curves,
or some combination thereof. Although these events are usually hypothetical or have a very
small probability of occurring, they have the power to unleash extreme financial destruction.
In these scenarios, liquidity risk multiplies and further erodes assets values.

Financial Risk Mitigation Strategies

Financial risk management is not necessarily about eliminating risk altogether. A large part of
it is about efficient allocation of risk across different lines of business. Although risk allocation
is a valid approach for managing financial risk, it may not be applied as a generalized approach
suitable for every form of business risk such as health and safety risk for workers. One does not
allocate the risk of being injured or killed: One either reduces or eliminates it. There are hedg-
ing strategies for allocating risk, as well as nonhedging strategies for reducing or eliminating it.
(Chapter 9 covered one of these, the portfolio approach to enterprise risk management.)

Behavioral Biases that Create Financial Risk

One of the most important strategies for managing financial risk is to be aware of behavioral
biases that cause people to make poor decisions that increase their financial risks. Many highly
learned and educated people assume away certain risks in their personal or business financial
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planning. A leading Canadian economist I know was nearing his retirement. He invested most
of his retirement assets in banking stocks. He defended his concentrated position by arguing
that he knew this industry very well. In his view, heavily regulated Canadian banks—which
survived the global financial crisis in better shape than most countries’ banks—carried less
financial risk than other sectors. The learned economist, like many other ordinary investors,
was susceptible to cognitive and emotional biases such as familiarity and overconfidence.
There is always a chance that the financial sector might underperform over his horizon of
investment. This could entail even greater uncertainty toward the terminal years of his invest-
ment horizon, twenty-five to thirty years down the road. Behavioral biases such as these can
potentially create substantial financial risks in personal and business planning.

The traditional theory of finance and economics conveniently assumes the perfect ratio-
nality of people in complex decision-making. But people are not, of course, perfectly rational.
With piles of information and uncertainty about future outcomes, individuals don’t synthesize
information perfectly rationally, nor do they devise perfect rules for optimal decision-mak-
ing. Their decisions are based on the limits of their rationality and their inherent biases. They
incorporate these behavioral biases while assessing financial risk. Hence perception of risk
varies across individuals.

There are two main categories of behavioral biases or errors: cognitive and emotional.
Cognitive errors may occur due to either faulty reasoning or lack of understanding in relevant
information processing. They can be moderated by education and better advice. Emotional
biases originate from the subjective feeling, intuition or impulses. It is said that greed or fear
drives markets. The cognitive or emotional errors are at the heart of these overreacting exu-
berant forces. Perhaps that’s why Warren Buffet said: “You want to be greedy when others are
fearful. You want to be fearful when others are greedy.”” It may also help explain why markets
remain overvalued or undervalued for the extended periods of time—for example, in an over-
valued housing market.

Cognitive Errors

There are two types of cognitive errors, belief perseverance and information processing bias. In
belief perseverance bias, people tend to stick to the status quo. They simply don’t process new
information. It’s hard for them to change from their earlier stated position. For example, if a
manager has arrived at a particular conclusion about a company she plans to acquire, she does
not revise it when she acquires new information, or she chooses only that part of the informa-
tion that confirms her conclusion and the beliefs that led her to it. Cognitive errors become
harder to correct if they comingle with emotional biases and self-esteem. People may defend a
stated opinion to preserve their self-esteem.

Information processing biases occur when people process information irrational or illogi-
cally. Examples of these biases are anchoring on a previous stated value and then adjusting
according to simple heuristics (as described in Chapter 1). Mental accounting® is another type
of cognitive bias whereby people tend to view different assets in different accounts as water-
tight compartments having no relation to each other. In contrast, modern portfolio theory
thrives on the concept of asset price comovement. (See Chapter 9 for more on the portfolio
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approach to risk management.) The portfolio approach to enterprise risk management (ERM)
is a method to correct such behavior. For example, in some companies, credit and market risks
are considered separate risks. There could be separate persons assigned in an organization
to monitor these risks. In stressed conditions, both these risks reinforce each other and thus
could result in higher financial risks to the enterprise. During economic pessimism, stocks lose
their value and credit spreads increase. Not identifying this additional risk of comovement,
particularly in a stressed environment, is an example of cognitive bias.

People may become captive to a particular frame of reference, making different decisions in
the same situation depending on how a problem or issue is framed. This is known as framing
bias.” If their frame of reference is too narrow, they can’t account for other available and useful
information. For example, focusing solely on short-term market price movement without keep-
ing the long-term trend in perspective is called a narrow frame. Someone having a narrow frame
overlooks the broader picture and takes risks without taking into account all the relevant fac-
tors. Narrow frames lead to mispricing of risk by overemphasizing the short-term market move-
ments without any reference to the long-term trend or the fundamental value of an investment.
Commonly used frames of reference, such as a few weeks or years or a 10-year high or low, tend
to make us think that data generating processes are stationary over these time periods. Financial
markets are nonstationary, and we can avoid this bias by simply looking at fairly long-term trends.

Emotional Biases

Emotional biases include loss aversion, overconfidence, regret aversion, and endowment,
which interact with decision making. They are harder to correct than cognitive biases, but hav-
ing knowledge of them is a first step toward better decision making. We all make decisions
based on emotional biases and personal preferences, such as buying a car based more on the
shape, style, and color rather than the engine and safety and other mechanical features. The
same coffee seems tastier in an expensive and stylish cup then in a cheap cup. But it is the cof-
fee, not the cup, that should matter.

Some emotional biases, such as loss aversion or overconfidence, can lead to more risk tak-
ing than someone’s risk appetite would otherwise suggest. The gambler who just lost a game
may tend to keep gambling to cover his losses, and winning gamblers tend to believe that they
will win consistently. Both carry on with more risk taking.

The “endowment effect”® is another interesting bias whereby people attach more value to
assets they already hold than to equivalent or better ones they could acquire. They undervalue
opportunity costs. My friend values his car more than mine although both cars are almost the
same in their specification and make. Endowment bias is the difference between the price
a person is willing to pay for an asset and the price at which that person is willing to sell the
same asset. Familiarity with one’s own endowment adds to the perceived value of the asset in
the owner’s eye. It also happens in the case of inheritance assets. Similarly, a research analyst
may value his own quantitative model more than the model of his colleague. Business manag-
ers and owners should be cognizant of this bias and objectively analyze the performance of
their operations lest they cling to their loss-making businesses longer than they should.
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Unhedged Strategies

Risk management is in reality good corporate governance. It is a continuous process subject
to evaluation and revision. Financial risk management revolves around following four broad
principles:

1. Return versus risk

2. Diversification

3. Discipline

4. Checks and balances

Return should be understood in terms of risk. That’s why concepts such as sharp ratio or,
more simply, risk-adjusted returns are taken into account to compare different investment
results. Sharp ratio is the excess return over risk free rate per unit of risk. The unit of risk is
defined in terms of average mean deviation of return, more commonly called the standard
deviation. Investment A, having lower 5 percent excess return and 8 percent standard devia-
tion, is better than the one having higher excess return of 7 percent with 15 percent standard
deviation. The Sharp ratio of A is 0.63 compared to 0.46 for Investment B.

Diversification is at the heart of contemporary finance and risk management. It is simply
putting eggs in different investment baskets that have low comovements among themselves.
A disciplined approach incorporating appropriate checks and balances ensures fairness and
avoidance of conflict of interests.

The risk management process of the typical treasury of an investment firm embodies these
principles. The corporate risk management function determines risk limits. There are usually
three offices: front, middle, and back. The front office trades while back office settles trades.
The middle office is responsible for overall monitoring of various risks and internal controls
emanating from the trades of front office and the settlement operations of the back office. The
back and middle offices are fully independent of the front office. They monitor the trading
activity of the front office to ensure a smooth and collusion free environment. Breaches of the
various risk limits are reported directly to upper management. Defining, devising, and moni-
toring these risk limits encompasses the assessment and mitigation of risk.

Hedging

Risk management should never be considered an exercise to eliminate financial risk altogether.
We cannot eliminate some risks in business, but we can manage and mitigate them through
hedging. Hedging means to protect against potential losses by simultaneously holding an asset,
or a liability position, or a commitment that cancels the effect of adverse price movement of the
initial asset. Perhaps the simplest hedge to understand is insurance (covered in Chapter 11).
If you are unfortunate enough as to have your house burn down, your insurance covers the cost
of rebuilding it and also pays for your temporary living expenses. An active currency position can
be hedged by selling an equal amount of the same currency in the futures market. This can be
easily done by buying or selling forwards or future instruments of the same currency. Futures
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and forwards are the financial instruments that make commitments to buy or sell the underlying
commodity, such as currency in our example, at an agreed future date at a contracted price.

I will illustrate this with a simple example of hedging currency risk. Let’s say Mary lives in
the United States. She has 10,000 euros in cash receipts due at the end of next three months.
Presently the exchange rate is 1 EUR = 1.25 USD. If the exchange rate between the euro and
the U.S. dollar remains the same, by the end of third month, Mary may convert 10,000 EUR to
12,500 USD. However, Mary expects the euro to depreciate in exactly three months to 1 EUR =
1.10 USD. This means that Mary will only be able to get 11,000 USD at the end of three months
and would have to bear the loss of 1,500 USD at that time. To avoid this loss, Mary decides to
hedge her currency risk. A hedge could involve selling the future receipts of 10,000 euros now
with the help of a three-month euro future or forward contract. The monetary transaction
will be settled at the end of three months, but a commitment to sell those is made as of today.
Thus Mary sells 10,000 EUR in futures through a currency forward agreement with a local bank
at the 3 month forward exchange rate of 1 EUR = 1.20 USD to be settled at the end of three
month. Mary thus ensures the amount of 12,000 USD and manages to reduce the probable
loss to 500 USD. This is called a fully hedged position, because Mary hedged the full amount
of 10,000 EUR. The 500 USD is the cost of that hedged (certain) outcome for Mary. In this fully
hedged position, she will get 12,000 USD despite variation up or down in the exchange rate.

Full hedging may not always be the desirable strategy. Its cost is the foregone upside poten-
tial in addition to other administrative costs. If, in the above example, the euro appreciates
instead to 1 EUR = 1.30 USD, then for Mary the upside potential of getting extra 500 USD is
foregone. It is prudent to fully hedge sometimes, yet not prudent at all times. If Mary hedges
5,000 euros instead of the full amount, the hedging cost for her lowers to 250 USD. If now the
euro appreciates afterward, she gains 250 USD on the remaining unhedged 5,000 euros. That
exactly covers her cost of hedging. This is called the partial hedging.

In another situation, if Mary is very certain that the euro will appreciate in the next three
months, then she does not need to either fully or partially hedge. Hedging is like carrying an
umbrella in the rain. If the forecast is for sunny weather, she does not need an umbrella at all.

Similarly, firms can hedge depending on their ability and willingness to take risks and their
future expectations about exchange rate movement. A risk manager has to trade off between
the costs and benefits of hedging. Purchasing power parity suggests that currencies “mean
revert” to their fair value in the long run—i.e., they adjust to their true underlying value. Hence
fully hedging currency risk does not add value in the long run. This long run, however, could
span more than a decade. But the time horizon of business managers is frequently less than a
year. And they are highly risk-averse to the volatility in foreign exchange rate movements. They
are more likely to fully hedge most of the time.

Hedging may also be done by selling or buying assets of different types that have same or
opposite comovement with the original asset price. This is called cross-hedging. For exam-
ple, suppose Mary can sell 12,000 Swiss francs (CHF) in forwards, and the 3 month forward
exchange rate (as of today) is 1 EUR = 1.2 CHE Until recently, the euro and Swiss franc enjoyed
almost perfect positive correlation with each other owing to the Swiss central bank’s artificial
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peg with the euro. For the purposes of this example, I assume that this positive comovement still
exists. Mary may decide to sell the Swiss francs against USD (instead of the euro) at the available
rate of 1 USD = 1 CHF to cross-hedge her currency risk against euro depreciation. Suppose now
that both the euro and the Swiss franc depreciate against the U.S. dollar just after the transac-
tion. If Mary loses because of depreciation of the euro, she avoids loss because of her earlier sale
of Swiss francs at the past higher price. In this way, she is fully hedged. Mental accounting may
cause managers to ignore this vital comovement between two different currencies.

One can hedge risk in one’s daily life as well. Sometimes there are natural cross-hedges
available and at other times we can find them with a bit of work. The depreciation of the
Canadian dollar when oil prices dropped in 2014-2015 provided Canadians with lower gas
prices for their cars and lower consumer prices that offset, to some extent, the higher prices of
imported products due to depreciation.

You should bear in mind that hedging may inadvertently introduce additional risks, such
as credit risk. For example, Mr. Smith is concerned about the mortgage payments on his house
in the event of an increase in interest rates (i.e., the interest rate risk). His mortgage payments
are based on a variable interest rate that is reset’ every six months on the basis of changes in
the benchmark rates, such as the prime rate of banks. Because he has a floating rate liability
(i.e., the variable mortgage payment), he needs to hedge his liability by owning a floating rate
income-generating asset that could match and pay his payments. Assume that Smith can bor-
row at a fixed rate and invest the proceeds in a floating rate corporate bond that pays a float-
ing rate interest. The interest income from floating rate corporate bond may be matched with
variable mortgage payments, and he, by design, manages to convert his initial floating rate lia-
bility to a fixed rate loan payment. Another option is that he may rent a basement or a room
in his home to generate rental income that could also partially or fully pay his mortgage. This
whole scheme of things falls apart for Smith if either the issuer company of the corporate bond
defaults or his tenant fails to pay regularly.

This is a simplified example of an interest rate swap, which companies use to hedge interest
rate risk. In general, a swap is a private contract between two contracting parties wherein one
swaps the return of a position for a return commitment from another party. The swaps, as in the
example of Mr. Smith, may also give rise to credit risk if the counterparty defaults. Thus a holis-
tic approach should be adopted while developing the overall hedging strategy. Our risk man-
agement strategy is as good as our understanding of the risk and its associated hedging process.

Notes
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indicates negative comovement: When one goes up, the other goes down, and vice versa. Zero means no
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3. Credit ratings are usually lagged. Forward-looking expectations about emerging risks demand that risk managers
be proactive.
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The Role of Insurance in Enterprise
Risk Management

Greg Niehaus

The purchase of insurance is just one method of treating or modifying risk, but it is a very
important method. For example, in 2012, U.S. businesses purchased more than $126 billion
of commercial insurance.! This chapter will examine the role of insurance in business risk
management, primarily from a shareholder value maximization perspective. That is, most of
the discussion assumes that the objective of risk management is to increase the value of the
company to its owners. Consequently, risk is defined as the effect of uncertainty on value. This
approach requires a brief discussion of the determinants of value and how value is affected by
uncertainty, which is presented in the next section.

After the section on the determinants of value is a brief discussion of the supply of insur-
ance—i.e., the factors that affect insurers’ willingness to provide coverage and the factors that
affect the price of coverage. Understanding insurance from the supplier’s perspective can help
businesses make better insurance coverage decisions.

The chapter then examines factors that influence the demand for insurance cover-
age by publicly-held companies. Modern finance theory suggests that publicly traded cor-
porations should focus on whether having insurance would positively affect the firm’s
expected cash flows. This, in turn, largely depends on whether not having insurance would
significantly increase the likelihood of financial distress or prevent the firm from having the
funds needed for future investment. Other factors that should also be considered are whether
the insurer provides valuable claim processing and loss control services, whether insurance
is required by regulation, and whether having insurance is demanded by other contractual
parties.

All else equal, closely held companies are likely to demand more insurance coverage than
publicly held companies, because the owners are less likely to hold diversified portfolios. The
lack of diversification is likely to lead to a lower risk tolerance and/or risk appetite. Similarly,
managers of companies are less likely to be diversified than the owners of publicly held com-
panies. Consequently, to the extent that managers act in their own interests as opposed to
owners’ interests, managers could demand more insurance coverage than would be optimal
for shareholders.

161
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Table 12-1 Illustration of the Discounted Cash Flow (DCF) Model

Row Year 0 1 2 3 4 5

1 Expected Cash Flow $1,000 $1,000 $2,000 $2,000 $2,000
2 Present Value of each Expected Cash Flow" $909 $826 $1,503 $1,366  $1,242
3 Value of Firm $5,846

“Each cash flow is discounted using a 10% discount rate.

Risk and Value
Determinants of Value

A widely used, yet simple model that provides insights about the determinants of value is
the discounted cash flow (DCF) model.> This model implies that firm value equals the pres-
ent value of the expected net cash flows generated by the firm over the life of the firm. That
is, the value a firm today is equal to the sum of the cash flows expected to be generated by the
firm each year, where each future year’s expected cash flow is increasingly discounted the far-
ther into the future it occurs. Table 12-1 provides a simple example for a firm that is expected
to generate cash flows for five years. The numbers in row 1 are the cash flows that the firm is
expected to generate each year. The second row gives the discounted value of each of the indi-
vidual cash flows using an assumed (somewhat arbitrarily) discount rate of 10 percent. The
third row gives the sum of these discounted cash flows, the value of the firm according to the
DCF model.

For readers who wish to understand how discounted cash flow is calculated, the following formula
will be useful:
In general, the DCF model implies that the value of the firm today, V,, is equal to

_ E(CE) 4 E(CE,) + E(CE,) 4.
+0' Q+r? (Q+r)

0

where E(CF,) is the expected value (as of time 0) of the net cash flow generated in year t and r is the
discount rate (cost of capital).

The DCF model highlights that firm value is largely determined by the net cash flows that
are expected to be generated throughout the firm’s life and the appropriate discount rate. If
new information is revealed that a firm’s cash flows in the future are expected to be higher than
originally expected, then firm value would increase. In a well-functioning capital market, new
information that the firm is expected to have higher (lower) future cash flows will lead to a
higher (lower) stock price today.

It is important to highlight that the cash flows in the future are uncertain. Nobody really
knows what the cash flow will be in two years. It is useful to think about each of the cash flows
in the future as having a probability distribution that describes the possible outcomes for each
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FIGURE 12-1 Examples of probability distributions for future cash flows.

year’s cash flow and the likelihood of each of these values occurring. According to the DCF
model, the expected value of the cash flow distribution is discounted back to the present. For
example, suppose that the cash flows in year 1 have a bell-shaped probability distribution like
either one of the two distributions depicted in Figure 12-1. Then, according to DCF model, the
number for year 1 that gets discounted would be $1,000, the expected value of the distribution.
Of course, the actual cash flows in year 1 could be higher or lower than $1,000.

The two probability distributions in Figure 12-1 have the same expected value ($1,000), but
the actual cash flow is more likely to be close to $1,000 with the distribution labeled B than
with the distribution labeled A. Using the language of probability theory, the cash flow distri-
bution labeled A has a higher standard deviation than the one labeled B. Using nontechnical
language, the cash flows for A are more uncertain than those for B.

It is important to highlight that regardless of whether the firm had probability distribution
A or B, the DCF model implies that $1,000 is the expected cash flow and thus, regardless of
whether the firm had probability distribution A or B, the value that would be discounted back
to the present would be $1,000. The greater uncertainty about cash flows for A would be cap-
tured by the discount rate in the denominator of the DCF model (the r), to which we now turn.

The appropriate discount rate (often called the cost of capital) is the rate of return that
reflects the time value of money and the uncertainty of the cash flows. The time value of
money is the return required by investors to invest in risk-free securities (U.S. government
bonds). The additional return to compensate investors for the uncertainty in cash flows is
called the risk premium. Thus, appropriate discount rate can be expressed as follows:

r = (risk—freereturn) + (risk premium)

Intuitively, the greater the uncertainty in the cash flows, the greater the risk premium. The
appropriate method for calculating the risk premium is one of the fundamental issues in finan-
cial economics and has been the subject of thousands of research papers. A brief summary of
one of the most widely used approaches is discussed below.
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At this stage, it is useful to illustrate the DCF model using another simple example; this one
will be carried through the subsequent discussions. Assume that the firm only exists for one
year and that the firm is subject to only one source of uncertainty—whether it has a property
loss. The firm’s cash flow in year 1 is equal to $1,000 if the firm does not have a property loss,
and the cash flow in year 1 is equal to $600 if the firm has a property loss. In other words, the
property loss, if it occurs, reduces cash flow by $400. Finally, assume that the probability of a
property loss equals 0.1. With these assumptions, the expected cash flow in year 1 is equal to

E(CE,) = 0.9 ($1,000) + 0.1 ($600) = $960

To calculate the value of the firm today (time 0), we need to specify the appropriate dis-
count rate. Assume that one-year government bonds are earning 2 percent and that the risk
premium demanded by investors for the uncertainty associated with the cash flows at time
1 (whether cash flows will be $1,000 or $600) is equal to 3 percent. Then the appropriate dis-
count rate is 5 percent, and the value of the firm at time 0 is equal to

V, = $960/(1.05) = $914.29

At the end of the year, the firm will be worth either $1,000 or $600, depending on whether
the property loss occurs.

Before proceeding, it is useful to consider what would be the value of a firm that generates
cash flow in year 1 equal to $960 with certainty. Investors would not require a risk premium in
this case, for there is no uncertainty about the cash flows. Consequently, the value of the risk-
free firm at time 0 is equal to

V, = $960/1.02 = $941.18

At the end of the year, the firm will be worth $960.

How Risk Affects Value

Recall from Chapter 1 that there are a variety of ways that people think about risk. Sometimes
people use the term risk to mean the likelihood of a bad outcome or the magnitude of a bad
outcome. In the example above, if the probability of a property loss increased from 0.1 to 0.2,
then one might say that the firm’s property risk has increased. In this case, the expected cash
flow of the firm at time 1 would be $920 (0.8 x $1,000 + 0.2 X $600), which, holding everything
else constant, would decrease the value of the firm. Similarly, if the magnitude of the property
loss increased to $500, then one might say that the firm’s property risk has increased. In this
case, expected cash flow would be $950 (0.9 x $1,000 + 0.1 x $500), which, holding everything
else constant, would decrease the value of the firm. Thus an increase in risk, where risk means
either the likelihood of a bad outcome or the magnitude of a bad outcome, decreases value
because the increase in risk decreases the expected cash flows (the numerators in the DCF
model).

Another notion of risk discussed in Chapter 1 is the uncertainty, unpredictability, or vari-
ability of the outcome. We say that one situation is riskier than another if it is more uncertain—
i.e., less predictable. This notion of risk also affects value, but it does so through the discount
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rate in the DCF model. That is, greater uncertainty in the cash flows (compare curves A and
B in Figure 12-1) suggests that investors will demand a higher risk premium, which would
increase the discount rate (cost of capital) and lead to a lower value for the firm.®

We now have the conceptual framework to consider how the purchase of insurance can
affect the value of a firm. The DCF model implies that insurance can increase the value of
the firm in one of two ways: (1) by increasing the expected cash flows or (2) by decreasing the
risk premium. Perhaps surprisingly, we will end up concluding that for publicly traded com-
panies, the former channel is most important. First, however, we must consider the supply of
insurance.

The Supply of Insurance
Insurance Pricing in a Competitive Market*

As a benchmark, it makes sense to start by assuming that insurers operate in a perfectly com-
petitive marketplace. Basic economic theory implies that the price of a product or service in
a perfectly competitive market equals the cost of providing the product or service. Thus, in a
competitive insurance market, the price of insurance should equal the cost of supplying the
insurance. There are four factors that determine an insurer’s costs:

Expected claim costs
Time value of money
Capital costs
Administrative costs

PWN=

We will consider each one in isolation and then put them together at the end of the
discussion.

Expected Claim Costs. Insurers need to charge enough in premiums to cover what they
expect to pay in claims. In the example above in which the firm had 0.1 probability of incur-
ring a property loss of $400, the expected loss would be $40 (0.1 x $400). Thus the premium for
a policy that provides full insurance (coverage equals the entire loss) would need to cover the
expected claim cost of $40.

The important implication is that any change in the environment that increases the prob-
ability of an insured loss or the magnitude of an insured loss would increase expected claim
costs and thus increase the insurance premium in a competitive market.

Time Value of Money. In the previous example, let’s assume (realistically) that the premi-
ums are paid up front—say, at the beginning of the year—and that claim costs are not paid
until the end of the year. Of course, when the insurer receives premiums before the payment of
claim costs, the insurer can invest the premium payments and receive interest. Thus in a com-
petitive market, the premium would be reduced relative to the expected claim costs because of
the interest that can be earned on the premiums.

The easiest way of incorporating this effect is to find the present value of the expected claim
costs. Continuing to assume a risk-free rate of 2 percent, the present value of the expected




166 ENTERPRISE RISK MANAGEMENT

claim costs would be $40 + 1.02 = $39.22. In other words, the insurer would need to receive
a premium of $39.22 at the beginning of the year so that when it is invested for the year at a 2
percent return, it will grow to $40 at the end of the year.

The important implication is that an increase (decrease) in interest rates will lower (raise)
insurance premiums in a competitive market.

Capital Costs. To make their promise to pay claims credible, insurers need to hold capital—
i.e., insurers need to have assets in excess of what they expect to pay policyholders. These extra
assets or capital act as a cushion in case claim costs turn out higher than expected.® Certainly,
insurers sell a great many policies and diversify geographically and diversify across types of
coverage to make their claim costs more predictable. Nevertheless, they cannot eliminate all
uncertainty in claim costs because of correlation in claim costs across policyholders and the
possibility of extremely large claim costs from some types of business. Thus insurers need to
have a cushion (have capital) in case claim costs are high. The problem from the insurer’s per-
spective is that holding capital is costly (the people who contribute the capital want a return
on it), so the premium charged to policyholders must include an amount to cover the cost of
holding capital.®

The important implication is that any factor that makes claim costs to be less predictable
for an insurer will require the insurer to hold more capital and will thus increase premiums.

Administrative Costs. Of course, an insurer has marketing, underwriting, claims processing,
and management costs. The premium that an insurer charges must cover these administrative
costs. For property and liability insurance, the administrative costs can be 30 percent to 50 per-
cent of the premium, depending on the type of insurance.

Putting it all together, insurers must charge premiums that are sufficient to cover the pres-
ent value of their expected claim costs, capital costs, and administrative costs. A premium that
just covers these costs is often called the fair premium. If an insurer has market power, perhaps
because of some expertise in a particular market, then the insurer might be able to charge an
additional amount above the fair premium.

Factors Limiting the Availability of Insurance

One implication of the previous section is that if an insurer cannot charge a premium that cov-
ers the present value of its claim costs, capital costs, and administrative costs, then it will not
voluntarily offer such coverage. Thus regulation that restricts the ability of insurers to charge
at least the fair premium will cause coverage to be withdrawn from the marketplace. This has
occurred, for example, for workers compensation insurance and property insurance in some
U.S. states.

Other factors that limit the availability of coverage include moral hazard and adverse selec-
tion. Moral hazard refers to the effect that insurance has on the incentives of the insured to
reduce expected claim costs—i.e., incentives to mitigate risk. Moral hazard problems tend to
be more severe when the insured has a significant influence on the probability of a loss occur-
ring or the size of the loss and when the insured’s behavior is costly to observe. The natural
solution to moral hazard problems is to reduce the amount of insurance. Consequently, most
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insurance policies do not offer full coverage; instead, policies have deductibles, coinsurance,
limits, and exclusions.

Adverse selection refers to situations in which potential policyholders have different
expected losses and the insurer finds it costly to distinguish policyholders who have differ-
ent expected losses. In this situation, if the insurer charges every potential policyholder the
same price, then the customers with high (low) expected losses will tend to purchase more
(less) insurance coverage, because the insurance coverage will be perceived to be priced too
low (high). In the extreme, the market could “unravel,” with only the highest expected loss cus-
tomers purchasing insurance. Even when the market does not unravel, the low expected loss
customers will tend to purchase less coverage—i.e., adverse selection leads to less than full
coverage.

Demand for Insurance by Public Companies
Shareholder Diversification of Risk

We now consider the demand for insurance by publicly owned companies and assume that
the shareholders of these companies hold well-diversified portfolios. This implies that the
owners of the company have diversified away some of the risks that a corporation faces when
viewed in isolation. It is important to recognize that the notion of risk we are talking about
when we discuss diversification of risk is the unpredictability or variability notion of risk, not
the expected loss notion of risk.

The risks that the shareholders can diversify away are the risks arising from factors or
events specific to the firm (sometimes called idiosyncratic risks). For example, the risk asso-
ciated with property damage tends to be firm-specific. That is, one firm’s property damage is
not typically related to another firm's property damage provided the facilities of the two are
not geographically close. Consequently, when holding a portfolio of stocks, the risk associated
with property damage across all of the firms in the portfolio will “average out.” If one firm has
a higher than expected loss, other firms will have lower than expected losses. So, on average,
the portfolio has losses that are close to what was expected, and the risk (variability in stock
returns) attendant on property damage has been greatly reduced.

However, not all risks can be diversified away. The risk that cannot be diversified away is
called the systematic risk of the corporation. Systematic risk is the risk arising from market-
wide factors, not firm-specific or idiosyncratic factors. For example, whether the economy is in
a recession or an expansion is likely to influence most companies is the same direction at the
same time. Consequently, holding a portfolio of stocks does not allow an investor to diversify
away the risk (the variability in returns) associated with general economic activity.

Commercial Insurance Reduces Firm-Specific Risk

Commercial insurance typically covers events that are firm-specific. Examples include work-
er's compensation costs, property damage, liability claims, and earnings lost to business
interruption. Thus commercial insurance covers the same type of risk that shareholders can
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diversify on their own—i.e., firm-specific risk or idiosyncratic risk. Thus the purchase of insur-
ance by public companies with diversified shareholders duplicates what the shareholders
accomplish on their own by holding diversified portfolios. We now relate this discussion to the
valuation framework presented earlier.

Impact of Systematic and Firm-Specific Risk on Value

Recall that the basic valuation model implies that value equals the discounted expected net
cash flows, where the discount rate is a risk-adjusted return. To illustrate, consider a simple
model in which a firm is expected to generate cash flow one year in the future and nothing
more:

value today = (expected cash flow in year 1) + (1 + risk-free rate + risk premium)

Earlier we said that the risk premium depends on the risk of the cash flows. Now we can be
more specific: Finance theory implies that the risk premium depends on only the systematic
risk of the cash flows. That is, investors demand a risk premium only for the risk that they can-
not diversify on their own. Stated differently, investors only require compensation for system-
atic or marketwide risk. We will not venture down the path of how to measure systematic risk
except to state that there are a variety of methods used in practice.

Look at the valuation formula above. What we just argued is that the risk premium in the
denominator of the formula does not depend on the firm-specific risk of cash flows (because
investors can get rid of that risk on their own). Earlier we made the observation that com-
mercial insurance typically reduces firm-specific risk. Putting these two statements together,
we can conclude that commercial insurance typically does not reduce the risk premium
demanded by investors. Certainly, commercial insurance does not affect the risk-free rate,
the rate of return on U.S. government bonds. Therefore, we must conclude that if commer-
cial insurance is valuable to public corporations having diversified shareholders, then it must
somehow increase the expected cash flows of the firm. The remainder of this section paper
discuss the main effects of insurance on expected cash flows.

Effect of Insurance on Expected Cash Flows’

What is the cost of insurance? A common answer to this question is that the premium is the
cost of insurance. Yes, the policyholder pays a premium to the insurer, but the policyholder
also receives expected cash flows from the insurer. Assume initially that both the insurer and
the policyholder have the same information about the probability distribution of insured
losses. Using the example from earlier in the chapter, suppose that both parties believe that
there is a 0.1 probability of the firm incurring a $400 property loss. Further assume, for sim-
plicity, that the insurer is willing to offer full insurance. Then the premium for this policy must
cover the present value of expected claim costs ($40), plus capital costs, which we will assume
is $5, plus administrative costs, which we will assume equals $20. Also assume, for simplicity,
that the discount rate is zero. Then the fair premium for this insurance equals $65. Suppose the
insurer marks up the price and charges $68.
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Now we can discuss the effect of purchasing the insurance on the corporation’s expected
cash flows. The corporation pays a premium of $68 and in return receives expected claim costs
of $40. If this is all the corporation expects from the policy, then the cost of the insurance is
$28. That is, the effect of the insurance on the corporation’s expected cash flows is — $68 +
$40 = —$28. This amount is typically called the loading on the policy—i.e., loading equals the
difference between the premium paid and the expected claim costs.

In most situations, however, the corporation obtains claims processing services and often
receives loss control services from the insurer when it purchases insurance. Thus, to assess the
total effect on the firm'’s expected cash flow, one must consider the cost of obtaining these ser-
vices elsewhere, either internally or through a third party. If the cost of obtaining these ser-
vices elsewhere exceeds the loading on the policy, then the purchase of insurance increases
expected cash flows and therefore increases firm value. Note that in this situation, the insur-
ance is valuable because of the services provided by the insurer, not because of the risk reduc-
tion provided by insurance.?

It is important to highlight that we are not saying that insurance does not decrease risk.
We are saying that insurance decreases the risk that can be diversified away by shareholders
on their own and thus insurance does not decrease the risk premium demanded by share-
holders. To be sure, insurance is decreasing the firm-specific risk. The remainder of this sec-
tion explains how reducing firm-specific risk can indirectly increase expected cash flows and
thereby increase value.

Insurance Can Improve Contractual Terms with Other Parties. Firms can become finan-
cially distressed and even go bankrupt as a result of firm-specific risk. Thus by reducing firm-
specific risk, insurance can reduce the likelihood of financial distress. If insurance reduces the
likelihood of financial distress, then the firm is likely to obtain better contractual terms with
customers, suppliers, employees, and/or lenders. For example, most people would pay less for
a car from a manufacturer having a high probability of financial distress than for the identi-
cal car from a manufacturer having a low probability of financial distress. Similarly, employees
and suppliers will demand a premium to provide services to a firm that is close to financial dis-
tress. Thus one of the main reasons corporations purchase insurance is to improve the terms at
which they contract with other parties by reducing the likelihood of financial distress. Indeed,
often other parties will not even contract with a firm unless the firm shows proof of insurance.
The important implication is that firms should purchase insurance for extreme losses that keep
the firm from financial distress.

Insurance Can Reduce the Cost of Financing New Investment. The methods of financing
new investment include issuing new equity, borrowing funds (issuing new debt), and using
internally generated funds. Generally, using internally generated funds is a less costly source
of financing than issuing new securities.” Consequently, a firm can increase its value if it can
ensure that it almost always has the internal funds available to finance new investment. This
is where insurance comes in. To ensure that internal funds are available for new investment
and not used to pay losses from insurable events, a corporation can purchase insurance. This
can reduce the cost of financing and reduces the likelihood that the firm would have to forego
a good investment because the internal funds were not available. An implication is that firms
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having valuable investment opportunities and high costs of external capital are more likely to
find insurance to be value-enhancing.

Insurance Can Reduce Expected Tax Payments. When tax rates are progressive, firms have
an incentive to reduce the variability in taxable income. This can be seen using a simple exam-
ple. Suppose a firm has a choice of having very volatile taxable income (either $10 or $100 with
equal probability of %) or having taxable income with low volatility (either $50 or $60 with
equal probability of %2). Notice that the expected taxable income is the same ($55) in both situ-
ations. Further assume that tax rates are as follow:

e 20% if taxable income is between $0 and $40
* 30% if taxable income is between $40 and $70
e 40% if taxable income is greater than $70

To simplify the calculations (without changing the implication), assume that these tax rates
apply to the entire amount of taxable income (in reality, the 20% rate would apply to the first
$40 of taxable income, etc.).

With the highly volatile taxable income, the after-tax income would be either $10(1 — 0.2) =
$8 or $100(1 — 0.4) = $60, so on average the after-tax income would be $34 (%2 X $8 + %2 X $60).
With the low volatility option, the after-tax income would be either $50(1 — 0.3) = $35 or $60
(1 —0.3) = $42, so on average the after-tax income would $38.50 (¥2 x $35 + % x $42). Expected
after-tax income is higher with the less volatile income. This effect occurs regardless of the
cause of the volatility in before-tax income; the volatility could arise from variability in sales
revenue, variability in costs caused by variability in input prices, or variability in property or
liability losses. The effect occurs because of the progressivity in tax rates. Thus any action that
reduces volatility in before-tax income, such as insurance (or hedging), can increase expected
after-tax income when firms are exposed to progressive tax rates.’

Demand for Insurance by Closely Held Companies

In addition to all of the reasons for purchasing insurance already discussed, if a firm has own-
ers that are not well diversified, then there are strong reasons to purchase insurance to reduce
risk for the undiversified owners. Thus, in addition to the reasons discussed above, some com-
panies purchase insurance because the owners have risk that they have not diversified away,
and this risk can be shifted to an insurance company at a reasonable cost.

Other Management Objectives and Risk Management

The discussion to this point has assumed that the managers of a firm are making decisions
that are in the interests of the owners. Because of the costs of monitoring and incentivizing
managers, situations can arise when managers act in their own interests as opposed to the
owners’ interests. More specifically, conflicts of interests can arise over risk management deci-
sions. For example, managers who have a large part of their compensation in the form of stock
options might have an incentive to take more risk (purchase less insurance) than sharehold-
ers would desire, because of the unlimited upside potential and limited downside potential
of options. On the other hand, managers who are forced to hold large amounts of stock may
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be undiversified and therefore attempt to reduce more risk (purchase more insurance) than
shareholders would desire.

Interaction between Mitigation and Insurance

Many of the chapters in this book focus on the mitigation (reduction in expected losses) of
various types of risk. Thus it is useful to consider the effect that purchasing insurance has on
incentives to mitigate risk. For this analysis, we will assume that risk mitigation decisions are
made by comparing the cost of mitigation to the benefits of mitigation. Thus the issue to be
examined is how insurance affects this cost-benefit tradeoff.

It is important to highlight that the benefits of mitigation are not just the direct financial
benefits received by shareholders from reducing the frequency or severity of losses. There can
be many indirect benefits of mitigation. For example, a lower loss frequency and/or a lower
loss severity can reduce the firm’s likelihood of financial distress and thus beneficially affect
how the firm contracts with employees, customers, and suppliers. As another example, lower
frequency of workplace violence could yield lower turnover and lower costs of attracting new
employees. In addition, when a firm calculates the benefits of mitigation, it ideally would
include the reduction in expected nonpecuniary losses suffered victims and the effects on
people who do have a direct contractual arrangement with the firm, including future genera-
tions—who, for example, might enjoy the benefits of lower expected environmental losses.

As described earlier, insurance premiums must cover the expected insured losses. Thus, if
mitigation efforts reduce expected losses and insurers adjust premiums to reflect the reduction
in expected losses, then one of the direct financial benefits of risk mitigation is the reduction
in insurance premiums. On the other hand, if insurers do not adjust premiums to reflect the
reduction in expected losses, then the benefits of and thus the incentive to undertake risk miti-
gation is reduced. This does not imply that risk mitigation efforts should not be undertaken in
this situation; it simply points out that one of the financial benefits of risk mitigation is lower
than it would be if insurance premiums reflected the mitigation.'!

In the remainder of the section, we will consider whether there are characteristics of risk
exposures that tend to be “treated” with insurance by itself, mitigation by itself, both mitigation
and insurance, or neither. In other words, can we identify characteristics of risk exposures that
would allow us to place the risk exposure in one of the cells in the following 2 X 2 matrix?

Do not mitigate Mitigate

Do not insure
Insure

Earlier in this chapter, we discussed the characteristics of risk exposures that are costly
to insure and therefore that tend to not be insured. These are risk exposures for which (1) the
insurer needs to hold a substantial amount of costly capital to credibly insure because of cor-
relation in losses across policyholders or because of the magnitude of the potential loss is so
great or because there is insufficient information to estimate the loss distribution, (2) the insurer
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cannot readily distinguish which policyholders have higher expected losses compared to other
policyholders (adverse selection), or (3) policyholders have a substantial influence on the out-
come and the insurer cannot readily observe policyholders’ mitigation efforts (moral hazard).
Thus, exposures with these characteristics would tend to be in the first row (do not insure).

We also discussed risk exposures for which businesses would tend to have low demand for
insurance. These are exposures threatening relatively small losses that do not threaten the via-
bility of the organization or the ability of the organization to finance future investment. These
exposures would also tend to be in the first row (do not insure).

Exposures that would tend to fall in the first column (do not mitigate) are those for which
there is insufficient knowledge about the underlying cause of the losses or for which the tech-
nology to change the probability of a loss or the size of the loss does not exist or is too costly.
An example might be the exposure to a meteorite strike on a firm’s property. Of course, knowl-
edge and technology are constantly improving; consequently, the set of exposures being miti-
gated is constantly expanding.

Many exposures, however, fall in the lower right-hand corner of the matrix (insure and
mitigate), because the costs of supplying insurance is not prohibitive and there is demand for
coverage, and because knowledge about the cause of losses and the technology to change the
likelihood or severity losses exists. In many cases, insurers bundle their insurance coverage
with mitigation advice.'? In other cases, insurers partner with third parties to provide mitiga-
tion expertise along with insurance coverage.

Summary Questions to Ask

When deciding whether to purchase insurance, managers should ask themselves the following
questions:

e Are your owners’ investments diversified?

e Would the financial effect of an uninsured event push the firm close to or into financial
distress?

e To what extent would the contractual terms with customers, suppliers, employees, and
lenders be affected by an uninsured event?

* Would an uninsured event cause the firm to forego valuable investment opportunities?

e Does the insurer provide valuable claim processing and loss control services?

e Isinsurance required by regulation?

e Are there tax reasons for purchasing insurance?

Notes

1. This total consists of $48 billion in workers compensation insurance, $53 billion in other liability, and $25 billion in
commercial automobile insurance. Source: National Association of Insurance Commissioners, 2013, www.naic.org/
documents/research_top_25_market_share_pc.pdf.

2. The material in this section is found in almost all introductory finance textbooks.


http://www.naic.org/documents/research_top_25_market_share_pc.pdf
http://www.naic.org/documents/research_top_25_market_share_pc.pdf

10.

11.

12.
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. Aswill be discussed later, financial models generally imply that the appropriate risk premium is determined not

by the total variability of cash flows. Instead, the discount rate is determined by the systematic risk of the cash
flows. Systematic risk is the risk that cannot be diversified away by holding many securities. Intuitively, the risk
that cannot be diversified away arises from economywide or macroeconomic factors, not by firm-specific nor
idiosyncratic factors.

. For an expanded version of the material in this section, see Chapter 8 in Harrington and Niehaus, Risk

Management and Insurance, 2nd ed., Chicago, IL: McGraw-Hill, 2004.

. This discussion is about economic capital, not capital calculated using statutory nor generally accepted

accounting principles.

. Participants in the commercial insurance market often talk about the underwriting cycle, which refers to periods

of high prices and low availability of coverage (a hard market) followed by periods of low prices and readily
available coverage (a soft market). One widely accepted explanation for the variation in insurance prices is that
the capital of insurers gets depleted after large claim costs occur and that it is costly for insurers to replenish that
capital quickly. Consequently, insurers cannot write as much business at a given price (supply shifts back), which
causes prices to increase and coverage to decrease—i.e., we see a hard market. Soft markets occur after periods
during which insurers have been profitable and have accumulated capital. The supply of coverage increases, so
prices fall and quantity increases—i.e., we see a soft market. See S. Harrington, G. Niehaus, and T. Yu. “Insurance
Price Volatility and Underwriting Cycles,” 2014, in Georges Dionne, ed., Handbook of Insurance, 2nd Edition
(New York: Springer, 2013).

. For further discussion of the ideas in this section, see Mayers, D., and C. Smith, “On the Corporate Demand for

Insurance, Journal of Business, 1982; K. Froot, D. Scharfstein, and J. Stein, “A Framework for Risk Management,”
Harvard Business Review, December 1994; and C. Smith Jr. and R. Stulz, The Determinants of Firms’ Hedging
Policies, Journal of Financial and Quantitative Analysis, 20, 1985: 391-405.

. Note, however, that the bundling of insurance with services can be efficient, because the incentives to identify

fraudulent claims and provide high-quality loss control services increases for the entity paying the costs of claims.

. There are transaction costs of raising external capital (e.g., investment bankers’ fees) as well as potential

underpricing costs—i.e., selling new securities at a price below their fundamental value.

There are other ways that taxes interact with risk management that can be found in Chapter 21 of Harrington and
Niehaus, Risk Management and Insurance, 2nd ed., Chicago, IL: McGraw-Hill, 2004. For evidence on the role of
taxes in risk management, see Graham, J., and C. Smith, 1999, “Tax Incentives to Hedge,” Journal of Finance, 54:
2241-2262.

Indeed, one of the primary arguments against regulation that forces insurers to charge companies (or individuals)
the same premium even though they have different expected losses is that doing so reduces the incentive for the
policyholder to mitigate risk. For example, charging all employers of a given size the same workers’ compensation
premium reduces the incentive to mitigate worker injuries.

An example is FM Global, which specializes in providing risk mitigation services along with insurance coverage.



Risk Culture

Oliver Davidson, Patricia Mackenzie, Mike Wilkinson, and Ron Burke

The concept of risk culture is relatively new, but recent world events, such as the economic cri-
sis and major industrial accidents such as the Deepwater Horizon oil incident, have brought a
sharper focus of attention to the topic in the last decade. Research shows a marked increase in
the use of the term risk culture in the past ten years, spiking as the financial crisis hit, as shown
in Figure 13-1.
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FIGURE 13-1 Summary of “hits” obtained for the term “risk culture.”’ The number of hits were determined from
the research news media research tool Nexis and from site-specific searches of websites of firms, professional
bodies, and agencies whose work is related to risk (“Practice”).

Many commentators have identified issues with risk culture as a fundamental causal factor
in such crises.

This chapter is intended as an introduction to the idea of risk culture. We begin by looking
at how the concept can be understood in the context of organizational culture more generally,
then explore it through several different lenses.

The concept of risk culture is applicable to any organization, but its embodiment will differ
widely from one context to another. To provide insight into how the concept of risk culture has
developed and can be practically applied, this chapter draws on examples in several different
dimensions. First, taking a particular sector, we examine risk culture in the financial services
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sector, where the concept has received much attention in recent years. We then look at a par-
ticular type of risk culture—safety culture, in which the physical impact of cultural shortcom-
ings can be devastating. From there we move on to look at approaches to understanding and
measuring risk culture in practice, applying lessons learned from other disciplines. In looking
at how to shape or manage risk culture, much attention has been given to the role of reward,
incentives, and performance management, so we also describe some of the considerations,
good practice, and limitations in this area.

But first: What is risk culture? There is no universally agreed-upon definition, and some
definitions are much wider than others. One is provided by the Institute of Risk Management:
“Risk culture is a term describing the values, beliefs, knowledge, attitudes and understanding
about risk shared by a group of people with a common purpose, in particular the employees of

an organization.”

Risk Culture and Organizational Culture

Originating in the 1960s and 1970s, the concept of organizational culture is now common-
place. Although models and concepts of organizational culture are many and varied and can
be quite abstract and complex, most managers are familiar with the notion at some level. Of
course, the risk culture of any organization is related to that organization’s culture overall.

The nature of the relationship between organizational culture and risk culture is a matter of
debate and perspective. Some people view risk culture as a subset of organizational culture; for
others, it overlaps with, but also extends beyond the traditional boundaries of organizational
culture. For yet others, risk culture is simply organizational culture viewed through a risk lens.

Although this chapter is intended as a guide to risk culture rather than to organizational
culture more generally, several principles and ideas around organizational culture have an
important bearing on risk culture. These are introduced here and are expanded on later in the
chapter.

e Culture Matters: Culture really makes a difference. Although culture may be regarded as
“soft,” it plays a powerful role in determining behavior and organizational effectiveness.
Many leaders and management commentators now regard organizational culture as
the critical factor underpinning the behavior of people at work. This principle is vividly
summarized by the statement that “culture eats strategy for breakfast,” often attributed to
management writer Peter Drucker,® as well as by business leader Warren Buffet, who said,
“Culture, more than rule books, determines how an organization behaves.”*

e Much of Culture Lies beneath the Surface: Some aspects of culture, such as the
management reporting line, are quite visible and are readily apparent. Others, such as
unwritten lore, informal relationships, and people’s personal attitudes, are more hidden
beneath the surface.

e There Is No “Best” Culture: Cultures vary between (and within) organizations—and they
should. A company competing on the basis of its creativity will need a different culture
to succeed from another competing on the basis of operational efficiency. As discussed
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in Chapter 1, each organization has its own setting in terms of both its internal context
(such as processes, structure and strategy) and its external context (such as its market,
competition, regulation, and geography). Although some aspects of culture may generally
be preferable to others, each organization thus needs to develop a culture that works well
in its own unique situation. Throughout this chapter, we offer a range of frameworks and
models of risk culture, indicating this necessary diversity.

e (Culture Can Be Articulated, Measured and Managed: To some, the very notion of
organizational culture seems ethereal and difficult to describe, let alone quantify or
manage. However, well developed approaches provide effective ways to do just this.

Risk Culture in Financial Services

Since the global financial crisis of 2008, risk culture has gained importance in the financial
sector. There is little doubt that an important contributor to the crisis was the prevalence of a
culture that promoted the pursuit of short-term profits at the expense of long-term value gen-
eration, which was exacerbated by being entrenched into individuals’ rewards. This view was
supported by a survey® that found that most risk professionals believed the banking crisis was
caused not so much by technical failures as by failures in organizational culture and ethics,
with 85 percent citing remuneration practices as important or very important.

In recent years, firms have launched reviews of their operational and governance models to
address weaknesses considered to have contributed to the increased and often unrecognized
risk. These reviews address a wide range of areas, including product complexity, that made
risks difficult to assess, as well as incentive schemes and oversight.

Furthermore, companies, advisors and regulators around the world have an increased
focus on “risk culture” The Financial Stability Board (an international body monitoring and
making recommendations about the global financial system) published a paper offering finan-
cial services regulators guidance on risk culture regarding their interaction with financial ser-
vices institutions.® In the wake of the financial crisis, banks and insurers have been working to
improve their risk governance structures and, by extension, their risk cultures.

A typical reaction has also been to appoint a chief risk officer (CRO) or to increase the
CRO’s seniority and status. For instance, in Towers Watson’s 2012 Global Insurance ERM
survey, 84 percent of respondents had or were planning to appoint a CRO or the equivalent,
almost twice the number so reporting in the equivalent 2006 survey. The majority of CROs
reported to or had ready access to the board.”

Embedding a consistent risk culture beyond the boardroom and into business units
remains challenging. Although the board and the CRO have overall responsibility for ensur-
ing that this happens, the direct responsibility for risk management and the risk culture lies
with operational management. There may be a tendency to assume that because someone
has “risk” in his or her title, he or she must take on all risk responsibility. In reality, although
the CRO has overall accountability, risk is “everybody’s business,” and all employees must
take responsibility for it. It is the role of senior management to set the tone and encourage and
empower employees to behave in line with the desired risk culture. However, this is in part an
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issue of maturity, for culture change is a journey that takes time. For example, although risk
professionals need to ensure that they use language and concepts appropriate for the wider
organization—which is one of the principle aims of this book—there may also be a need to
educate people in all roles to bring them up to a common standard of risk management abil-
ity, another aim of this book. (For further discussion of the importance and methods of risk
training, see Chapter 2, on health and safety risk; Chapter 6, on cybersecurity; Chapter 7, on
brand risk; and Chapter 8, on human capital risk). We have observed that in many cases, new
governance and processes are put in place in response to recent events and external pressures,
rather than taking a longer-term view to engender a culture of risk awareness balancing the
downside risk with well-managed opportunities that could result in significant competitive
advantages. This requires the board and the CROs as well as other risk specialists to clearly
articulate a balanced, business-oriented view of risk as a basis for educating and advising the
rest of the business. The communication and education program that results is critical to a suc-
cessful risk culture and is typically a long-term program involving operational management as
much as the risk team. (See Chapter 14 for the role of the board of directors in risk manage-
ment in setting culture.)

Another consequence of the financial crisis has been that both banks and insurers have
been “boxed together” by regulatory authorities. But, as illustrated in the figure below, there
are significant and relevant differences between the two, suggesting that they should be
regarded and treated differently. This serves to illustrate that a “one size fits all” approach to
risk culture is tempting but may be misguided (Figure 13-2).

BANKS

More volatile balance sheets

INSURERS

More stable and less volatile
balance sheets

Seek to
Traders — short t t Hold assets to maturity — long
racers shcﬁderesr masse prOteCt term asset holders
consumers

Focus on risk pooling and risk

Hedge risks — strong analysis
transformation

and structuring of credit risk

Significant interconnectivity _/ Less interconnectivity
between banks — significant between insurers — lower
systemic risk contagion risk in crisis

FIGURE 13-2 lllustration of some key differences between two types of financial institutions, banks and insurers.
Source: Towers Watson.

Indeed, recent years have seen a range of external bodies seeking to describe and influence
the risk culture of organizations in the financial sector. National regulators, professional bod-
ies, ratings agencies, academic research groups, consulting firms, and NGOs have all published
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accounts, recommendations, and frameworks on the topic. Although none of these is defini-
tive, several themes recur throughout and can be seen as central aspects of an effective risk
culture. The following table gives a high-level overview of the topics mentioned by three
organizations.

Financial Stability Board Standard and Poor’s? Institute of International Finance
Dimensions of  Tone from the top Risk governance and Leadership commitment
Risk Culture organization structure
Accountability Risk appetite framework Communication (vertical and
horizontal)

Effective challenge Risk reporting and Continuous challenge and active
communication learning

Incentives Incentives and Incentives and performance
compensation management

Governance

aStandard & Poor’s, “Evaluating the Enterprise Risk Management Practices of Insurance Companies,” 2005.

Although the table attempts to align the corresponding concepts across these frame-
works, it will be apparent that this is not really possible. Though there are some areas of
commonality—the importance of leadership, the effects of reward systems and effective chal-
lenge (e.g., both that individuals can challenge one another appropriately and that the risk
function can challenge the business effectively)—there are also differences. The content of
such frameworks is sensible so far as it goes. However, there does seem to be a clear focus on
directly observable systems, processes, policies, and structures. It should not be forgotten that
much of risk culture resides in people’s attitudes, beliefs, habits, and relationships and is hid-
den “beneath the surface,” which affects how policies, systems, and processes are approached
in practice—and thus their success. As an example, after a significant risk event, a colleague
was asked to review a company’s governance procedures to evaluate whether appropriate
decision making processes and levels of authority were in place. The conclusion reached could
also apply to many incidents in the sector over the last few years: “There was nothing wrong
with their governance procedures—except that they didn’t use them.” Although the system of
internal committees and decision-making processes was well defined, in practice decisions
had been influenced by conversations “in the corridors” and by the strength of relationships
between individuals. To borrow an oft-used metaphor, the visible aspect of risk culture (such
as policies, procedures, limits, and governance) are just the tip of the cultural iceberg. Much
more of the iceberg lies beneath the surface, such as people’s beliefs, hopes, fears, expecta-
tions, assumptions, and relationships. A clear lesson from this is that an organization’s formal
risk governance processes and its risk culture must be in tune with each other to be effective.
To achieve this, it is necessary to gain insight into those aspects of risk culture that are less
apparent, lurking beneath the surface of the water (Figure 13-3).



182 ENTERPRISE RISK MANAGEMENT
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FIGURE 13-3 The visible and invisible parts of risk culture. Source: Towers Watson and Wikimedia Commons
(iceberg).

Safety Culture

Workplace safety is clearly a central issue in many industries (see also Chapter 3, on health and
safety risk). Safety breaches can have huge economic, environmental, and, of course, personal
consequences. In sectors such as energy, oil and gas, construction, transportation and logis-
tics, mining, and manufacturing, safety is frequently cited as the top business priority. Where
safety incidents have occurred, large or small, investigation often identifies organizational cul-
ture as an underlying cause. But what aspects of culture are most important in developing a
strong safety culture? Towers Watson conducted research into the distinguishing cultural char-
acteristics of businesses recognized for their safety records.? Employees were asked about their
workplace environment and experience and the results analyzed in the context of actual safety
incidents. Some of the findings were fundamental and unsurprising—safe workplaces provide
a satisfactory physical environment and good safety training. But the high-performing sites
were also distinguished by the cultural environment (Figure 13-4).

Employees reported positive, open relationships with their line managers, who were seen as
technically knowledgeable, receptive, and responsive to input and who were forthcoming with
recognition for good work. Good line management was found to create a sense of empowerment.
Individual employees were able to take responsibility through delegated authority and access to
relevant information. They were encouraged to develop innovative solutions to problems. Positive
safety environments were also found to have a stronger emphasis on collaboration and team-
work—which was found to be especially important in the context of unusually heavy workloads.

As with all aspects of organizational culture, the tone is set from the top (see Chapter 2,
on environmental risk; Chapter 3, on health and safety; Chapter 6, on cybersecurity; and
Chapter 7, on brand risk), but front-line management plays an especially vital role in ensuring
that a strong safety culture exists on the ground.
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Good safety
outcomes
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FIGURE 13-4 Good supervision providing empowerment of staff and effective teamwork contributes to good
safety outcomes.

Measuring Risk Culture

Some managers, and some risk managers in particular, have shied away from the concept of
risk culture, not knowing quite how to approach it. For those from an engineering or actuarial
tradition, for example, the notion of trying to measure such an ethereal concept can be trou-
bling. But, in keeping with the mantra that “what gets measured gets managed,” if risk culture
is to be effectively managed, it surely must be measured. Fortunately, approaches from a social
science perspective lend themselves well to this, providing a range of ways to understand,
assess, quantify, and analyze risk culture.

Depending on the context and the level of the organization concerned, different
approaches to measuring risk culture will be appropriate. Many organizations have pro-
gressed from an informal/ad hoc approach through a more structured qualitative approach
and now undertake a formalized approach combining both qualitative and quantitative
methodologies.

At the less formalized/ad hoc end of the spectrum, organizations have tended to rely on
existing data sources, such as by drawing on information from generic staff surveys, policies,
and values statements, as well as relying on subjective personal impressions. Such approaches
are not thorough enough to provide reliable insights and do not provide an adequate founda-
tion for effective management decision making.

A more structured qualitative approach offers a great deal more insight. This typically
takes the form of a series of senior-level interviews combined with focus groups from across
the organization. Such an approach can be applied widely across a large organization but also
lends itself to smaller business units.

It is important to capture both the senior, strategic perspective and the perspectives of the
middle- and front-line roles, for each has access to a different set of information and experi-
ences very relevant to the risk culture.
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SIDEBAR: EXAMPLE INTERVIEW/FOCUS GROUP QUESTIONS

Asking open questions of leaders, managers and employees can help bring out the key dimensions of
risk culture in a particular organization:

e Inyour role, what do you see as the key challenges you have over the coming one to two years? What
about over the longer term (say five years)?

e In what ways do you think this organization currently does a really good job of managing risk, and
how does it need to change?

e Are there any aspects of typical behavior or attitudes here that you think need to change to be
consistent with your risk management approach? Are there attitudes/behaviors that you think it’s
important not to lose?

e Whose job is it to manage risk in this organization?

e When you encounter aspects of risk management that could be improved, what are the underlying
causes?

*  How does this organization learn from mistakes?

e What “levers” do you think can be used internally to bring about the kind of changes to risk culture
that you'd like to see?

* Do people here always know what is expected of them in terms of managing risks?

e Which aspects of risk management policies/procedures/controls are the most difficult to stick to in
practice? Why?

*  On what occasions do people try to “get around” risk controls or policies?

To ensure open, candid participation, the sessions are usually run by an experienced exter-
nal facilitator who can ask the right questions and also provide an assurance of confidentiality,
encouraging people to speak freely in the knowledge that they won’t be personally identified.
Of course, managers should still feel confident to have such discussions among their team but
should remain mindful that people may be unwilling to discuss some topics openly.

The insights from a qualitative approach such as this can be very helpful in identifying
issues to be addressed. However, such an approach does not lend itself to quantification and
thus makes it difficult to determine the extent of an issue, compare within/between organiza-
tions, and track progress accurately. A survey approach is able to meet these needs, and many
organizations are now using risk culture surveys to monitor this critical business aspect. These
range from simple generic questionnaires to those tailor-designed to meet the specific needs
of an organization. Again, specialist firms are often called on to provide the right expertise,
capabilities, and assurance of confidentiality. Of course, surveys provide a readily scalable
approach and thus can be applied across large organizations.

Organizations differ from one another in terms of their strategies, products/services, markets,
heritage, structures, and processes—so it is only sensible that their cultures differ, too. Where pos-
sible, it is thus preferable to design a measurement approach to fit the specific needs of the orga-
nization. If using a survey, this means designing a set of questions that reflect the particular issue
most important to the effective operation of that organization. Often a process of qualitative focus
groups and interviews (such as that described above) will be used to shape this questionnaire.
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A significant advantage of a survey approach is that it can provide precise, quantified mea-
sures of each aspect of culture. Results from different groups can be compared to each other.
If external benchmark data are available, they can be used to contextualize survey findings in
light of what is “typical” or “normal” Though this should not be used to drive diverse organiza-
tions to conform to norm or to a single “best” risk culture, it does help in understanding the risk
culture profile of an organization in context. Similarly, repeating a survey offers the opportunity
to compare results over time, to assess the cultural effect of any changes and monitor progress.
Internal comparisons mean that localized “hot-spots” can be identified and addressed, perhaps
informed by other parts of the organization identified as exhibiting “best practice” internally.

More sophisticated statistical analysis of survey data can even provide insights into the
underlying dynamics of the prevailing risk culture, for example, identifying high-impact top-
ics offering the greatest leverage on people’s attitudes, and so informing effective change plans
(Figure 13-5).

Risk Information

and Reporting \‘—

Leadership Risk Attitudes
Processes,
Controls,and
Systems
G Risk
overnance

Awareness
Risk Strategy ——/

FIGURE 13-5 Underlying dynamics of the prevailing risk culture. Source: Towers Watson.

As well as providing the insights described above, in our experience, a systematic approach
to measuring risk culture often also has several less direct but equally beneficial conse-
quences. Firstly, to the extent that it is visible across the organization, it raises the profile of
an important, but sometimes overlooked topic. Leader sponsorship of a risk culture initiative
demonstrates that it is taken seriously and helps convey a positive “tone from the top.” We have
found that introducing a risk culture measurement process also makes the topic much more
accessible and tangible to both internal and external stakeholders. It provides a common lan-
guage and set of constructs that managers can use to discuss the topic clearly and construc-
tively, and it helps investors or regulators, for example, understand the value of the existing
risk culture. In essence, measuring risk culture begins to give leaders, managers, and employ-
ees the concepts and insights they need to begin managing risk culture effectively.
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Managing Risk Culture

With the appropriate insights, support, and resources, it is possible to manage organizational
culture. However, changing culture cannot be done overnight and is challenging—indeed,
many attempts at changing organizational culture come to nothing. Many theorists and prac-
titioners offer guidance on managing and changing organizational culture which are equally
applicable to risk culture:

e Culture change is a long process—start the journey prepared for the long haul.

¢ There should be a clear and compelling vision and strategy that people can understand and
which they can “buy into.”

e The desired culture should be articulated and modeled from the highest level in the
organization.

e Pay attention to the “hidden” side of culture that lies beneath the surface, listening to
people’s concerns and understanding their personal interests and fears and responding to
these. Some aspects of culture (such as systems, procedures, and processes) offer managers
the opportunity to address them directly, whereas others (such as people’s attitudes and
beliefs) can only be affected indirectly.

e Existing systems, processes, policies, and the like tend to support the status quo, so these
should be reviewed and modified to reflect required cultural changes. To overcome
cultural resistance to change a “one-dimensional” approach rarely works. Rather, it is often
necessary to reflect the change through a wide range of levers that are at the disposal of
management. These often include changes to
¢ education and communication
° management information
¢ leadership
° governance
* systems, policies, and processes
* reward and performance management

Acting through these mechanisms, leaders, and managers can bring about sustained change
in the less visible parts of culture, such as beliefs, attitudes, and relationships. For example, formal
(or informal) training clearly influences people’s level of understanding of and attitudes toward
managing risks. Similarly, the availability, accuracy and appropriateness of information has a real
effect on judgment and decision making. Although it is clear that leaders and managers are able to
shape the risk culture of an organization, there are also limitations on what can be achieved, and
experience shows that it is also easy to bring about unintended consequences. We explore these
ideas below by focusing on the use of incentives and rewards to influence risk culture.

Rewards and Performance Management

The topic of reward systems and how these affect organizational risk culture has become a
focus of particular attention in recent years. Governments and industry regulators have placed
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a great emphasis on ensuring that how leaders and employees are rewarded is consistent with
a sound organizational risk culture. Considering this increased attention, we explore this area
in some detail, examining ways that rewards can be used to influence risk culture—but also the
limitations of doing so.

Since the onset of the financial crisis in 2008, increased focus has been placed on the rela-
tionship between rewards and risk. Though this has been especially pronounced in the financial
services industry, it has also featured in a range of other industries. One embodiment of this has
been the focus (at times bordering on hysteria) in the press, among politicians, by shareholder
activists, and among the general public on the potential use of inappropriate rewards (both the
value and methods of reward) at the executive leadership level. In some countries this has led
to a range of legislative and regulatory requirements for publicly traded firms—including report-
ing requirements,’ “say on pay” shareholder voting,'” and, in some cases, caps on the amount of
pay that can be delivered in incentives.'! But concerns about the effects of rewards on risk have
been equally prevalent at all organizational levels. The increased focus on misselling,'? particu-
larly in regulated consumer sales environments, is a good example of this. We have seen a large
number of accusations, settlements, and fines in industries such as financial services, utilities,
telecoms, and pharmaceuticals. In most cases, misselling has been blamed—at least in part—on
incentive compensation. Importantly, these cases have involved actions taken by front-line sales
and service staff and relatively low- to mid-level managers (albeit generally at the direction of
senior management). But misselling has not been the only source of trouble. There are countless
other examples in a wide range of industries in which incentives—and the culture that went with
them—were felt to have contributed, at least in part, to very negative outcomes. Among the more
spectacular examples are the failures of Barings Bank, the “double suicide” of Enron and Arthur
Andersen, the failure of Lehman Brothers, and, for BP, both the Texas City oil refinery accident
and the more recent Deepwater Horizon spill. The most damaging of these cases often involved
not just one or two “bad apples” but rather stemmed from practices that were tolerated—if not
encouraged—as part of the cultural fabric of the organization.

There is no question that rewards—and variable incentive compensation in particular—can
and do drive behavior. In this way, rewards can be a powerful tool. The problem, however, is
that rewards won’t necessarily always drive the desired behaviors or outcomes. This has led
many organizations to focus on the risks, or potential risks, created by rewards. Among the
most commonly cited examples of these risks are situations such as the following:

e A CEO or senior leadership team that takes actions to maximize the stock price in the short
term, thus risking long-term profitability and growth, because their rewards are linked to
earnings per share

e Aleadership team that makes overly generous assumptions in recognizing revenue to
produce better results that drive higher bonuses

¢ Asales team that pushes through a large volume of orders, generating high commissions,
without considering whether those sales are properly aligned with customer needs, and
without caring whether those orders are later canceled or goods returned, because their
compensation is linked to gross, rather than net, sales
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e (all center staff who are rewarded based on meeting objectives related to the average
length of each call and who, in their zeal to meet the objective, push customers along too
quickly and fail to listen to their underlying issues, resulting in both unhappy customers
and higher costs for the company when customers need to make multiple calls to get their
issue resolved

Importantly, the real risk of these situations is faced by the company, not the individu-
als taking these actions. If we refer back to the definition of risk in Chapter 1 and think about
risk in terms of uncertainty and outcomes, the outcome for the employee is earning a bonus,
and the uncertainty is whether the employee receives a bonus (or, in many cases, how large a
bonus will be received). But for the company, the potential outcomes of the employee’s actions
(and the related uncertainty) can be much more far-ranging—unsatisfied customers, addi-
tional costs to resolve complaints, reputational damage, loss of customers and revenue, and
legal action as well as related fines, settlements, and legal costs. In the most extreme situations,
as noted above, it has led to the failure of the company.

Much of the blame (and, by implication, possible solutions) has been placed on the role
of rewards and incentives in particular. This focus on incentives, we argue, is prudent but also
dangerous. It is prudent because we know that poorly designed incentives can create bad out-
comes. But it is also dangerous for two reasons:

1. Itleads to a false notion that incentives can be used to “control” risk.

2. Itplaces an unreasonable burden on incentives and rewards in general to serve as the
primary (or exclusive) tool to manage behavior—ignoring the role played more broadly by
the organization’s risk culture.

Incentives Create Rather than Control Risk

Many organizations have launched initiatives that seek to determine how they can “control”
risk through their rewards. But no incentive or reward program design can be used to control
risk. Rather, incentives—any incentive—create risk. Changing the design of the incentive plan
can reduce or eliminate certain risks, but in doing so it creates other, new risks. In extreme
cases, this has led some companies to question whether they should have an incentive plan at
all. But this too creates risks—in this case, the risk that the company’s compensation costs are
not aligned with its financial results (see Chapter 2, on environmental risk, and Chapter 3, on
health and safety risk, for comments on the effect of incentives in managing risk in those fields).

This is not to suggest, however, that firms should not worry about their reward design and
just get on with things. Conducting a comprehensive risk assessment of incentive programs is
a process that companies should periodically undertake, as outlined below.

Risk Identification

Risk identification involves identifying the sources of incentive risk, which requires creating an
inventory of all the incentive plans that are currently being used in the organization. Though
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this may sound like a simple task, in large multinational organizations there can be tens or
even hundreds of different “local” plans (local to a geography, a business unit, or a function).
Few organizations have historically had a formal process for gathering this information. In cre-
ating the inventory, it is useful to understand such things as the following:

e Whatincentive plans are in place?
e How many plans exist?

e How much is spent on these plans?
¢ What do they reward for?

e What outcomes are they driving?

The best way to conduct the inventory is to collect actual plan documents for each plan, but
it can sometimes be more efficient to prepare a survey-based instrument that is provided to
the plan owners to populate with the required information.

Risk Analysis

Risk analysis is focused on understanding the causes and sources of incentive risk.
Organizations use a variety of methods and tools to analyze the risk of their incentive plans—
some involve very quantitative, formulaic scoring algorithms, while others take a more qualita-
tive approach. However, the most important factors tend to revolve around two categories:

1. Technical plan design details (e.g., the use of thresholds and caps, the degree of upside
opportunity and acceleration in payouts, the existence of clawbacks and deferrals, the types
of measures that are paid for)

2. The materiality of the plans in question (e.g., the relative amount of earnings any one
person can earn, as well as the size of the population affected and the total costs involved)

Risk Prioritization

Having completed the risk analysis, it is then possible to identify the incentive plans that
require further attention. The matrix in Figure 13-6 provides a simple means of prioritizing
incentive plan risk for many organizations. It looks at two dimensions.

Incentive plan risk relates to the likelihood that the incentive plan design could lead to
undesirable outcomes. Though specific criteria will vary from one organization and one indus-
try to another, these would generally align with the two categories identified under risk assess-
ment (technical incentive design and materiality).

Business impact risk relates to the potential consequences that may be caused by the
incentive plan. This is a function of the degree of risk that the business itself faces in the course
of its operations. For example, in a financial services firm, the consequences of a “higher-risk”
incentive plan could be very different for a firm that is committing capital and underwriting
risks (where the potential returns could be quite volatile and unknown) compared to a firm
that is operating in a more fee-based mode (where it is quite clear at the time of the sale exactly
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FIGURE 13-6 Incentive plan risk assessment matrix. Source: Towers Watson.

how much money the firm will make). In an industrial environment, the consequences could
vary, in part, in relation to the degree of danger involved in the firm’s production facilities and
operations. In both cases, it is important to understand the extent to which the jobs in question
can affect potential risk outcomes based on decisions they are making, where such decisions
are likely to be influenced at least in part by the behaviors driven by their incentive plans. The
business itself may have high risks (e.g., a potentially dangerous manufacturing environment),
but the plant employees’ effect on this risk is substantially different from the salespeople’s
effect on it (Figure 13-6).
An example of how to apply this would take the following steps:

1. Identify the risk event. This could be a group of sales incentive plans that could lead to
misselling.

2. For each plan in question, evaluate the likelihood that the incentive plan will lead
employees on that plan to cause the event (e.g., misselling).

3. Evaluate the potential business consequences (loss of > $X million in revenue, loss of > Y%
of customers, regulatory fines and/or legal costs of > $X, etc.).

4. Based on this process, place the plan on the matrix above.

Actions to Treat Incentive Risk

Changing the design of the incentive plan is one action that can be taken. For instance, you
may decide that using an uncapped incentive plan for certain jobs creates too great a risk of
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windfalls that are not reflective of the effort required to drive the result. Or you may find that
a plan contains a “cliff” mechanism, whereby earnings increase dramatically upon reaching a
key milestone—which, in the case of a sales plan, may increase the risk of misselling to get over
the hurdle. But in other cases, it may be felt that such features are important and that the risks
can be managed through other means. This is where two other important elements come into
play—incentive governance and performance management.

Incentive Governance

Incentive governance refers to the oversight and control processes that are in place to
monitor and manage the incentive plan. We think of it as all of the things that need to hap-
pen throughout the lifecycle of an incentive plan—starting with the establishment of prin-
ciples and objectives that should underpin the plan design, moving through the plan design
process, goal setting, budgeting, and then administering and managing the plan throughout
the year.

In the above examples, a company that decides that the value of not having caps outweighs
the risk that putting them in place could establish an incentive governance process requiring
formal review and approval of all incentive earnings before they are paid. They could estab-
lish a process whereby any individual payments above $X value, or above X% of the target pay-
out, are automatically reviewed. In the case of an extraordinarily large payout, this gives the
company the opportunity to confirm the validity of the situation. And language in the incen-
tive plan terms and conditions may also be included to stipulate that although the intent of the
plan is to operate in an uncapped fashion, payments above X level will be reviewed and must
be approved by management before they are made.

Performance Management

There is a fundamental law of incentives that all too many organizations are quick to
overlook—you can'’t pay for everything that you need someone to do. If you try to do so,
you end up with an incentive plan that is overcomplicated and that fails to drive the desired
behavior. Incentives can be a powerful motivator and driver of certain results and out-
comes—but not all results and outcomes. And part of how incentive plan risk can and must
be controlled is through the role that managers play—the goals and objectives they set,
how they provide feedback to their team, and how they coach and direct the team’s perfor-
mance (as well as when and how they provide recognition). Clear guidelines, criteria, and
tools need to be developed to support managers in this regard. Individuals who are behav-
ing in ways merely maximizing their earnings while creating inappropriate risk for the com-
pany or its customers need to be addressed promptly, first via feedback and coaching, and
eventually, if required (and certainly in more egregious cases), through the threat of employ-
ment termination. Tolerating certain behavior just because the incentive plan “pays” for it
must be viewed as inexcusable—and a sure sign that there is not a healthy risk culture in the
organization.
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SIDEBAR: THE EFFECTS OF RISK CULTURE ON INCENTIVES

The retail industry provides a particularly good example of this link. Many retail organizations

are placing greater emphasis on their customer service orientation as a means of differentiating
themselves in an increasingly commoditized world. In so doing, they also question whether using a
highly variable commission plan for their store staff creates a potential conflict between how their
employees are paid and the focus they want them to place on serving customers and creating a
positive customer “experience.” Some retailers have felt very strongly that they need to place more
emphasis on base salary and have a relatively small incentive linked entirely to team (store) results,
with particularly strong emphasis on customer satisfaction scores. It is felt that this will reduce the
temptation of store staff to look after their own interests first (i.e., commission earnings) over the
interests and desires of their customers.

However, one leading retailer has taken a very different approach. It has traditionally paid a large
portion of compensation in the form of an individual sales commission. Top sellers can earn very
handsome rewards—resulting in significant differentiation in earnings between lower and higher
performers. At the same time, this organization is also routinely seen as leading the industry in its
customer orientation and responsiveness. It sets a standard to which many others aspire. And yet
it pays its staff in a way that would seemingly create a high likelihood of misalignment of interests
between employees and customers. If one were to conduct a risk analysis of its incentive plans, they
would be rated as having relatively high risk for the organization.

And yet somehow it all works. Why? Because of the overriding effect of the organization’s culture.
The culture of customer service is so deeply embedded in this company that store staff would not
even think of taking an action that would drive their commission if they felt that it was not also
helping to serve the customer and meet the customer’s needs. This means, at times, spending time
with a customer to take back a good being returned, or to manage a very small-value transaction,
when instead the salesperson could potentially be selling a very high-value designer bag. The culture
is such that if someone were seen to be taking a “pushy” approach to customers, failing to listen and
serve, not only would their manager address the behavior in the performance management process,
but the employee would be ostracized and disrespected by his or her coworkers.

This is not, of course, to say that no one who has ever worked for this firm has ever “pushed” a sale
based on the commission that could be earned while failing to serve a customer appropriately. But
those who have a pattern of doing so are dealt with quickly and efficiently—and they either shape up
or ship out very quickly. This culture effectively serves as a control mechanism over the risks created
by the reward structure—a risk that might not be as easily controlled in a different organization having
a different culture.

Conclusions

Although the term “risk culture” is used by people in a variety of ways, we consider that the
broad concept is fundamental to an organization’s ability to manage its risks and so to achieve
its strategic objectives. This is best demonstrated by briefly considering the contrary—there are
too many cases of organizations (and their stakeholders) suffering from the consequences of a
poor risk culture.
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Just as no two organizations are exactly alike, so there is no single “ideal” risk culture.
Rather, each organization should develop its own understanding of the risk culture that works
best in its own circumstances.

Much of an organization’s risk culture lies beneath the surface, so important cultural
characteristics may not be immediately apparent—but they can be identified, measured and
understood using a range of qualitative and quantitative approaches.

Leaders and managers have access to a range of “levers” that they can use to shape the cul-
ture (including the risk culture) of their organization. These include things such as training,
communication, management information reporting, and governance. However, managing
culture is not easy, and attempts to shape culture are prone to unintended consequences. In
particular, attempts to use incentive/reward systems as a silver bullet to control risk culture are
ill founded. Though financial reward can play an important role in shaping risk culture, it is
important to realize that a more holistic approach is needed to bring about a more robust and
appropriate risk culture in most organizations.
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The Role of the Board of Directors
in Risk Management

Peter Whyntie

A chairman of a major bank was quoted in a national newspaper as saying that he was “no lon-
ger losing any sleep over the financial planning scandal that has tarnished the bank’s name.”!
The timing could not have been worse. In the same week, that bank had been forced to admit
to a parliamentary senate inquiry that it had misled both the inquiry and the securities regula-
tor concerned. Already operating under an enforceable undertaking relating to significant cus-
tomer losses incurred thanks to seriously flawed advice, the bank had just had new conditions
to its financial services license imposed by the regulator. Should those conditions be breached,
the bank would face license suspension, cancellation, or even prosecution. In monetary terms,
the bank faced potential consumer recompense in excess of $250 million.

The same chairman had only a week earlier “warned [that] boards could face serious ‘unin-
tended consequences’ if more regulation forces directors to become too involved in manage-
ment issues.””

This illustrates the challenge facing boards of directors in a world in which the expectations

of a wide range of stakeholders on what role directors should play is constantly evolving.

Directors Govern, Managers Manage

Though broad consensus holds that directors should govern and managers manage, there is
less consensus on what that actually means. Neither is there much guidance in legislation. At
the level of legislation, various jurisdictions across the globe codify directors’ liabilities for cor-
porate failure but generally do not specify duties to the level at which it is possible to discern
where a directors’ role ends and a manager’s role starts. Where there is more specific guidance,
it tends to be directed to financial responsibilities and to health and safety (which in some juris-
dictions also incorporates environment), often making directors and officers liable for non-
compliance, but not enterprise risk management in its broad sense. A prominent New Zealand
professional director, Rob Campbell, has challenged what he calls the “popular governance
mantra [that] ‘directors govern, managers manage” as overly simplistic. He points to a number
of factors, including increasing legislative provisions bearing directly and personally on direc-
tors; the responsibility of directors for the content, accuracy, and compliance status of financial
statements; and many directors’ also being managers—i.e. executive directors. In the face of
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this complex mix, he poses an alternate: “[M]anagers manage and directors manage the man-
agers, change the managers, or take the consequences if the managers don’t manage well.”

Curiously though, perhaps the most prominent legislation introduced in recent times pur-
porting to deal with financial failures on a large scale, the U.S. Sarbanes-Oxley Act of 2002, is
essentially silent on the specific topic of risk management other than financial risk manage-
ment. It has driven a very heavy regime of detailed compliance and audit, including of finan-
cial risk controls, but it is in stark contrast to other jurisdictions, such as the UK, Australia,
Malaysia, Singapore, to name but a few, that have all introduced regulatory governance codes
or stock exchange governance guidelines explicitly setting out duties of boards in relation to
risk management on a broad scale. The London Stock Exchange, for instance, has said that
“[w]hatever risk framework is adopted by a company, clear risk oversight from the board, as
distinct from management, is essential.”*

Although the United States tends toward rules-based prescriptive law, the majority of
English-speaking jurisdictions have tended toward principles-based law whereby legislation
sets high-level objectives and the market and/or regulators set more detailed guidelines. An
examination of the NYSE Listed Company Manual also failed to find a single mention of risk
management, even in the section on corporate responsibility.

Largely as a result of the global financial crisis of 2007-2008, financial services prudential
regulators have not only increased their focus on financial risk management, but have also
extended to enterprise risk management and specific requirements for board governance
of risk. For instance, the Australian Prudential Regulatory Authority (APRA), which has been
recognized as one of the strongest prudential regulators, has issued a number of prudential
regulatory standards setting out its requirements for governance of regulated entities and for
specific categories of risk for each financial sector:

This Prudential Standard requires an APRA-regulated institution to have systems for
identifying, measuring, evaluating, monitoring, reporting, and controlling or mitigating
material risks that may affect its ability, or the ability of the group it heads, to meet its
obligations to depositors and/or policyholders. These systems, together with the structures,
policies, processes and people supporting them, comprise an institution’s risk manage-
ment framework. The board of an APRA-regulated institution is ultimately responsible for
having a risk management framework that is appropriate to the size, business mix and
complexity of the institution or group it heads. The risk management framework must
also be consistent with the institution’s strategy and business plan. For instance, if a com-
pany sets an aggressive strategy with aggressive business goals and also adopts a conser-
vative risk appetite[, | there will likely be irreconcilable tensions.

The key requirements of this prudential standard are that an APRA-regulated institution must
do the following:

e Have a risk management framework that is appropriate to its size, business mix and
complexity.
e Maintain a board-approved risk appetite.
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e Maintain a board-approved risk management strategy describing the key elements of the
risk management framework that give effect to its approach to managing risk.

e Have a board-approved business plan that sets out its approach for the implementation of
its strategic objectives.

e Maintain adequate resources to ensure compliance with this prudential standard.

¢ Notify APRA when it becomes aware of a significant breach of, or material deviation from,
the risk management framework or aware that the risk management framework does not
adequately address a material risk.

As can be seen, that sets general responsibilities for a company with some explicit respon-
sibilities for the board. Though the standard was developed for financial services entities, the
responsibilities outlined are applicable across virtually any organization. Perhaps these could
be restated as board responsibilities:

e Ensure that management establishes and maintains a risk management framework that is
appropriate to its size, business mix and complexity.

e Approve the risk appetite.

e Approve arisk management strategy that describes the key elements of the risk
management framework that give effect to the entity’s approach to managing risk.

e Approve a business plan that sets out the entity’s approach for the implementation of its
strategic objectives.

e Ensure the entity maintains adequate resources to ensure that it effectively manages its risk
within the risk appetite.

e Ensure that management reports when it becomes aware of a significant breach of,
or material deviation from, the risk management framework or aware that the risk
management framework does not adequately address a material risk.

Providing Leadership and Affecting Risk Culture

The board has a critically important role in setting the culture necessary to support and main-
tain effective risk management. The Institute of International Finance® identified risk culture
“as a crucial element in strengthening risk governance.” It went on to state that “the ‘tone at the
top’ is crucial to building and embedding a strong risk culture.” These and other findings arose
from a series of global studies and reports of the IIF conducted since the global financial crisis.

Essential elements to developing and sustaining an effective risk culture include the
following:

e Committed leadership

e Horizontal information sharing

* Vertical escalation of threats or fears

e Continuous and constructive challenging of the organization’s actions and preconceptions
e Active learning from mistakes

e Incentives that reward thinking about the whole organization
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e An effective governance structure:
e Access of CRO to authority including ability to escalate to Board,
* A Chief Risk Officer (CRO) with extensive influence,
° Communication of risk tolerance to the organization and external parties, and
¢ Evidence of management objectives linked to risk management objectives.

Three key factors then required to be in place to demonstrate commitment, support the
culture and ensure that the framework has the resources and infrastructure to operate effec-
tively follow:

e Tone at the top
e Strategy and budget
e Transparency and accountability’

Consideration also needs to be given to whom do we mean when we say the “top.” Is this
the chairman? The whole board? The CEO? Some factors to consider in determining that
include influence, longevity, and consistency.

A study of the demographic effects on the role relating to board chairmen found that “the
influence of ‘the leader, namely the individual, irrespective of the role held, was recognized
as the ultimate driving force of the firm. Whoever that leader is, still the leader was reported
as the critical factor in determining firm success. Irrespective of governance practice and role
separation or duality, one person was seen to determine the success or failure of the enter-
prise”® What is particularly telling in these findings is that the influence is equally relevant to
positive or negative performance. So a takeaway from this is that the influence of the leader,
whether chairman or CEOQ, is likely to be a critical factor in the effect of the “tone at the top”
when it comes to how effective the risk management culture is.

Cultures are a long-term matter, so the longevity of the leader is likely to significantly influ-
ence the consistency of culture over the long term. If the board allows ownership of culture
to be left to management, and particularly the CEO, consistency is likely to be affected by the
trend to shorter CEO tenure. In 2008, Forbes reported average North American CEOs’ tenure
as 6.8 years, down from 8.6 years two years previously.’ By 2013, the average Fortune 500 CEO
tenure was 4.6 years.'?

The tenure trend for directors appears to be heading in the opposite direction. In 2013, 64
percent of directors of S&P 500 companies were reported as having served 10-15 years.'! So
that might seem as a counterbalance, allowing for boards to set and own culture over the long
term and drive consistent implementation by the shorter-tenured CEOs. However, that must
be tempered by studies that have found that long-term tenure can hurt performance. In scan-
ning articles and studies on the effects of board tenure on performance, there seems to be a
diversity of views. However, a recent empirical study across a sample of S&P 1500 firms from
1998 to 2010 has identified nine years as the optimal tenure. The study partly attributed that to
the learning effects in the early years of tenure’s becoming outweighed by the entrenchment
costs as tenure extends beyond optimal length.'?

Perhaps a practical observation to make from these various findings is that an organization
needs to be very cognizant of the interplay between the need for a strong and influential leader
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to drive a positive risk culture while also recognizing that applying the culture consistently over
the long term requires ownership to reside where there is greater longevity—i.e., at the board.
The organization must also recognize that this is likely to be less effective when a board is
dominated by, rather than driving the behavior of, its CEO. When some of the more spectacu-
lar corporate failures are examined, such as that of Enron, very dominant CEOs appear to be a
factor. (For more on culture and risk management, see Chapter 13.)

Structuring Boards to Govern Risk Management

This section has been derived from an article written by the author and published in the
Journal of Chartered Secretaries Australia Ltd.'*

Considering risk management’s newly perceived importance to the effective governance
of organizations, there is a growing trend ensuring that it is the focus of appropriate board
committees.

The most common approach is to assign the oversight of risk management to the audit
committee. When risk is assigned to other committees, the governance structure will often
be influenced by the organization’s industry. Across the financial services sector, particularly
since the global financial crisis, there has been a move toward adoption of dedicated risk com-
mittees that look at risk on an enterprise basis. In the resource and energy industries, some
companies have created risk committees focusing on combinations of corporate responsibility,
environment, and health and safety.

There is considerable debate over whether governance of risk management is better left to a
generalist audit committee or to a dedicated risk committee. What, then, are the pros and cons
of generalist audit versus dedicated risk committees?

A useful starting point is a very recent APRA prudential standard that addresses this exact
topic: CPS 220 Risk Management. It sets out the different roles of both a board audit committee
and a board risk committee. It stated in its announcement of the standard on May 9, 2013, that
one of the two most important enhancements is “the establishment of a board risk committee
that provides objective non-executive oversight of the implementation and on-going operation
of the institution’s risk management framework. The committee must be chaired by an inde-
pendent director who is not the chair of the board.”**

The reference to the role of the audit committee within the standard is limited to ensuring
that the institution’s “compliance with, and the effectiveness of, the risk management frame-
work is subject to review by internal and/or external audit at least annually. The results of this
review must be reported to the board audit committee.” '

Clearly APRA has formed a view that the audit function is about assurance, whereas the risk
function is about the implementation and ongoing oversight of risk management. Is this sup-
ported on a wider basis?

In his highly influential review of corporate governance in the UK financial industry, Sir
David Walker made a very clear distinction between the “essentially, though not exclusively,
back-looking” responsibility of the audit committee “relating to the effective implementation
by the executive of policies decided by the board as part of the strategy of the entity.” In then



200 ENTERPRISE RISK MANAGEMENT

addressing the risk responsibilities, the review states, “[T]hus in parallel with, but separately
from, compliance and audit the board has responsibilities for the determination of risk toler-
ance and risk appetite through the cycle and in the context of future strategy and, of critical
importance, the oversight of risk in real-time in the sense of approving and monitoring appro-
priate limits on exposures and concentrations. This is a forward-looking focus.” It concludes
that section saying, “[B]ut a clear differentiation is needed in ensuring that appropriate and
separate attention is given in [sic] to backward and forward-looking risk functions.”!°

The review recommends dedicated board risk committees by saying, “[B]ut the potential or
actual overload of the audit committee and the need for a closely-related but separate capabil-
ity to focus on risk in future strategy leads this Review to the conclusion that best practice in a
listed bank or life insurance company is for the establishment of a board risk committee sepa-
rate from the audit committee.”'”

In December 2010, SpencerStuart, a global executive search firm, published its findings
from interviews of audit and risk committee chairs of leading international corporations in
industrial, life sciences, banking, and financial sectors across Europe and the United States.'® It
specifically addressed the pros and cons of creating a separate risk committee.

It found mixed support for the concept of a dedicated risk committee, with a finding, not
surprisingly, that “the nature of the organization and the kinds of risks the business faces can
significantly influence which approach makes the most sense for a specific company.” '’

One view was that “the more a business is dependent upon the proactive taking of risk in a
dynamic way, the more likely it is to be better served by a risk committee separate from audit”*°

The findings also echoed concerns raised by Walker about the overloading of audit com-
mittees if they also had oversight of risk. The danger is that risk can then become a lower prior-
ity. In this writer’s experience, that is frequently the case, with risk often relegated to last on the
agenda. It then tends to be either starved of appropriate discussion time or, in the worst case,
dismissed with a “can we take the risk report as having been read?” attitude.

The topic was also addressed by Protiviti.”! In stating that it is not a one-size-fits-all matter,
it went on to say that it can be a good idea under some circumstances. It identified companies
that have “complex market, credit, liquidity and commodity pricing risks”** as examples. It also
stated that it “fosters an integrated, enterprise wide approach to identifying and managing risk
and provides an impetus toward improving the quality of risk reporting and monitoring, both
for management and the board””*

Protiviti also points out that establishing a separate risk committee is no “panacea.” “It may
be more important to evaluate whether a sufficient number of independent directors possess
deep knowledge and experience in dealing with the industry and its critical risks.” He later
adds that “the board needs to be careful that the creation of a risk committee does not result
in a subconscious attitude of delegation by the rest of the board on risk matters, such that the
non-committee members begin to view risk as a matter for the Committee and not the full
board.**

The risk of disaggregating specific risk categories to separate committees is that the holis-
tic view of the organization’s enterprise risk is obscured or even altogether missed. Hence the
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board, when employing separate risk committees, needs to ensure that it brings all the intelli-
gence from those committees together for review on an enterprise basis.

Having explored what others are saying, it might now be illustrative to look at some practi-
cal examples based on some client engagements the author has undertaken.

Those clients having dedicated board risk committees did demonstrate a singular focus
on risk management governance across the enterprise and all risk categories, undistracted
by an agenda often weighted to financial oversight and assurance matters that were typically
the province of the audit committee. Relevant to both models, the focus of the full board and
leadership (or lack thereof) in respect to risk management from both the chair and the CEO
appeared to be critical.

When the board led culture and the CEO was tasked with its implementation, risk manage-
ment not only was supported, but was clearly adding value. This was demonstrated by fewer
customer and supplier complaints, lower staff turnover, lower error rates, and better project
completion rates.

Unfortunately, ASX Governance Principle 7, Risk Management, relies entirely on self-
proclamation of compliance by companies. There is no requirement for a company to dem-
onstrate that it actually has anything in place, and there is no external independent review
process required. Hence examples are seen of statements about risk frameworks made in
annual reports that are then shown to be essentially absent or deeply flawed when the com-
pany announces a significant failure.

Early in 2013, an ASX-listed company had to issue a correction to its annual report: It had
entirely neglected to address Principle 7. Even in its correction, the wording showed that the
board’s understanding of risk management seemed to be limited to financial risk manage-
ment. Within days of issuing the correction, it announced a serious incident that, among other
things, had resulted in the death of a worker. It suffered a 60 percent drop in share price from
which it has yet to recover, and its operations had to be suspended for several months. It had
to demonstrate to the country regulator that it had put in place an effective risk management
framework before it could resume its operations.

In conclusion, it appears that there is far from being a consensus on the pros and cons of
a dedicated risk committee. There is stronger support when organizations are more complex
and when there is a need to take a dynamic approach to risk. There is also strong recognition
that it may be an appropriate solution when the sheer volume of work already undertaken by
an audit committee is already a burden and adding oversight of risk might overwhelm it.

There is also a concern that regardless of whether risk oversight is assigned to an audit com-
mittee or a risk committee, the board must never take its collective eye off the ball. Indeed, in
all papers reviewed, the board is cited as having the responsibility of setting the risk appetite,
driving risk culture, and always retaining overall responsibility for the oversight of risk.

Finally, a common view is that the capacity of the individuals on the board or relevant com-
mittee, including their understanding of the organization’s business and industry, their ability
to challenge, and their competency to exercise independent judgment, is paramount to the
effective management of an organization’s risk.
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The Information on Which Boards Rely

Fundamental to directors’ being able to effectively discharge their risk governance responsi-
bilities is their receiving accurate, relevant, and timely information and data.

Over the course of many years of consulting to boards on risk management, the most fre-
quent complaint heard by the author has been that the sheer volume of risk reporting over-
whelms directors and obscures important information. However, when confronted with these
complaints, management invariably argues that directors fail to spell out what information
they wish to receive. All too often this becomes a very circular argument, with no “winners.”

It behooves both boards and their risk management teams to work together to devise the
optimum solution. The starting point should be to ask the following question: “What informa-
tion about risk management is needed to properly inform the board’s decision making?” If that
is always applied as the test of what information should be provided to the board, it is more
likely that management will avoid the temptation to just deliver everything that seems to be
relevant—or, worse, deliver whatever it can collect!

Other chapters in this book discuss risk reporting in specific areas of risk. For example,
Chapter 2 looks at the information that boards need if they are to manage environmental risk.
Accordingly, this section will look at the subject from a very high level.

The diagram below was developed for use with boards and senior management to explain
the difference between the strategic management of risk versus the operational management
of risk. (Note that the concept of operational management of risk is not the same as the risk
category of operational risk management, the subject of Chapter 5; likewise, the concept of stra-
tegic management of risk is not the same as strategic risk, the subject of Chapter 16.) Though
this concept is not generally used, the author has found that it resonates with boards and senior
management. It simply illustrates broadly where the focus of each should be (Figure 14-1).

The board’s primary focus should be on the top crescent. Hence it should receive manage-
ment reporting that provides information on the current status of the enterprise risk profile
(e.g., the aggregated assessment, analysis, and prioritization of risks discussed in Chapters 1, 5,
and 9) in respect of the organization’s risk appetite with specific reference to the vision, corpo-
rate code of conduct, and strategy. Because the board retains responsibility for the oversight of
these, it should have a strong say in how it wants this reported, as well as with what frequency,
and should be very engaged in discussing it with management. Many boards will want this to
be discussed at the full board meeting, not delegated to a single risk committee or multiple
category-specific risk committees. The risk committee might receive it initially and review the
detail, but it will often then be tabled for discussion at the full board.

The bottom crescent is what is managed day to day. Depending on the industry and the
sophistication of the organization, there will be very detailed risk monitoring, analysis, and
reporting of all categories of risk across the organization. The challenge for management is to
work with the board and relevant risk committees to then determine what of that is relevant
to the board. The risk appetite will be of assistance as a means of prioritizing information and
data. If management is focused on establishing what information will enable the board to
see what material affects or relates to the organization’s meeting its vision, staying true to its
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Strategic view of risk

Strategic Risk

Organizational Risk Appetite
- Vision

Long term - Corporate Code of Conduct etieri )
- Strategy Risk taking
Informed Decision Making:
Visionary and Situational
Internally
Focused—

Categories of Risk Exercising
- Tolerances - KRIs Control
- Controls - KPIs

Short term

Operational Management of Risk

© Peter Whyntie & Associates

FIGURE 14-1 Focus of strategic management of risk versus operational management of risk. Source: Peter
Whynties & Associates.

corporate code of conduct, and achieving its strategy, there is a good chance that it will get the
balance right.

A practical suggestion to boards and management is to view the development of the appro-
priate balance of risk reporting as a journey. If boards and their risk or audit committees set
aside some time in the risk segment of the agenda to review with the CRO or Risk Manager
the effectiveness of the reporting, over time, they will see a marked improvement in the value
derived from it.

One word of warning. Risk reporting often follows a strict pyramid approach based on
severity tables. That is useful to filter out “noise” However, sometimes seemingly small or
minor events can have catastrophic consequences. Thus it is important to build in the ability
for a risk manager to be able to quickly escalate matters when a judgment is formed that senior
management, and perhaps board, attention warrants it (this is discussed further in Chapter 5,
on operational risk, and Chapter 9, on risk portfolio).

Demands on Directors from Stakeholders and Litigation

We live in an increasingly litigious world. And the fines being meted out for compliance
breaches have reached astronomical heights. The most recent example is that of French bank
BNP Paribas, fined US$9 billion in June 2014 for violations of U.S. sanctions laws and enabling
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the activities of terrorists and human rights abusers in Sudan and other countries. It would be
difficult to find a better example of the cost of cure vastly overshadowing that of prevention.

Though financial services appear to have attracted the biggest fines, examples of other
hugely costly fines and civil damages are replete across industries and jurisdictions. Some of
the biggest have involved anticompetitive behavior arising from antitrust breaches and cartel
behavior. Civil damages and fines from major disasters such as that of the Deepwater Horizon,
or BP Gulf of Mexico, oil spill of 2010 have been in the billions of dollars.

Curiously, to date, actions have not generally been taken against directors. However, the
cost to shareholders has been extremely damaging, and it would seem only a matter of time
before we see class-action civil suits launched against directors and executives.

Many companies are now taking actions to minimize their exposures to the potential
effects of global warming. The insurance industry is leading because of its exposure to claims
resulting from climate-related disasters. Investment funds are increasingly reducing their
exposures to climate-damaging industries, such as carbon energy production and coal min-
ing. Companies are starting to explicitly state their environment or sustainability risks in their
reporting.

Boards and their risk or audit committees are likely to be increasingly focused on their gov-
ernance duties as regards minimizing their organization’s risks. The author was asked by two
large listed companies to conduct reviews of their conflicts of interest governance frameworks
immediately after the global financial crisis. The boards had directly commissioned these
reviews, concerned that transactions involving related parties could come under shareholder
scrutiny. The directors of both organizations were motivated by both their potential personal
liabilities and the potential costs to their shareholders and reputation damage.

Of significant concern to directors facing the challenge of these exposures is the challenge
to maintain a governing role and not to end up micromanaging. Part of enabling that outcome
is to ensure the following:

e The board’s risk management charter is clearly defined. A board and committee risk
charter is a basic and essential governance document that sets out what the role and
responsibilities of the board and committees are with respect to risk.

e The appropriate risk governance structure is in place.

e The right mix of experience, knowledge, and capabilities is represented among the
directors, particularly on risk and audit committees.

e The board reporting of risk provides information “that allows it to understand and
appreciate risk issues, challenge management on risk decisions, and have a plain language
conversation about risk at the board level."*

Conclusion

Risk management is increasingly becoming a significant part of the focus of boards. In light of
the relative recency of risk management as a formal discipline, especially outside financial ser-
vices, it is not surprising that there are as yet few decided cases to which to look for guidance.
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Since the global financial crisis of 2007, there has been a gradual introduction of formal codes
and standards by some regulators and stock exchanges.

The literature on the topic is also gradually expanding, providing useful insights into how
different organizations are dealing with developing effective risk governance structures,
addressing the appropriate director versus management balance of responsibilities, exploring
the board’s role in risk culture, and looking at effective value adding risk reporting.

The best practical advice to managers and directors with which to close this chapter is that
it is a journey. Boards and management that work together to find the balance that works for
them will do the best. If directors continually investigate whether reporting is informing the
board and its decision making, then management will better appreciate what is required.
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Political Risk

Elizabeth Stephens

Mention the words “political risk,” and most business people will have an idea what you mean.
But probe more deeply and ask for examples of how political risk events have affected business
returns or about their implications for future growth, and your audience may become vague.
One of the reasons for this is the absence of a universally agreed upon definition of political
risk and its consequences. For the purposes of this chapter, political risk is understood to mean

The risk of a strategic, financial, or personnel loss for a firm because of nonmarket
factors, including action or inaction by a government authority, macroeconomic
and social policies (fiscal, monetary, trade, investment, industrial, income, labor,

and developmental), or events related to political instability (war, civil war, coups,
insurrection, riots, and terrorism).

Political risk events can be triggered by a disparate and wide-ranging array of factors. The
“butterfly effect”—the sensitive dependency on initial conditions according to which a small
change at one place in a deterministic nonlinear system can result in large differences in a later
state—is an apt description of the superficially unrelated chain reaction unleashed by seem-
ingly disparate political trends.

Political risk events—that is, action or inaction by a host government that can deprive a for-
eign investor of assets or impair return on an asset—include the following:

¢ Russia imposed a ban on grain exports in August 2010 after drought and wildfires
devastated crops. The measures were designed to keep domestic food prices low.

Russians consume large amounts of bread, and rising prices have the power to provoke
popular unrest. The government was particularly keen to avert price rises in the run-up
to parliamentary elections the following year. International commodity traders with
contracts to export grain were unable to meet their contractual obligations.

e Argentina introduced a bill in April 2012 for the partial renationalization of YPF, the
country’s largest energy company, with the government seizing Spanish Repsol’s stake in
the company. The government cited underinvestment in future production as justification
for the nationalization, which Repsol denied. Repsol countered with claims that the
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government drove down the YPF share price ahead of the announcement to minimize
compensation payments. Analysts viewed the move as politically motivated by the
government’s desire to own a larger stake in the country’s energy sector.

Globalization has created greater interconnectedness and, by implication, greater vulnerabil-
ity to events beyond the boundaries of sovereign territory and far beyond our control. Though the
search for greater economic rewards and economies of scale presented by globalization is clearly
understood, the concomitant impact of heightened exposure to political risk is often ignored.

This is a significant risk management failing when one considers the tremendous influence
that politics exerts on market movements and how the most unexpected economic events are
often triggered by political action or inaction.

Today several clearly discernible trends dominate the investment environment: intercon-
nectedness of financial markets; reliance on global supply chains and offshoring; the rising
power of nonstate actors, including terrorist groups; national energy insecurity; commodity
price fluctuations; and high youth unemployment.

Anticipating the risks associated with each of these trends requires understanding the
political and economic environment in each territory, the separation of powers and the inde-
pendence of the various branches of state, institutional independence, the prevalence of the
rule of law, and the preferences of leaders who determine policy choices and thereby political
and economic outcomes. Often a lack of political capacity or willingness to maintain a stable
society and predictable economic environment leads to financial loss.

Political developments can make a mockery of even the best considered investment deci-
sions. This is particularly true in territories where populist governments come to power or
autocratic leaders dominate the political environment. Yet developed nations are not immune
from manipulating legislation and investment laws' in response to the dictates of the electoral
cycle or as a device to plug ever-increasing budget deficits.

Though businesses go to great lengths to model risk scenarios that may affect their business
return, political risk events are generally not calculated with the same degree of rigor. This is
often because political risk can seem so amorphous that business leaders lack a framework for
assessing their risks. In reality, political risk, like other elements of risk management, comprises
components that can be identified, analyzed, and prioritized by those who have an under-
standing of variations across political systems and an understanding of the effects that political
risk events will have on different political systems. Events surrounding the Arab Spring provide
a pertinent example.

The Arab Spring

Right up until protests swept across the streets of Sidi Bouzid on December 18, 2010, in
response to the self-immolation of Mohamed Bouazizi in protest of police corruption and ill
treatment, many investors believed that autocratic leaders and hereditary monarchies had
made the Middle East and North Africa a quiescent investment environment.

In retrospect, the immediate underlying causes of the Arab Spring were economic.? Rising
food and fuel prices, combined with high unemployment, particularly among the young male
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population, created unsustainable pressure on rigid political structures. Undemocratic, weak
political institutions, controlled almost exclusively by one individual or one family, were
unable to meet protestor’s demands for meaningful political reform that would prevent the
escalation of violence and the rapid deterioration of law and order.® Similarly these govern-
ments were unable to convince their western backers that they had the ability to rein in pro-
tests and restore stability without resort to violent suppression, thereby forfeiting international
political and economic support.

As a result, the crisis has endured for almost five years at the time of writing, spreading
from Tunisia across Arabia. By December 2012, rulers had been forced from power in Tunisia,
Egypt, Libya, and Yemen. Civil uprisings had erupted in Bahrain and Syria. Major protests
had broken out in Algeria, Iraq, Jordan, Kuwait, Morocco, and Sudan, and minor protests had
occurred in Mauritania, Oman, Saudi Arabia, Djibouti, Western Sahara, and the Palestinian
territories. Weapons and Tuareg fighters returning from the Libyan civil war stoked a simmer-
ing conflict in Mali that resulted in French intervention to prevent the seizure of the country by
Islamic insurgents.

As investors tried to ascertain how governments would respond to the uprisings and the
long-term implications, political risk analysis would have posed a series of questions to deter-
mine the different responses in each territory:

e  Which governments were most stable?

¢ Where was economic pressure the highest, with consequent potential for political unrest?

e  Which governments would be able to respond by implementing political reform and/or
raising subsidies?

e What would be the response of the international community, and with what consequences?

Analysis of these answers would have helped investors foresee the following:

e The monarchies would survive because of their subjects’ belief in their legitimacy. Saudi
Arabia would lend support to pressurized monarchies in Bahrain, Jordan, and Morocco as a
device to shore up the institution of monarchy across the region.

e Hydrocarbon-rich territories would use their reserves to increase social subsidies to buy
the quiescence of the population, as occurred in Algeria and the Gulf states.

e Foreign intervention in Libya would lead to the overthrow of Muammar Gaddafi and create
a security vacuum in Libya and surrounding territories.

e Territories where leaders were overthrown would be unable to undergo a smooth transition
to democracy as had occurred in eastern Europe after 1989.*

e Terrorist networks would spread across the region, taking advantage of the security vacuum
created by the demise of the autocrats.

Identifying Sources of Political Risk
Crisis Contagion

The Arab Spring provides a pertinent example of how investors can incorrectly perceive risk
when diversifying investments across regions and using the past as a guide to future behavior.
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Many investors ignored global trends, such as high food and fuel prices and youth unemploy-
ment, that made the status quo in many Middle Eastern and North African states unsustain-
able. Combine inflationary pressure with the concentration of wealth in the hands of autocrats
in power for decades, insufficient transparency of its redistribution, corruption, social media,
and the WikiLeaks scandal that revealed the willingness of the U.S. government to allow
Tunisian President Ben Ali to fall in the event of a sustained uprising, and the combustible mix
that gave rise to revolution was apparent.

How Likely Are the Risks You Face?

Hugo Chavez’s election in Venezuela and Vladimir Putin’s election in Russia illustrate how
changes in the individuals who control governing institutions affect the “stability” of a territory
for investors. In contrast, unexpected shifts in power do not have a substantive effect on mar-
kets in “stable” territories that have well-established institutions, vibrant civil societies, and
representative political systems. Risks to investment are far lower in territories where political
and economic decisions are institutional rather than led by personalities.

Responding to the Unexpected

The capacity of political leaders to implement policies of their choosing during times of tur-
moil and their ability to do so without triggering further negative repercussions is one of the
hallmarks of a “stable” country. Countries with neither capacity are the most vulnerable to
political risk. The challenge of acting decisively while maintaining political stability is one that
governments grapple with at times of extremis.

The economic orientation of an economy and its integration into global financial markets
and trading systems is a determining factor in assessing how a country will respond to shocks.
The United Kingdom provides a pertinent example. With a high concentration of political
power vested in parliament, it is theoretically possible for the government to enact rapid pol-
icy changes, which could be perceived as an indication of low policy stability. In practice, the
capitalist and market-oriented nature of the UK economy means that policy changes are usu-
ally economically rational and accompanied by a period of transparent evaluation and debate.
In contrast, the concentration of political power in the opaque Chinese Communist Party
Politburo® creates a high level of political stability but heightens the risk for investors that deci-
sions are motivated by nonmarket factors and implemented without consultation.

Political Risk May Be Counterintuitive

Systems of government and political ideologies play a significant role in determining the risk
profile of a territory. Democracies are often associated with stable operating environments
and autocracies and other nondemocracies with instability. In reality, the risk environment
on the ground is more complex. For example, the governments of many newly democratizing
countries in promising mining locations, including Liberia, Sierra Leone, and Guinea, recently
beset by turmoil, have sought to rescind and renegotiate mining and oil and gas contracts
signed by previous military or authoritarian governments for a larger share of the profits.
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Such action contradicts the standard business position, which relies upon the sanctity of
contracts irrespective of the circumstances in which they were signed, so long as those sign-
ing the contracts have the authority to do so at the date when they were signed. It raises the
highly subjective concept of “legitimacy” in contractual agreements and the circumstances
under which a contract should be considered secure. If a contract were entered into when the
host country was experiencing a period of heightened political tension, does the foreign inves-
tor have the right to expect the contract to be honored when the country moves into a period
of political stability, even if the process of wining the contract was transparent? This is a chal-
lenge confronting many investors in developing territories, and as a consequence, few of the
mining majors are jumping to conclusions about the security of their investments or future
contracts.

Although resource nationalism is more prevalent in South America, central Asia, and
Africa, it has become a notable trend in some of the world’s richest territories. Despite the
United Kingdom, Canada, and Australia offering some of the world’s most hospitable environ-
ments, with highly developed infrastructure, a low risk of political violence and robust legal
systems, acquisitions perceived to be contrary to the national interest have been prevented
and retrospective taxes imposed on the extractives sector.® In this regard, the developed world
is equally capable of creating an unstable risk environment for foreign investors. Australia pro-
vides a case in point. Once considered a safe haven for mining investors, the risk profile of the
country has rapidly deteriorated.

The greatest source of political risk affecting companies operating in Australia’s mining
sector are legal and regulatory reforms, including the impositions of a range of additional taxes
and royalties that discriminate against the mining sector.” (See Chapter 2, on environmental
risk, for more discussion of these risks in mining and other sectors.)

A left-leaning political agenda, combined with a decision to adhere to a tight fiscal policy,
means that the natural resources sector will remain vulnerable to government attempts to
extract greater revenue for the duration of this political cycle.

The willingness of western governments to intervene in the operating of the markets in this
way has given greater legitimacy to the governments of developing nations’ doing the same.

Reputational Risk

Political risk can become inextricably linked with reputational risk, particularly in the liberal
west. It is no coincidence that China and Russia have been particularly successful in operat-
ing in territories considered to be “high risk” This isn’t because Chinese and Russian com-
panies have more effective political risk management strategies in place than their western
counterparts; it is because the nature of their governments and societies mean that they are
less accountable for the ways that their enterprises operate in overseas territories. They have
proven particularly effective in thriving in Africa, the Sahel, and central Asia, where they
have fewer constraints than their western counterparts in paying officials or turning a blind
eye when it comes to issues of transparency and accountability. The Chinese presence in
Sudan, Libya (now accounting for 10 percent of Libya’s oil output), and, more recently, Niger,
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demonstrates the importance of these players within the hydrocarbon market® in territo-
ries where western governments have serious concerns about corruption and human rights
abuses. (See Chapter 7, on brand risk, for more discussion of this topic.)

POLITICAL RISK INSIGHTS

e DPolitical risk is a real and present issue even in relatively stable markets.

¢ DPolitical risk should be analyzed—it is rarely a consistent or coherent threat even within the same
country.

¢ Despite the risk, there are significant rewards associated with trade and investment into the
emerging markets, and many elements of political risk can actually be managed.

¢ Political risk insurance is a very effective mitigation tool, especially when risks are well understood
and cover is tailored.

Political Risk Assessment

As companies expand across borders to tap into new markets or to exploit new resources, a
key determinant of their success is the ability to manage political risk. Long-term sustainability
is dependent on integrating political risk management into enterprise and business risk man-
agement in a methodological way. This enables companies to make more informed decisions
about global expansion, government relations, community engagement, operational struc-
tures, supply chain management, and other issues relating to sustainability.

Management teams often feel that they lack the requisite tools to adequately assess politi-
cal risk. Its nebulous nature can create the impression that it is impossible to rate and prioritize
risks based on seemingly amorphous concepts such as “political stability,” “regulatory risk,” and
“terrorism risk” In reality, much can be done to quantify and systematize political risk assess-
ments, which is reassuring, for it is often political risk factors that make or break an investment.

Political risks should be assessed at the time of an investment and a risk management structure
put in place. These risks should then be monitored on an ongoing basis to enable the risk manage-
ment framework to be regularly updated to reflect fluidity in the risk profile of a host territory.

Though the most effective political risk ratings tools are based on a combination of quan-
titative and qualitative sources, deciding between these different types of sources is not as
important as developing a systematic framework for the modeling of the data. The use of mul-
tiple sources of data enhances political risk models and allows for cross-referencing and sense
checking of economic and survey data. Each source of data will have its merits and demerits
and should be weighted accordingly.

Internationally respected and independently verifiable data sources may offer a level of
reliability that local sources of information do not. Expatriates and local employees have a ten-
dency to “go native” and underestimate the risks inherent in the host political environment.
Alternatively, they may be too closely tied to the host government to feel safe providing an
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objective assessment of reality on the ground. Governments themselves also have an incentive
to falsify data when economic performance is poor. Inflation data published by the Argentinian
government is often inaccurate and, when compared with International Monetary Fund or
World Bank data, indicates that the government underreports inflation rates by 10-15 percent.

Many banks, export credit agencies, multinational corporations, and insurance underwrit-
ers develop political risk matrixes to assign a quantitative weighting to their risk exposure in
overseas territories. Country risk ratings often focus on the credit risk posed by a territory and
different forms of political risk that have the potential to destabilize the operating environ-
ment. In addition to the currency, sovereign debt, and banking sector risks posed by a country,
political risk assessment also looks at political stability, institutional resilience, legal risk, reg-
ulatory risk, and investment risk, such as government propensity to forcibly renegotiate con-
tracts or seize foreign-owned assets. Because many investments are of a medium- to long-term
nature, it is useful to develop short-term forecasts (six months) and medium-term forecasts
(twenty-four months) for each territory. Developing meaningful ratings over a long-term time
horizon is challenging, particularly in developing markets, where governments are vulnerable
to sudden violent change. Scenario modeling, a process of analyzing future events by consider-
ing alternative possible outcomes, may provide a more viable alternative.

Risk ratings provide a benchmark for investment risk in different territories and the risk that
investments will be affected by a range of perils. They are an effective tool for benchmarking risk
between countries and regions and for highlighting exposure to concentrations of perils. For
example, mining companies are likely to find themselves disproportionately exposed to the risk
of expropriation than companies operating in the non-extractives sector, and they are vulner-
able to the same risks even if their portfolio of assets is diversified across a number of continents.

It is important to note that political risk ratings are an art and not a science. A level of subjec-
tivity is inherent in each rating, which often acts as a strength rather than a weakness. Economic
data alone was unable to indicate the effects that the election of either Jakarta Governor Joko
Widodo or former General Prabowo Subianto in Indonesia would have on the investment envi-
ronment, but a qualitative view, provided by an expert on the Indonesian political environment,
could provide valuable strategic insights to the potential changes to the investment landscape.

The International Monetary Fund or World Bank provides information on the past perfor-
mance of the world’s economies, but this isn’t necessarily an indicator of future performance.
On the contrary, GDP data for the Eurozone growth in the years preceding the financial cri-
sis created the impression of linear growth and gave no indication that sovereign states in the
developed world were on the precipice of the largest debt crisis in history. However, discerning
investors who analyzed data relating to consumer and government debt were more likely to
consider the unsustainable trajectory of many western economies.

Political risk ratings reflect the risks facing a country; they are not meant to predict a crisis.
Many investors I worked with before the Arab Spring had assigned relatively low risk ratings to
their investments in Libya. Their justification for so doing was that the investment environment
under the leadership of Colonel Muammar Gaddafi was stable. He had ruled Libya for more
than forty years, and there was no evident challenge to his authority. I found this bemusing, as I
generally do when investors assure me that their contracts or assets are safe in territories where
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power is vested almost solely in one individual. In such territories, the risk of an abrupt correc-
tion cannot be discounted, and from an actuarial perspective at least, the dictator in whom you
have placed your trust will, at some point, die, potentially taking political stability with him.

Similarly in 2009-2010, I had discussions with investors over political risk ratings I pro-
duced for Egypt. Working on a ratings scale of 1 (low) to 10 (high), ratings I produced were in
the medium-risk range of 5-6. Investors with experience in Egypt often considered these too
high, whereas my perception of Egypt was that of a simmering cauldron waiting for the lid to
blow off. Ratings can’t predict the timing of a crisis, but elevated ratings provide investors with
important insights into the nature of the risk environment.

There are reasons why credit rating agencies often assign a 4-point deduction to the sover-
eign ratings of oil-rich Gulf states like Saudi Arabia. Though their debt:GDP ratios are positive
and their foreign exchange reserves are the envy of the Western world, the undemocratic nature
of the regimes and the absence of the rule of law heighten the risk of a sovereign default. In con-
trast, the strong track record of the United Kingdom in honoring debt obligations and interna-
tional confidence in its institutions and the rule of law enabled the country to maintain its triple
A credit rating for much longer than underlying economic data indicated that it should have.

Political risk ratings should be granular. They are less valuable as a risk management tool if
they posit a single numerical rating for a territory. A ratings system that provides a rating of 4
for Portugal and 7 for Nigeria tells a risk manager very little about the underlying challenges to
be confronted when operating in those territories. A granular breakdown of the risk environ-
ment that highlights economic and credit weakness in Portugal as compared with terrorism
risk and corruption in Nigeria is of far greater value in directing the risk management process.

Political risk ratings are fluid and will change to reflect alterations and evolutions in the
political landscape. Generally, these alterations should be small and incremental, for significant
shifts in ratings indicate that the underlying assumptions about a territory were incorrect. More
dramatic ratings changes do occur as black swan events, but these are, by definition, infrequent.

Although ratings are fluid, they must also be relative. In 2002, Moody’s Investors Service
infuriated Tokyo by downgrading Japan’s sovereign credit rating to one notch below
Botswana.’ Though the southern African nation was performing relatively well, it seemed illog-
ical to attribute greater risk to the sovereign debt of the world’s second largest economy.

This aptly demonstrates that although political risk ratings provide a valuable guide to
assessments of the risk environment of divergent territories, the output is only as logical,
robust, and meaningful as the thought process and data that comprise the inputs. Even leading
rating agencies can misjudge the creditworthiness of sovereign states and corporations.

Mitigating Political Risk

The global risk environment remains very challenging, and this will require effective man-
agement by companies seeking to invest, particularly in the rich natural resources sector.
Historically management of political risk by corporations was considered an oxymoron,
whereas credit risk management tended to be either a question of trust or the elimination of
risk through structure/collateral or transferring to local banks.
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Today we recognize that companies change the political risk environment within which
they operate. There are a number of steps companies can take to manage political risks and
maximize investment returns.

An effective political risk strategy must be about identifying challenges and understanding how
risk may be anticipated and effectively managed to safeguard the opportunity presented by a trade
or investment. The political risk management process can be broken down into a number of stages.

The first is to acknowledge that the belief in “good” versus “bad” countries when contem-
plating political risk is something of an illusion. Trade flows to high-risk countries like Sudan
remain significant, and oil companies are prospecting in Somalia despite perceptions that it is
a dangerous place to do business. In reality, political risk is not generic across a region or even
within a country, and foreign investors must analyze the specific environment in the specific
region of the country for their specific project. Several steps can be taken in structuring a trade
or investment to minimize the likelihood that a political risk event will disrupt activities.

The second step is to acknowledge that the origin of an investment plays as significant a
role in determining the risk profile of a venture as the destination of the investment. The
meaning of this may not be immediately apparent, and the key point to note is that inves-
tors play a crucial role in the creation of the risk environment in which they operate and their
investment profile is a key determinant of this. A Russian, Brazilian, Chinese, or American
company making an investment in the same oil project in Angola will be perceived in entirely
different ways by the host government and local population even before the project com-
mences and its effects felt. Acknowledging this and actively engaging with host governments
and local communities to alter negative cultural stereotypes that may adversely affect a project
are important parts of the risk management process.

The third step is to do effective due diligence. This will include a review of security on the
ground, legacy issues, reputational risk, social effects, environmental effects, and relations
with the current and potentially future political decision makers in the host country. The adop-
tion of a coherent political or country risk strategy can neutralize potential sources of risk and
reduce, or at least identify more clearly, those risks that cannot be satisfactorily managed.

Similar due diligence may be needed for transit route countries to ensure the integrity of
the supply chain and export routes.

The fourth step is to ensure equitable reward sharing among sovereign states, private
companies, and other participants. A major driver for expropriation and contract agreement
repudiation, particularly in the natural resources sector, has been perceived inequality in
returns when commodity prices rise or tariffs and tolls are increased. One way to address
this is to link the royalties of all parties to project profitability. Direct government equity par-
ticipation in projects can also be a risk management tool and may be an alternative to the
royalty structure.

The fifth step is to consider engagement with nongovernmental stakeholders that can
enhance the stability of a trade or investment. Many operational nongovernmental organiza-
tions (NGOs) are becoming increasingly cognizant of the developmental benefits of invest-
ing in infrastructure projects and are willing to work with foreign investors to enhance project
management. An NGO'’s local expertise may prevent a project company from inadvertently
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creating new risks by advising on such matters as balancing the interests of competing tribal
groups, employing from across ethnic groups, and sensitivities to such potential tension-
infliction points as the sacred status of religious and historical sites.

As a sixth step, the benefits of working with multilateral organizations should be consid-
ered. As a preferred sovereign creditor, the World Bank wields considerable influence in the
event of contractual disputes and defaults with emerging governments. This influence is rein-
forced by the World Bank’s likely involvement in other projects within a host territory and its
status as a key source of liquidity when a country is in turmoil.

The seventh step is to ensure that dispute resolution mechanisms are in place at the time of
contract signing. Clarity on law and jurisdiction, dispute resolution, and arbitration provisions
if dispute resolution fails are important considerations. Recourse under bilateral investment
treaties (BITs) may provide a further source of redress if the treaties have been signed and rati-
fied by the respective governments.!’

In the event of a dispute with a host government or local investment partner, a foreign
investor is more likely to receive a favorable hearing outside the project’s host state. The most
favored jurisdictions for legal contracts are England, Wales, France, and New York. These ter-
ritories are considered to have robust and impartial legal systems, staffed by highly competent
legal practitioners that will consider a dispute without favor.

Step eight is to consider threats beyond merely payment or political risk, such as property or
personnel threats in the form of political violence or employee risks such as kidnap for ransom or
extortion. Implement appropriate security planning measures. For very unstable territories, con-
sider emergency evacuation procedures. Seek the advice of security companies as applicable.

Depending on the nature of your investment and the profile of your company, the final step
may be to consider the utility of political risk insurance (PRI) as a risk transfer mechanism. PRI
works well where risk is well managed and defined. It does not compensate for deficient con-
tracts, poor development processes, or lack of political risk planning. To the contrary, PRI is
most effective when risk is well managed; under these circumstances, it provides an effective
safety net, effectively neutralizing political risk and allowing you to maximize the returns on
your investment.

POLITICAL RISK ASSESSMENT AND MITIGATION

e Identify, analyze, and prioritize the potential risks in each country where you trade or have
investments.

e Define the perils on a micro-level, for political risk is rarely consistent or coherent, even within the
same country.

* Quantify the consequences on your investment if these risks occur.

¢ Structure the project in a way that minimizes these threats.

¢ Decide how to distribute these risks among all the parties involved—e.g., risks you beatr, joint
venture risks, and lender and investor risks.
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16:::
Strategic Risk: The Risks “of”
and “to” a Strategy: The Case
of Blockbuster and the Need for
Strategic Flexibility

Michael E. Raynor

In the realms of physical, intangible and financial risk management, the topics of the previous
chapters, the primary goal is to optimize a company’s ability to achieve its objectives despite
the uncertainty surrounding future events. Bad luck, incompetence, or malfeasance—each
of which can be dimensions of an organization’s internal context—can derail even the best-
laid plans. Quite reasonably, much of risk management assumes that the plans themselves, if
implemented as intended, will achieve specified objectives, and that achieving those objec-
tives will deliver the desired outcomes.

Other risks lie entirely in a company’s external context, risks that threaten an organization’s
very existence because they undermine not merely the execution of a plan, but the value of
the objectives themselves. The risk that a company is pursuing the wrong objectives can be
thought of as “strategic risk”

There are further two types of strategic risk: the risks of a strategy and the risks fo a strategy.
The risks of a strategy are created by the choices that define the strategy itself. That is, in choosing
to compete in one way—e.g., with a low-cost position or a highly differentiated one—a company
necessarily becomes unable to compete in another way. If the path you have chosen turns out
to be economically unviable because consumer tastes change or because new competitors make
different choices that consumers prefer, then you have been undone by the risks of your strategy.

Risks to a strategy are risks arising from new competitors that find ways to invalidate the
choices you made. Whereas your strategy might have been based on providing low-cost solu-
tions that were lower-performance, a competitor that finds a way to provide high performance
at low cost creates a risk fo your strategy. In both cases, you might find yourself implement-
ing your strategy very effectively yet fail to achieve the results you seek because the strategies
themselves have been undermined.

To illustrate, consider the case of Blockbuster, the once-ubiquitous video rental chain.! Its
first store opened in 1985 in Dallas, Texas. The details of the company’s growth are unique, but
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the essence of its story is universal. Beneath the inevitable drama of acquisitions, competitive
struggles, and personality clashes, Blockbuster’s success was built around holding on tight to
two rules that drive long-term success. First, don’t compete on price; that’s a race that has only
one winner. Second, don’t rely on cost leadership as a source of superior profits; that’s self-
immolation to a false god.

The general case for these rules is made in prior research.? In the case of the video rental
industry, consider that during the 1980s, tens of thousands of mom-and-pop stores tried to
stay afloat by cutting prices and just about every convenience store in the United States tried
to create “free revenue” by cramming a few dozen tapes into their magazine racks. Blockbuster,
on the other hand, competed on selection, stocking not only the latest blockbusters, but also
building a carefully chosen catalogue based on an analysis of neighborhood demographics.
That selection came at a price, however: Building out lots of large stores and keeping them
stocked was an expensive proposition. To pay for it all, Blockbuster did not focus on the “obvi-
ous” price—the rental fee—but instead on the far less obvious price that few customers think
they will need to pay: the late fees.

This was pure strategic brilliance. The video rental business had been characterized by cut-
throat price-based competition and commodity products. In response, Blockbuster created
strong differentiation and barriers to entry by providing asset-efficient availability and selec-
tion and generating superior profitability through a price premium that was largely invisible to
customers. At its peak, in 2004, the company had more than 9,000 stores and more than 60,000
employees.

Blockbuster’s relatively rapid and total collapse is perhaps the only thing more dramatic
than its impressive rise. Filing for Chapter 11 bankruptcy protection in September 2010, the
dwindling asset base was picked up by Dish Network in April of 2011. As operations around
the world were divested or closed down, Dish explored a variety of new (for Blockbuster)
approaches, including by-mail and online options, but to no avail. On November 6, 2013, the
last video rented out by a Blockbuster store was, in what had to be a deliberate irony, This Is the
End, amovie about the apocalypse.

The mere fact of Blockbuster’s demise is not a reason to think that anything went partic-
ularly wrong. Nothing lasts forever, and a curious fact of the study of decision-making is that
simply because a decision made under uncertainty yielded a bad result doesn’t mean that it
was a bad decision. Even so, these inescapable facts of the human condition did not dictate the
nature or timing of Blockbuster’s demise. Neither was it bad luck, incompetence, or malfea-
sance that proved the company’s undoing. Rather, it was largely Netflix’s fault. More remark-
able still, Netflix's success was not a function of finding a way to do better what Blockbuster
had been doing. Rather, Netflix found a way to change the game—to invalidate the assump-
tions that had made Blockbuster’s strategy so successful.

In other words, Blockbuster didn’t go “blockbusted” because it was unable to implement
its chosen strategy. It came undone because its strategy was simply no longer viable thanks to
the actions of, in this case, a specific competitor. Blockbuster is no more not because it failed
to grapple with the risks associated with its internal context, but because it failed to assess cor-
rectly a specific risk in its external context—specifically, the risks of and to its strategy.
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Tradeoffs and the Risks of a Strategy

Strategic is a term that in general usage has indistinct contours. As a colloquialism, it is
often little more than a synonym for “important” This meaning-in-use will not suffice when
addressing the concept of risk, for a strategic risk is something much more precise than simply
an “important” risk.

Every company has an “activity set”—those activities it performs that allow it to provide
products or services that customers value. An automobile manufacturer, for example, must
design, manufacture, sell, and service its cars—either on its own or via a more extended
ecosystem.

Every company’s activity set is subject to certain constraints, limits on what it can do and
at what cost. These constraints are determined by engineering tradeoffs. For example, a com-
pany that has chosen to focus on high-end performance automobiles will typically be unable
to provide leading-edge low-end, highly fuel-efficient automobiles—and vice-versa for a com-
pany focused on the low end. Think of the range of what each company can produce as its own
possibility frontier. The possibility frontier for the industry is therefore that segment of each
company’s individual frontier that is farther from the origin that any other company’s frontier
(Figure 16-1).
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FIGURE 16-1 Imagine for a moment an automobile industry with only three competitors: Alpha, Bravo, and
Charlie. Each company is able to provide cars with different performance attributes at different costs, and the
range of cars each company can provide defines each company’s possibility frontier. The frontier for the industry
is the concatenation of all the maxima for the three companies—that is, the combination of the highlighted
segments of each company’s frontier. Where a company’s frontier is the above all the others (the highlighted
segments), it enjoys a particularly powerful competitive position: It can provide the highest level of performance
at a given cost. The value of that position will be a function of how many customers want cars with those
performance attributes and how much more than the company’s cost they are willing to pay. Where a company’s
frontier lies relatively close to another company’s, in the vicinity of points @ and @, competition can be fierce,
especially if large numbers of customers desire cars having those performance attributes. Source: Adapted from
Porter (1996) and Raynor (2011).
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A company’s strategy can be usefully thought of as the tradeoffs the company embraces
with the intent of creating an activity set with some segment of that activity set’s possibility
frontier defining the industry’s possibility frontier.” That is a somewhat cumbersome, but pre-
cise, way of saying that a company’s strategy consists of the choices it makes to serve some seg-
ment of the market better than the competition does.

The risks of a strategy are the risks arising from the tradeoffs embedded in a particular
activity set. If you are good at serving the low end of the market, you are unlikely to be good at
serving the high end of the market. Your strategic bet, the strategic risk you accept, is that there
will be enough customers to make your strategy economically viable. You still have to deal with
physical, intangible, and financial risks in the execution of your strategy, but these risks are
quite different from the risks that arise from the tradeoffs that define the strategy—risks that,
though manageable, are inescapable.

Blockbuster’s nearly twenty-year run of success can be attributed to a terrific strategy: Its
activity set consisted of a relatively asset-intensive, but asset-efficient, approach enabled by
savvy data management. (It would have been called “big data” if we had had that term in the
late 1990s.) Other providers—the mom-and-pop shops and the opportunistic grocery stores—
had much lower investment levels and lower absolute costs, but that meant they couldn’t
match Blockbuster’s availability of hit titles or provide an appropriate back catalogue. At best,
they pipped Blockbuster in the “convenience” or “impulse purchase” category when they hap-
pened to have just the right movie at just the right time in just the right place. In more technical
terms, the tradeoffs that Blockbuster embraced meant that its productivity frontier defined a
segment of the industry’s frontier that more closely matched the requirements of a great many
more customers (Figure 16-2).

When Netflix first entered the fray, in 1997, there were two new elements of its activity set,
or “business model,” to use a more conventional term. First, the company had an exclusively
online interface, and videos were delivered via the U.S. Postal service. Like Blockbuster, videos
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FIGURE 16-2 The video rental industry’s possibility frontier c. 1995.
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were rented one at a time, and late fees applied—even though it was (perhaps apocryphally) a
$40 late fee that Reed Hastings, one of Netflix’s founders, had been assessed by Blockbuster on
his rental of Apollo 13 that had motivated him to launch the company.

In terms of its possibility frontier, Netflix had embraced a different set of tradeoffs. It was
offering one sort of convenience (you didn’t have to leave your home to select or receive a
DVD) at the expense of another (you had to wait for the video to be delivered). These trad-
eoffs had one additional advantage: They allowed Netflix to launch at much lower cost than a
brick-and-mortar rental outlet; Hastings invested only $2.5 million of a $700 million payday on
the sale of his software startup, Pure Software, whereas Blockbuster had to deploy thousands of
stores and construct multi-million-dollar warehouses to achieve the sort of nationwide cover-
age Netflix achieved from its inception.

The dimensions of convenience embodied in the two companies’ respective activity sets
were very different. Consequently, Netflix—like the grocery stores and single-location players
before it—served to define more sharply the risks of Blockbuster’s strategy. That is, Blockbuster
had bet that enough customers would value what it could offer sufficiently highly that the
company would have a viable business. Alternative providers were making different bets. As
new providers make different bets, the risks of a strategy increase. Netflix defined a new risk of
Blockbuster’s strategy, insofar as it might turn out that many customers would actually prefer
to wait several days for a single DVD rented from a company with less selection that was mar-
ginally less expensive than what was available at Blockbuster.

Whatever Netflix’s early success, however, the risks of Blockbuster’s strategy did not materialize
in any significant way. Blockbuster’s possibility frontier still defined most of the industry’s frontier.

Innovation and the Risks to a Strategy

As is often the case with new ventures, however, Netflix’s initial model evolved dramatically
and rapidly. By 2000, the company had migrated to a monthly all-you-can-watch subscription
(subject to a limit on the number of DVDs being rented at any one time), dropping both late
fees and explicit charges for postal service. In addition, the online interaction with customers
allowed Netflix to gather detailed customer-specific information on what people were watch-
ing and, consequently, to make customer-specific suggestions about what they might like to
watch. This led to the development of powerful “suggestion engines” that directed customers
to movies they might not have otherwise considered but were likely to enjoy. Consequently,
Netflix could now guide customers to movies it had in stock, mitigating customer frustrations
at not finding what they were originally looking for.

Where strategy is embracing different constraints in order to serve specific customer seg-
ments with more targeted offerings, innovation can be seen as breaking the constraints that
define the limits of a given strategy. When a competitor pursues a different strategy than
you, they manifest a risk of your strategy: They might have guessed better about which sets
of tradeoffs customers will value more. Netflix in 1997 served to define some of the risks of
Blockbuster’s strategy: Providing convenience and selection meant asset intensity and higher
costs. Lower prices meant waiting.
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When a competitor begins breaking the constraints that define your strategy, it is innovating
in ways that pose a threat fo your strategy: The tradeoffs that separated the two of you begin to
erode, and your competitor is able to provide similar or better products and services at lower or
similar cost.

Netflix’s changes between 1997 and 2000 served to break some of the tradeoffs that had defined
Netflix's and Blockbuster’s initial strategies. Netflix had dramatically lowered the per-video cost by
shifting to a subscription model; it had dramatically changed its relationship with customers by
creating “watch lists”; it had blunted the “out-of-stock” problem with its accurate suggestion algo-
rithms. In other words, Netflix was no longer merely embracing different tradeoffs in the pursuit of
strategic differentiation. It had innovated and so expanded the possibility frontier of its activity set,
allowing Netflix to occupy a greater expanse of the industry’s possibility frontier. Netflix no longer
served merely to define the risks of Blockbuster’s strategy by highlighting the tradeoffs inherent in
Blockbuster’s model. Instead, Netflix was on the cusp of becoming a threat o Blockbuster’s strat-
egy by invaliding the assumption that such tradeoffs were binding on all industry players.

The video rental market continued to fragment with the introduction of Redbox in 2003, a
kiosk-based rental service that focused on new releases provided at very low cost. Although
Redbox could be immediate and convenient in a way that Netflix couldn’t, and thanks to its
low capital and operating costs could offer its services at much lower prices than Blockbuster,
its kiosks could initially stock only 100 disks, which made it difficult to maintain Blockbuster’s
levels of availability and selection.

Because it embraced a different set of tradeoffs, Redbox served largely to define new risks of
Blockbuster’s strategy. But then, as with Netflix, innovation kicked in: Improvements in kiosk
design increased inventory to over 700 discs, dramatically lowering the “stock-out” rate while
increasing selection. Connecting the kiosks with an online interface allowed Redbox custom-
ers to determine availability in advance and reserve titles for pickup. All this without compro-
mising its structurally lower costs, which kept Redbox’s prices lower than Blockbuster’s, even
as Redbox enjoyed strong profitability (Figure 16-3).
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FIGURE 16-3 The video rental industry’s possibility frontier c. 2004.



Chapter 16 * The Risks “of” and “to” a Strategy: The Case of Blockbuster 225

By 2004—the peak of Blockbuster’s growth—the strategic landscape had changed in ways
that had greatly increased both the risks of Blockbuster’s strategy and the risks fo that strat-
egy. Those portions of the industry’s possibility frontier that had been captured by Netflix and
Redbox had dramatically reduced that portion of Blockbuster’s frontier that defined an indus-
try maximum.

The risks of Blockbuster’s strategy were captured primarily in the possibility that there was
simply no longer enough business along that portion of the industry’s frontier that Blockbuster
defined to sustain the company’s current operations, never mind continued growth. The risks
to Blockbuster lay predominantly in the possibility that either or both of Redbox or Netflix
would continue to innovate—to break the tradeoffs that defined their own frontiers in ways
that allowed them to subsume that remaining portion of Blockbuster’s frontier that still defined
the industry’s maximum.

Assessing Strategic Risks

The disaster that eventually befell Blockbuster was by no means assured, but neither was it
entirely unforeseeable. The tradeoffs at the heart of Blockbuster’s strategy had not changed
since the company’s inception: Convenience, selection and availability defined the company’s
value proposition to customers. Providing that value demanded a capital- and labor-intensive
model. Embracing these tradeoffs in ways that mom-and-pop stores couldn’t (for lack of capi-
tal) and grocery stores wouldn’t (because it would have corrupted their ability to compete as
grocery stores) allowed Blockbuster to outcompete its rivals. Thanks to its scale, Blockbuster
very likely also had lower unit costs than its would-be competitors. Leveraging its position
and assets, the company was able to branch out into game rentals and all manner of ancillary
retail: once you have the locations and the labor, it’s easy to plug in a different kind of disc (the
games) and to sell soda pop and candy to go with the movie. The result was more than fifteen
years of remarkable, and remarkably profitable, growth.

New models defined by Redbox and Netflix created new risks of Blockbuster’s strategy.
They had not broken the fundamental tradeoffs among capital, labor, convenience, and selec-
tion that defined Blockbuster’s position. Rather, these entrants embraced fundamentally dif-
ferent tradeoffs. The only way Blockbuster could have responded was by emulating them,
creating new divisions that embraced the same tradeoffs these entrants were exploiting in
order to hive off some of Blockbuster’s market share.

Why didn’t Blockbuster start its own mail-order operations in the late 1990s or at least the
early 2000s? In fact, why didn’t Blockbuster simply acquire Netflix in 2000, when it could have
been had for $50 million and had fewer than 500,000 subscribers? But Blockbuster waited
until 2004 to launch Blockbuster Online, by which point Netflix was closing in on 5 million
subscribers.

In hindsight, it is easy to fault Blockbuster for not having pursued a different course. Such
finger-pointing might be entertaining, but it is not instructive. Through the mid-2000s, it
was entirely defensible to interpret both Netflix and Redbox as manifestations of the risks of
Blockbuster’s strategy and little more. Creating new divisions or acquiring these entrants
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would have almost certainly have been material drains on management time and attention,
creating new and potentially dysfunctional levels of complexity within the organization. After
all, the dangers of unfettered diversification are well documented and well understood, and
the bankruptcy courts are replete with the stories of those who succumbed to what turned out
to be corporate bloat. Similarly, the virtues of focus are amply heralded in the popular and
scholarly management literature. There was good reason for Blockbuster to stick to its knitting.

The framework used in this book prescribes that the first step in effective risk assessment is
identifying the risk. The definitions of “strategy” and “innovation” offered here provide a rig-
orous analytical framework for identifying your strategic risks, specifically, the risks of and to
your strategy.

Identifying strategic risks requires that you understand the relative shape of your competi-
tors’ possibility frontiers compared to your own, as well as how each maps to the critical ele-
ments of customer value.

At first blush, this might sound a little bit like “figure out whether competitors can give cus-
tomers what they want better than you can,” but this extended discussion of Blockbuster’s tra-
vails has given us a powerful language that reveals important subtleties.

Every strategy necessarily embraces tradeoffs among different dimensions of performance.
A successful strategy embraces tradeoffs that maximize what the greatest number of customers
is willing to pay the most for. This can be difficult to determine in advance, so a great deal of
competitive activity takes the form of jockeying for position, testing different approaches to a
market, and finding out via trial and error what really works.

Once a successful strategy has been found—either through careful analysis and bold com-
mitment, or through experimentation and incremental evolution—existing and new competi-
tors will define the risks of your strategy as they create their strategies. That is, the risk implicit
in the choices you have made will become explicit in light of the choices they make.

Blockbuster bet on the primacy of convenience, availability, and selection and invested
heavily to deliver on those dimensions of performance. That meant big investments in assets
and people, which, in turn, required high prices in the form of rental and late fees. This par-
ticular combination of performance attributes was better than the available alternatives for
almost fifteen years and was possible only by embracing the very same tradeoffs among those
attributes.

Netflix and then Redbox made very different choices, giving up specific dimensions of con-
venience (Netflix) or availability and selection (Redbox) in exchange for dramatically lower
prices. In both cases, these companies enjoyed some material success, and Blockbuster would
have done well to keep an eye on just how much of the market for rentals was migrating to
these alternative offerings.

It is at this point that we can move from identifying strategic risks to analyzing them. To under-
stand the risks posed by competitors’ strategies, it is worth looking to the nature of the competi-
tive offerings that a successful incumbent has vanquished in the past. Blockbuster, having put
paid to literally tens of thousands of smaller focused rental operators and the deeper-pocketed
but less committed convenience and grocery stores, might well have taken the view that Netflix
and Redbox were simply sequels to a movie it had seen before. But whereas earlier competitors
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were playing essentially the same game as Blockbuster, but less well, Netflix and Redbox had
fundamentally different strategies: They were playing a different game.

Beyond understanding simply the shape of the frontiers defined by these alternative strate-
gies, it would likely have been possible to generate meaningful insight into the nature and rate
of the expansion of these frontiers. Whereas customer reaction (demand-side response) would
help limn the threats of the strategy, looking to potential technological and process changes
relevant to your competitors (supply-side evolution) provides insight into the risks fo the
strategy.

Once again, it is only in hindsight that online video streaming and high-density kiosks were
the “inevitable” innovations that would invalidate the tradeoffs that defined Blockbuster’s
strategy. Deciding precisely what to do, when viewing Blockbuster’s choices from Blockbuster’s
perspective at that point in time, requires not post hoc mockery but a fair-minded attempt to
prioritize (the next step in risk assessment) the risks of and to the strategy that these competi-
tors had created.

First, the question is whether the risks to the strategy are sufficiently grave to warrant a sig-
nificant and immediate response. That is, were first Netflix and then Redbox actually bleeding
away enough business that Blockbuster could simply no longer compete with its assets-and-
selection model? Given Blockbuster’s growth through the early 2000s, and the relatively small
size of Netflix and Redbox, it would be difficult to claim that these entrants, in their initial
forms, posed the sort of challenges that required a dramatic and drastic shift in Blockbuster’s
strategic position. Competition is rarely good for your business, but it is often manageable risk.
Emulating a competitor’s successful model is often an option even after a competitor has cap-
tured a viable and durable market niche. Competitive, if not peaceful, coexistence is often pos-
sible even after a late entry.

In contrast, despite the uncertainties, the gravity of the threats o Blockbuster’s strategy
posed by the effects of innovation by Netflix and Redbox were, even at the time, relatively pre-
dictable. Netflix’s online customer interface was Internet-based. Internet-based music services
were bubbling up in the late 1990s and became especially credible with the rapid success of
Apple’s iTunes, launched in 2004. Early 2005 saw the launch of YouTube, which made video
streaming over the Internet increasingly credible. This made the commercially viable stream-
ing of movies over the Internet at least thinkable. The full scope of the risk to Blockbuster’s
strategy could have been seen quite clearly by combining these technical and business model
advances with the observation that all content migrates to every possible medium: After all,
Hollywood studios fought the rise of videotape rentals!

This discussion has implications for the treatment that Blockbuster might have applied
to these risks. The risks of Blockbuster’s strategy very likely demanded a “watchful waiting”
response. Mail-order and kiosk distribution channels were not characterized by significant
barrier to entry or material customer switching costs, so being a relatively late entrant would
not have been debilitating. Moving too soon or, worse, unnecessarily would have meant mak-
ing significant investments in businesses that would have very likely cannibalized its existing
business. It was therefore entirely defensible to mitigate this risk of the strategy by simply pay-
ing very close attention to the evolution of the market and developing contingency plans.
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The risks to Blockbuster’s strategy, defined largely by Netflix, were quite different. The
nature of the deals Netflix struck with customer premises equipment (e.g., game console mak-
ers and consumer electronics companies) and with Hollywood studios for distribution are far
more difficult to replicate than simply alternative distribution channels for DVDs. Customers
tend be much less likely to subscribe to multiple services than to shop at different stores, creat-
ing switching costs. Consequently, the downside of being late to the video streaming business
was far greater. Innovation within Blockbuster’s bricks-and-mortar based activity was fun-
damentally limited: Its core assets simply weren’t sufficiently fungible to respond to Netflix’s
expanding frontier. That was not a consequence of bad management, but of the ineluctable dif-
ferences between atoms and bits. An effective response very likely demanded emulating that
new strategy. But when? Committing or waiting were both very risky bets given the uncertainty.

A more effective treatment here is one that actively reduced the risk, and that would have
meant setting up an independent division that had the explicit mandate of exploring the
potential of video streaming as an alternative distribution channel for video entertainment.
Doing this effectively can be tremendously difficult, but research in this area has some practi-
cal advice to offer.*

Perhaps the most critical dimension is understanding that in these circumstances, launch-
ing a new division creates value by reducing strategic risk, not by generating cash flows. In
Blockbuster’s case, that would have meant that a video streaming division would have been
best valued as an option on future possibilities rather than a commitment to a specific com-
mercial opportunity. This, in turn, would mean that the division would operate under a clear
and often constraining strategic mandate: Do not attempt to build a successful video rental
business; seek only to build a successful video streaming business. Commitment to this suc-
cess would lie entirely at the level of this new operating division, while the division’s value to
the larger corporation would have to be assessed at the corporate level based on the combi-
nation of the operation’s cash flows, the effect on the effectiveness of the larger organization
(thanks to the burdens of incremental complexity), and the reduced strategic risk Blockbuster
faced thanks to the division’s existence. The resulting option is correctly seen as a strategic
option because it creates the possibility of changing Blockbuster’s activity set in a way that
alters its frontier—that is, in a way that fundamentally changes its strategy (Table 16-1).

Table 16-1 The Elements of Strategic Risk Assessment

Stage of Risk

Assessment Activities

Identification Specify the shape of the frontiers of competing activity sets

Analysis Estimate the rate and nature of customer adoption the expansion of competitors’ frontiers
Prioritization Estimate the timing and magnitude of the resulting risks

of the strategy due to customer adoption
to the strategy due to frontier expansion
Treatment Decide whether the nature of the risks permits mitigation: watchful waiting and contingency
planning treatment: the development of strategic options through targeted investment
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Strategy, Innovation, and Flexibility

Every company operating in dynamic and competitive markets is playing at least three games
at once. The first is the current, cross-sectional, or point-in-time game, defined by the strategic
choices made by the company and its competitors. The rules of this game are defined by the
tradeoffs that define each company’s activity set and, hence, competitive position. The second
is the future-oriented, longitudinal, or across-time game, defined by innovations that change
the rules by breaking those same tradeoffs. And the third is defined by the uncertainties that
surround each of the first two.

Successful strategies are often characterized by deep commitments to building capabilities
optimized to meet the particular needs of specific customer segment.® Yet committing in the
face of uncertainty necessarily creates the risk that the wrong—and perhaps very wrong—com-
mitment has been made.

The identification and analysis of strategic risks has tended to focus on the need for more
creative and less hide-bound thinking. Individual and collective cognitive biases can make it
very difficult for people and organizations to see what they should. Proposed remedies can be
very helpful in expanding the horizons of corporate leaders, allowing them to take seriously
credible threats that might otherwise have been dismissed.

Being too expansive in risk identification can be just as damaging as, if not more damaging
than, being too limited, however: Once unleashed, our imaginations can concoct all manner of
horrors lurking in the shadows. The hope here is that thinking of strategy in terms of tradeoffs
among activities within an activity set provides a rigorous and systematic way to identify the
magnitude and nature of strategic risks—namely, in terms of risks of and fo a company’s cho-
sen strategy.

When it comes to treating strategic risks, there has been a tendency among many research-
ers to favor adaptability—the ability to change strategies rapidly. This, however, begs the ques-
tion of how to create a changeable strategy without undermining the defining characteristic of
a good strategy—namely, that it is built on commitments made over time and hence intrin-
sically difficult to change quickly. And so a central challenge that has long defined attempts
to manage strategic risk is what might be called a “meta tradeoff” between commitment and
adaptability.

Here the notion of “strategic flexibility” is invoked to capture the attributes of treating stra-
tegic risks with strategic options. Staying committed to an established and successful busi-
ness is almost always a good idea. Compromising the power of existing commitments based
on the possibility that they might be inappropriate at some point in the future is certainly a
rational choice but is perhaps an unnecessary one. Devoting some resources—as a form of
“strategic insurance policy”’—to exploring alternative strategies that are tied to different inno-
vation trajectories can create the option of shifting to a new strategy when and as relevant risks
materialize.

It is by preserving the power of commitment with benefits of adaptability that strategic flex-
ibility breaks the long-standing tradeoff between the two and is, just maybe, an innovation in
the management of strategic risk.
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Business Continuity Institute, 76

Business continuity management (BCM), 79
Business continuity planning (BCP), 102
Business impact assessment (BIA), 102
Business impact risk, 189-190

Business process, 59

“Butterfly effect’, 207

C
Canadian Anti-Spam Legislation (CASL), 98
Capital costs, 163, 165-166
Changing culture, 130-131
CHAZOP analysis. See Control system hazard and
operability analysis (CHAZOP analysis)

Chief information security officer (CISO), 92
Chief marketing officer (CMO), 111
Chief risk officer (CRO), 146, 179, 198
Cognitive errors, 155-156
Coin flips, 11
“Collateral damage’, 118
Collateralized debt obligation (CDO), 12
Commercial insurance, 167-168
Commodity, 152

indices, 153

markets, 152

prices, 151-152

risk, 152-153
Communication lapses, 65
Compensation, 187-188
Compliance

approach, 63-64

legal and, 93
Conceptual study, 52. See also Feasibility study;

Prefeasibility study

allowances, 53

brainstorming, 52-53

for technical risks, 53

treatment plans and actions, 53
Consequences, 101-102

of disruption events, 77

of environmental risks, 91-92

evaluation, 42

examples for reducing, 43

likelihood and, 41
Contingency reserve, 53-54, 56-57
Continuous risks, 20
Contracted workforce, infiltration through, 128
Contractor life cycle management, 135
Contractor screening, 131-133
Control system hazard and operability analysis
(CHAZOP analysis), 55
Corporate culture, 30
Corporate memory, 22
Corporate social responsibility (CSR), 79
Counterinsurgency theory, 113
brand risk management program
with clear and compelling brand narrative,
115-116
cultivating external stakeholders, 117-118
good crisis, 120-121
measurement, 121
people needs, 116-117
preparing to respond, 119-120
risk assessment begins at home, 118-119
risk sensing, 119
similarities with brand risk management, 114¢
Country risk, 213, 215
Credit risk, 153
Crisis contagion, 209-210
CRO. See Chief risk officer (CRO)
Cross-hedging, 158-159
Cryptolocker, 95
CSR. See Corporate social responsibility (CSR)
Cultivating external stakeholders, 117-118
Culture matters, 178
Culture safety, 36
Currency risk, 151-152
Cyber corruption threat, 86
Cyber risk management, 91. See also Brand risk
management
governance, 91-93
leadership, 91-93
legal and compliance, 93
Cybercriminals, 94, 103-104
Cybersecurity, 91-92, 94
cyber risk management, 91-94
cybercriminals, 94
errors and omissions, 98



events, 99
framework components, 92f
hacktivists, 95-96, 96f
legal requirements, 98f
Nation-state-sponsored criminals, 96-97
noncompliance with cybersecurity
requirements, 97-98
organized criminals, 95
petty criminals, 94-95
risk analysis and prioritization, 99-102
risk assessment, 94
risk analysis and prioritization, 99-102
sources of risk, 94-99
risk monitoring and review, 106-108
risk treatment, 102-106
sources of risk, 94
underground economy, 97

D
Data security standards (DSS), 97-98
DCF Model. See Discounted Cash Flow Model
(DCF Model)
DDOS. See Distributed denial of service (DDOS)
“Delusional exactitude’, 147
Demand for insurance by public companies
by closely held companies, 170
commercial insurance, 167-168
firm-specific risk on value impact, 168
insurance effect on expected cash flows, 168-170
management objectives and risk management,
170-171
shareholder diversification of risk, 167
systematic risk impact, 168
Determinants of value, 162-164
Direct costs, 36
Directors, 195-197
demands from stakeholders and litigation,
203-204
independent, 200
Discounted Cash Flow Model (DCF Model), 162,
162b, 162t
Distributed denial of service (DDOS), 95-96
Diversification, 153, 157
Document review, 22
DSS. See Data security standards (DSS)
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E
Effective communication, 63-64
Elderwood Group, 96
Emotional biases, 156
Employee life cycle management, 135
Employee screening, 131-133
Employees as targets, 129
Endowment bias, 156
“Endowment effect’, 156
Enhanced screening, 131-132
Enterprise risk management (ERM), 3, 155-156
Environmental audit program, 22, 25
Environmental management system
(EMS), 19, 25-26
Environmental permit, 22, 27
Environmental risks, 17
approvals for large industrial projects, 27
corporate culture, 30
governance, 29
identification, 22
document review, 22
elements, 22
formal environmental risk assessments,
24-25
site review, 23-24
legal dimension, 19
line vs. staff roles, 28-29
management incentives, 29-30
Noranda model, 25
audit teams, 25-26
effective policy implementation, 25
EMS, 26
ISO, 26
ISO 14000 template, 26
systematic environmental management
systems, 27
social dimension, 17
consequences, 18
Keystone XL pipeline expansion, 18
Kraft process, 18
odor complaints, 18
people’s reaction to environmental risk, 18
social risks, 17
types, 20, 20f
external risks, 21-22
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Environmental risks (Continued)
head things off, 21
internal risks, 20
latent risks, 20
legacy risks, 20
NPE, 21
present risks, 20
ERM. See Enterprise risk management (ERM)
Errors, 98
Espionage, 127
Events, 99
Expected cash flows, insurance effect on, 168-170
Expected claim costs, 165
Expropriation, 213, 215
External risks, 21-22
External threat monitoring, 106

F
Fair Credit Reporting Act (FCRA), 131, 133
Fair premium, 166
Feasibility study, 54. See also Conceptual
study; Prefeasibility study
HAZOP study technique, 54-55
Monte Carlo simulations, 54
principal deliverable, 55
risk treatment plans, 54
specialized techniques, 55
for technical risks, 54
treatment plans and actions, 55
Financial effects, 36
Financial risk, 151
commodity risk, 152-153
credit risk, 153
currency risk, 151-152
liquidity risk, 153-154
market risk, 154
mitigation strategies, 154
behavioral biases, 154-157
hedging, 157-159
unhedged strategies, 157
Financial services, 177-178
risk culture in, 179
differences between financial
institutions, 180f
Financial Stability Board, 179

of organizations, 180-181
risk governance processes, 181

Financial Stability Board, 179
Fire protection, 68
Firm performance, 148
Firm value, 143-148
Firm-specific risk

commercial insurance reducing, 167-168

impact, 168
“Five nine reliability” management, 65
Float, 53-54, 57
Forest Stewardship Council, 21-22
Formal approach, 40-41
Formal environmental risk assessments in

operations, 24-25

Formal risk management program, 47
Framing bias, 156
Fraud, 125-127

incidents of, 126

Triangle, 126

G

Globalization, 208

Governance, 29, 92-93
duties, 204
leadership and, 91-93
requirements for, 196
structure, 198-199

H
“Hacker’, 94
Hacktivists, 95-96, 96f
Hazard, 39-40
risks, 60
Hazard and operability study technique
(HAZOP study technique), 54-55
Health and safety risk management
current trends in, 45-46
effects, 33-34
financial effects, 36
human effects, 34
intangible effects, 34
legal effects, 34-35
material effects, 34
personal effects, 35



risk monitoring and review, 44-45
example, 44-45
management of quality, 44
near misses, 44
potential negative effect, 44
risk treatment, 43-44
examples for reducing consequences, 43
priority, 43
safety culture, 36
culture safety, 36
organization chart, 37
performance measurement or assessment
systems, 37
pride in performance and achievements, 39
supervisory function, 36
verbal and written communications, 38
Hedging, 157-159
costs and benefits, 158
cross-hedging, 158-159
partial, 158
strategies, 154
Holistic risk analysis, 143-145, 148
Hostile workplace events, 129-130
Human capital risk, 125-126
integrated approach to managing
malicious, 136
management, 130
awareness and training, 134-135
changing culture, 130-131
contractor life cycle management, 135
contractor screening, 131-133
employee life cycle management, 135
employee screening, 131-133
security policies, procedures, and
systems, 134
terminations process, 135-136
nasty events
aggressive workplace events, 129-130
employees as targets, 129
espionage, 127
fraud, 126-127
hostile workplace events, 129-130
infiltration, 127-128
sabotage, 128
Human effects, 34

Index

|
Identity management, 135
Idiosyncratic risks, 167
Imperial Chemicals, Inc. (ICI), 55
Incentive governance, 191
Incentive plan risk, 189
actions to treating incentive risk, 190-191
incentive governance, 191
performance management, 191
assessment matrix, 190f
risk culture effects on, 192b
Incentives, 188
Indirect costs, 36
Individual awareness approach, 40
Ineffective communication, 63-64
Infiltration, 127-128
Information, 127
awareness of protection of information
policies, 134
Innovation, 229
risks of Blockbuster’s strategy, 225
and risks o strategy, 223
video rental market, 224, 224f
Insurance cost, 168

235

Insurance in enterprise risk management, 161

DCF Model, 162¢

demand for insurance by public companies

by closely held companies, 170

commercial insurance, 167-168

firm-specific risk impact, 168

insurance effect on expected cash flows,
168-170

management objectives and risk
management, 170-171

shareholder diversification of risk, 167

systematic risk impact, 168

interaction between mitigation and insurance,

171-172
risk and value
determinants of value, 162-164
risk affecting value, 164-165
supply of insurance

insurance pricing in competitive market,

165-166
limiting factors, 166-167
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Insurgency, 113

Intangible assets, 110

Intangible effects, 34

Internal risks, 20

International Monetary Fund, 213

International Organization for Standardization
(IS0O), 26

Invisible web, 107. See also Visible web

ISO 14000 template, 26

1SO 31000, 1-2, 7

J
Job approach, 40
Just-in-time operations (JIT operations), 75

K

Key performance indicator (KPI), 49, 107
Key risk indicator (KRI), 9

Keystone XL pipeline expansion, 18
Kraft process, 18

Kraft pulp process, 18

L

Latent risks, 20

Layer of protection analysis (LOPA), 55
Leadership, 91-93, 197-199

Legacy risks, 20, 22

Legal effects, 34-35

Likelihood, 9-12, 100-101

Liquidity risk, 153-154

Litigation, demands on directors from, 203-204
Loading on policy, 169

Long Term Capital Management, 153-154

M

Malware, 94-95

Management incentives, 29-30
Managers, 195-197

Market risk, 154

Material effects, 34

Material Safety Data Sheet (MSDS), 53
“Meta tradeoff’, 229

Metalworks plant, 24

Minerals development projects, 27
Mining, 210-211

Mitigation
financial risks, 154
behavioral biases, 154-157
hedging, 157-159
unhedged strategies, 157
interaction between insurance, 171-172
political risk, 214
effective due diligence, 215
“good” vs. “bad” countries, 215
NGOs, 215-216
PRI, 216-217
Monte Carlo simulation model, 53-54, 56-57, 57f
“Motive-means-opportunity” elements, 126
MSDS. See Material Safety Data Sheet (MSDS)

N
Narratives, 115
Narrow frame, 156
Nasty events
aggressive workplace events, 129-130
employees as targets, 129
espionage, 127
fraud, 126-127
hostile workplace events, 129-130
infiltration, 127-128
sabotage, 128
Nation-state-sponsored criminals, 96-97
National Transportation Safety Board (NTSB), 120
Natural catastrophe risk (Nat Cat risk), 82
“Natural hedge’, 142
Natural hedging, 146
Near misses, 44
Noncompliance with cybersecurity
requirements, 97-98
Nongovernmental organization (NGO), 215-216
Nonstorable commodities, 153
Nonyl phenol ethoxylate (NPE), 21
Noranda model, 25
audit teams, 25-26
effective policy implementation, 25
EMS, 26
IS0, 26
ISO 14000 template, 26
systematic environmental management
systems, 27
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Omissions, 98
Operational risk, 59-60
alignment around risk communication, 63
blind spots, 64
communication lapses, 65
“five nine reliability” management, 65
ineffective communication, 64
innumerable instances of losses, 64-65
key challenges, 63-64
relationship between operational function
and breadth of focus, 64f
risk, 65
top-down and bottom-up processes, 64
events, 63
management processes, 60
operational risk resilience, elements of,
66-72
operational risk resilience model, 72-73
Tripod Delta risk factors, 61-62
Operational risk resilience model, 72-73
adapt and operate in face of change,
71-72
awareness and risk assessment, 67
direct stakeholders to processes, 68
operational effects, 67-68
risk events, 68
elements of, 66
importance of approach to operational risks
communication, 66f
response and recovery, 66, 70-71
sheer number of risks, 66-67
treatment through prevention and
detection, 68
blind spots, 70
fire protection, 68
fire risk, 69
scenario planning, 70
system of controls, 69
thought process, 69
Opportunity, 126
Organizational culture, 178-179
Organizational resilience, 59, 73
Organized criminals, 95
Over-the-counter (OTC), 153-154
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P
Partial hedging, 158
Payment Card Institute (PCI), 97-98
Security Standards Council, 97-98
Performance management systems, 37, 186-188,
191
Permit requirements, 22
Permitting phase, 27
Personal effects, 35
Petty criminals, 94-95
Piping and instrumentation diagram (P&ID),
54-55
Point-in-time game, 229
Political risk, 207
Arab Spring, 208-209
assessment, 212
International Monetary Fund, 213
ratings system, 214
ratings tools, 212
risk ratings, 213-214
events, 207-208
globalization, 208
mitigation, 214
effective due diligence, 215
“good” vs. “bad” countries, 215
NGOs, 215-216
PRI, 216-217
political developments, 208
sources identification
counterintuitive, 210-211
crisis contagion, 209-210
facing risks, 210
reputational risk, 211-212
responding to unexpected, 210
Political risk insurance (PRI), 216-217
Population frequencies, 11
Postmortem cybersecurity event reviews, 108
Prefeasibility study, 53. See also Conceptual
study; Feasibility study
Monte Carlo simulations, 53
for technical risks, 53-54
treatment plans and actions, 54
Present risks, 20
Pressure, 126
Principal deliverable, 55



238 Index

Probability, 9-12 Resilience, 67
Project execution, 55 Response, 66
project risks, 55-56 Rewards management, 186-188

treatment plans and actions, 56 Risk, 161

Project risk management, 47, 49
activities, 56
background, 48
context of project, 48
enterprise operations, 49
key risk management documents, 48
KPIs, 49
risk management plan, 48-49
risk management policy, 48
risk register, 49
being late and exceeding budget, 56

Monte Carlo simulation model, 56-57, 57f

probability, 57
project schedule, 56
quantitative assessment, 58

single estimates for budget and timing, 56

technical and project risk management
activities, 56
formal risk management program, 47
key risk mitigation strategies, 47-48
during project life cycle, 52
conceptual study, 52-53
feasibility study, 54-55
prefeasibility study, 53-54
project execution, 55-56
resources, 47
sources of, 49-51
types, 49
sources of project risks, 49-51
sources of technical risks, 51-52
Project schedule, 56

Q

Quantitative assessment, 58

R

Ransomware, 95
Rationalization, 126
Recovery, 66

“Regulatory risk’; 212
Reputational risk, 211-212

appetite, 4

affecting value, 164-165
determinants of value, 162-164
mitigation, 7-8

owners, 141

profile, 4

reduction, 7-8

register, 49

tolerance, 4

Risk analysis, 5, 119, 189

challenges of traditional, “siloed” approach,
141-143
cybersecurity, 99
asset value identification, 99-100
risk criteria, 100-102
examples, 7
health and safety risk management, 41
estimate of likelihood, 41-42
evaluation of consequences, 42
likelihood and consequences, 41
medium-sized installation, 42
quality of existing prevention systems, 41
likelihood-consequences matrix in, 6, 6f
risk criteria, 6-7
risk portfolio, 143-145
making decision to implementing, 147-148
operationalizing, 145-147
risks associated with implementing, 147
risks quantification, 6
SCRM, 81
ways, 5

Risk assessment, 4, 39

awareness and, 67-68

cybersecurity, 94
cybercriminals, 94
errors and omissions, 98
events, 99
hacktivists, 95-96, 96f
Nation-state-sponsored criminals, 96-97
noncompliance with cybersecurity

requirements, 97-98



organized criminals, 95
petty criminals, 94-95
risk analysis and prioritization, 99-102
sources of risk, 94
underground economy, 97
formal environmental, 24-25
hazard, 39-40
athome, 118-119
incentive plan risk, 189, 190f
political risk assessment, 212-214
and mitigation, 216b
in project risks, 54
risk analysis, 5, 41
estimate of likelihood, 41-42
evaluation of consequences, 42
examples, 7
likelihood-consequences matrix in, 6, 6f, 41
medium-sized installation, 42
quality of existing prevention systems, 41
risk criteria, 6-7
risks quantification, 6
ways, 5
risk identification, 5, 40
approaches, 40
formal approach, 40-41
individual awareness approach, 40
job approach, 40
risk prioritization, 7, 42
risk profile, 4
risk sensing complements, 119
strategic, 225-228
Blockbuster'’s strategy, 225, 227-228
elements, 228¢
identification, 226-227
Netflix and Redbox, 225-226
structured operational, 68
supply chain risks, 78-83
challenges, 80
critical suppliers, 78
key supplier of tires, 79
potential profit or service/delivery effect, 78
sources of risk, 79
supply chain risk identification process, 78
for technical risks, 54
Risk communication, 63, 65
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blind spots, 64

communication lapses, 65

context, 4

controls, 8

criteria, 6-7, 100-102

“five nine reliability” management, 65

ineffective communication, 64

innumerable instances of losses, 64-65

key challenges, 63-64

relationship between operational function and
breadth of focus, 64f

top-down and bottom-up processes, 64

Risk culture, 29-30, 39, 91-92, 177-178

actions to treating incentive risk, 190-192
affecting, 197-199
CEOQO, 198-199
changing culture, 130-131
developing and sustaining, 197-198
dynamics of prevailing, 185f
effect on incentives, 192b
effective governance structure, 198
in financial services, 179-181
incentives, 188
management, 186
measurement, 183
example interview, 184b
survey approach, 184-185
systematic approach, 185
organizational culture, 178-179
performance management, 186-188
rewards management, 186-188
risk analysis, 189
risk identification, 188-189
risk prioritization, 189-190
safety culture, 36-40, 182
survey, 184
visible and invisible parts, 182f

Risk identification, 5

health and safety risk management, 40
approaches, 40
formal approach, 40-41
individual awareness approach, 40
job approach, 40

process, 118-119

risk culture, 188-189
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Risk management process, 1-3
charter, 204
communications, 3
contributors, 3-4
enterprise risk management, 3
plan, 48-49
policy, 48
probability, uncertainty, and likelihood, 9-12
risk assessment, 4-7
risk context, 4
risk monitoring and review, 9
risk treatment, 7-9
change likelihood and consequences, 8
option, 8
possibilities, 8
risk controls, 8
three jaywalkers, 8
effect of uncertainty on objectives, 2
Risk monitoring and review, 9, 69, 202-203
credit risk, 153, 155-156, 213
cybersecurity
external threat monitoring, 106
invisible web, 107
postmortem cybersecurity event reviews,
108
security metrics, 107
visible web, 106-107
health and safety risk management, 44-45
example, 44-45
management of quality, 44
near misses, 44
potential negative effect, 44
market risks, 155-156
operations, 26
project risks, 55-56
supply chain risks, 83
Risk portfolio, 143, 145f
holistic approach, 143-145
making decision to implementing, 147-148
operationalizing, 145-146
aggregated risk portfolio RM structure,
144f
development and implementation, 146
technological disruptors to industry,
146-147

risk models, 143-145
risks associated with implementing, 147

Risk prioritization, 7, 25, 67, 83, 119

cybersecurity, 99
asset value identification, 99-100
risk criteria, 100-102
health and safety risk management, 42
incentive plans, 189-190
supply chain risks, 81

Risk treatment, 7-9, 49, 119

change likelihood and consequences, 8

cybersecurity, 102
business continuity, 102-103
operations and technology, 105-106
securing human element, 103-104, 104f
transferring risk, 106

health and safety risk management, 43-44
examples for reducing consequences, 43
priority, 43

option, 8

plans, 54
and actions, 53-54, 56

possibilities, 8

through prevention and detection, 68
blind spots, 70
fire protection, 68
fire risk, 69
scenario planning, 70
system of controls, 69
thought process, 69

risk controls, 8

supply chain risk, 81-83

three jaywalkers, 8

Risks of strategy, 219

tradeoffs and, 221
activity set, 221
automobile industry with competitors,
221f
“big data’, 222
Blockbuster’s possibility, 223
“business model’, 222-223

Risks to strategy, 219

innovation and, 223
risks of Blockbuster’s strategy, 225
video rental market, 224, 224f



S
Sabotage, 128
Safety culture, 36-39, 177-178, 182
aspects of organizational culture, 182
good supervision, 183f
Safety integrity level (SIL), 55
Scenario planning, 70
Scope, 47, 54
SCRLC. See Supply Chain Risk Leadership
Council (SCRLC)
SCRM. See Supply chain risk management (SCRM)
Securing human element, 103-104, 104f
Security
awareness training, 104
metrics, 107
policies, procedures, and systems, 134
training, 104
Signature-based defense, 105
SIL. See Safety integrity level (SIL)
“Siloed” approach to risk analysis, 141-143, 142f
Site review, 23-24
Social engineering, 103-104, 127
Social risks, 17
Stakeholders, 47, 57
demands on directors from, 203-204
Storable commodities, 153
Strategic flexibility, 229
Strategic insurance policy, 229
Strategic risk, 219
assessment, 225
effective risk assessment, 226
elements, 228t
identifying strategic risks, 226-227
risks of Blockbuster’s strategy, 227
risks fo Blockbuster’s strategy, 228
flexibility, 229
innovation, 229
risk management, 219
risks of strategy, 219
tradeoffs and, 221-223
risks to strategy, 219, 227
innovation and, 223-225
strategy, 229
video rental business, 220
Strategy, 221, 229
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Supplier databases, 82
Supply chain disruption, main causes of, 76, 76f, 77f
consequences of disruption events, 77
losses from, 77
nature, causes, and consequences, 77
observations, 76-77
product quality incidents, 77
tier 1 or direct suppliers, 77
Supply chain risk identification process, 78
Supply Chain Risk Leadership Council
(SCRLC), 87
Supply chain risk management (SCRM), 87
benefits, 86-87
for business line manager, 75
aspects, 75
main causes of supply chain disruption,
76-77
modern supply chains, 75
emerging risks in, 83
climate change, 83-84
dependence on information
technology, 86
global, JIT, lean supply chains, 84
increased population and migration, 85-86
increasing social inequity and potential
supply chain risks, 84-85
health check questions, 81
risk analysis and prioritization, 81
risk assessment, 78
challenges, 80
critical suppliers, 78
key supplier of tires, 79
potential profit or service/delivery
effect, 78
sources of risk, 79
supply chain risk identification process, 78
risk monitoring and review, 83
risk treatment, 81-83
Supply of insurance
insurance pricing in competitive market,
165-166
limiting factors, 166-167
Survey approach, 184-185
Swap, 159
Systematic risk, 167-168
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T
Tangible assets, 110
Technical risk(s), 49
management activities, 56
sources of, 51-52
Terminations process, 135-136
Terrorism risk, 212, 214
Threat of cyberattack, 93
Time value of money, 165
Tradeoffs
activity set, 221
automobile industry with competitors, 221f
“big data’; 222
Blockbuster’s possibility, 223
“business model’, 222-223
and risks of strategy, 221
Transaction risk, 152
Translation risk, 152
Tripod Delta risk factors, 61-62

Trust, 110-111
Trusted insider, 125

U

Uncertainty, 9-12

Underground economy, 97

Unhedged strategies, 157

U.S. Environmental Protection Agency, 17

\'
Value
determinants of, 162-164
risk affecting, 164-165
Value at Risk (VaR), 154
Visible web, 106-107. See also Invisible web

w
“Watchful waiting” response, 227
World Bank, 213



