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Foreword

O nly a few decades ago, school personnel were worried about stu-
dents running in the halls and chewing gum, and parents were wor-
ried that their child might die of embarrassment from something that
happened to them at school. The concerns for school personnel and parents
in the United States have changed dramatically, and we are very fortunate
to have Ken Trump who has dedicated his career to making our schools
safer. It is my distinct pleasure to write a foreword for his third book.

I have been very fortunate to not only have read his books and count-
less articles, but to have heard Ken speak about school safety and to have
partnered with him on several projects. Ken is an exceptional, tireless, and
very knowledgeable spokesperson on school safety who knows the inside
story of what really needs to be done, having worked firsthand in the
school security field. He is very familiar with the politics of school safety,
knows how to lobby for better funding for school safety, and knows how
to get the most benefit from the shrinking funding for school safety that
schools are currently experiencing. This book covers everything from con-
ducting safety audits and crisis drills to how to help the school board
shape better policies for safer schools.

Ken and I share that our highest professional priority has been preven-
tion of school violence. We have both testified several times before the U.S.
Congress on this topic, and in July 2009, we testified before the same com-
mittee on strengthening federal school safety policy. Ken’s testimony,
which stressed the need for better data about the incidence of school vio-
lence, was eloquent, thoughtful, and practical based on his unmatched
knowledge of school safety and school crisis planning.

I have been working in the field of school safety and crisis prevention
and intervention for more than two decades, as my first book on the sub-
ject was published in 1989. I have also served on a national emergency
assistance team for the past decade and have personally responded to
provide assistance in the aftermath of 11 school shootings and many other
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school crisis situations. My background is in psychology, and I have been
concerned that some experts in school safety seem only to be interested in
promoting hardware measures such as metal detectors, surveillance cam-
eras, and more police presence.

Ken Trump believes in a comprehensive and balanced approach to
school safety that includes all school personnel, parents, and students. He
especially recognizes the important roles for support staff such as counse-
lors and psychologists in both crisis prevention and intervention. Ken
knows that one of the keys to school safety is creating a climate where
close supportive relationships are developed between all school personnel
and students.

Students also must be involved in safety planning, as much of school
safety is an inside job. There is no substitute for knowing all students and
knowing them well. Ken knows that the student who was just bullied and
harassed and who is humiliated or fearful is not in a state of mind to learn
at an optimal level.

Crisis planning is never a done deal, and our plans must be continually
evolving. School faculty meetings and school board meetings must regularly
include reviews of crisis plans and safety initiatives. Ken’s book outlines
what he has demonstrated throughout his career: how schools can work col-
laboratively with key community partners such law enforcement, emergency
management, and mental health professionals for better crisis planning.

I believe many of the incidents of school crises could have been, and
should have been, prevented. The information in this landmark book will
reduce school violence and save lives. I recommend it with the highest pos-
sible praise.

Dr. Scott Poland
Associate Professor, Center for Psychological Studies

Coordinator of the Suicide and Violence Prevention
Office at Nova Southeastern University

Member, National Emergency Assistance Team

Past President of the National Association
of School Psychologists
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Preface

T oday’s school administrators are under enormous pressures to boost
academic performance, maintain safe and orderly schools, and address
many societal issues crossing their schoolhouse doors each day.

School administrators are increasingly faced with tighter budgets. Time
is the only thing scarcer than money in many school districts. Educators
need practical, cost-effective school safety strategies from credible sources
without a lot of theory and fluff.

Proactive School Security and Emergency Preparedness Planning is designed
to meet the needs of today’s school leaders. Within it, readers will find
straightforward information on school security and emergency prepared-
ness. The book first looks at threats to school security and the politics sur-
rounding it, and then moves right into the nuts-and-bolts strategies for
preventing violence and preparing for crises.

A number of best practices in school safety have remained constant since
my first two books were published in 1998 and 2000. Yet this book is timely
in refocusing on the fundamentals and in advancing conversations on cur-
rent hot topics and future threats to safe and secure schools. School safety
planning is an ongoing process, not a one-time event, and this book builds
significantly upon the knowledge base covered in my first two books.

Proactive School Security and Emergency Preparedness Planning introduces
new, dedicated full chapters on managing the current national hysteria
around bullying, preparing schools for terrorism, managing school safety
on tight budgets, parents and school safety, and managing media and par-
ent communications in the postcrisis stage of school emergency planning.
These five new chapters offer practical, commonsense frameworks and
steps school leaders can take to proactively manage and respond to highly
visible, emotional, and political aspects of school safety leadership in
today’s security-sensitive school community. The guidance in these chap-
ters will help school leaders navigate complex school safety issues while
operating under unprecedented budget constraints.
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Educators and safety officials will also benefit from new subchapter sec-
tions on hot topics that have emerged over the years since my first books.
Administration building and board meeting security, after-hours school
security; athletic and large event security; cell phones; Election Day security;
elementary school security; Federal Educational Rights and Privacy Act
(FERPA) and school privacy exceptions; Tasers and school police; training
staff on school security and emergency preparedness; transportation secu-
rity; diversifying emergency drills; tabletop exercises; and financial and
continuity of operations plans are among the new and expanded subchap-
ters. Readers who found my earlier publications helpful in covering a wide
range of school security issues will find more best practices and issues to
consider with the addition of these new topics.

School safety continues to be an evolving field, and keeping up with
new information on school safety is as important as following the latest
research in academic achievement. Updates on topics in this book will be
added to my website at www.schoolsecurity.org. For timely and breaking
updates on current trends, hot topics, free resources, news, opinion, and
interactive dialogue on the latest developments in the school safety field,
visit my blog at www.schoolsecurityblog.com and sign up for daily
e-mail alerts.
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Understanding and
Managing School Safety

S chool leaders face a tense struggle between maintaining welcoming
and supportive schools with a positive climate for students while also
keeping schools safe, secure, and prepared for managing crises that cannot
be prevented.

Effectively managing school safety requires the combined skills of a
juggler and tightrope walker. School administrators must juggle school
safety and the many other aspects of leading schools: academics, facilities,
finances, district politics, school-community relations. They must also
walk a tightrope by beefing up security and preparedness for an emer-
gency while maintaining a supportive environment where students feel
they are a part of the school, teachers can focus on academics, parents feel
welcome as visitors and volunteers, and the school is part of the broader
community.

This is not an easy job. School leaders must understand the evolving
threats to school security, know how to navigate the “politricks” of school
safety, and develop a comprehensive and balanced approach to school
safety planning. Chapters 1-3 provide guidance for addressing these com-
plex, and sometimes competing, interests.






The Evolving
Threats to School
Security

A series of school shootings and violent acts rattled the American educa-
tion community between 1997 and 1999. The 1999 attack at Columbine
High School was a watershed event in the field of school security and emer-
gency preparedness planning. But more than a decade later, schools still
struggle in managing safety, security, and emergency preparedness issues.
Schools have made many safety improvements in the post-Columbine era,
but glaring gaps remain.

THE SCHOOL SECURITY THREAT CONTINUUM

In my first book, Practical School Security: Basic Guidelines for Safe and Secure
Schools (Trump, 1998), 1 wrote about aggressive and violent behavior,
drugs, weapons, gangs, and stranger danger. In Classroom Killers? Hallway
Hostages? How Schools Can Prevent and Manage School Crises (Trump, 2000),
I talked about homemade bombs and bomb threats, computer-related
offenses, adult-originated violence, teen suicide and self-harm, bullying
and aggressive behavior, and schools as terrorist targets.

More than a decade later, I realize that all of these issues plus new
threats can, and do, challenge school leaders at various times and in vari-
ous communities still today. We cannot frame school security threats in the
form of a top-10 list of specific threats at any given time. Instead, school
leaders must prepare for a continuum of threats that could potentially
affect the safety of their school at any given point in time.

On one end of the continuum, on a day-to-day basis the worst threat to
maintaining a safe school may be verbal disrespect, physically aggressive
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behavior, and bullying (all important issues not to be minimized). On the
other end of the continuum, threats may include a school shooting or a
terrorist attack upon our nation’s schools. Somewhere in between these
extremes rests a host of other threats, such as a student or staff suicide,
weather or natural disaster, large-scale student fights or riots, or a gun dis-
charged in a restroom.

Any of these situations could potentially occur at any school at any
point in time in the school year. Gangs may be a priority threat in a given
school this year, but 2 years later gangs may be a nonissue. Today’s focus
on bullying and teen suicide by the media and school-community could
shift overnight if terrorists strike our schools.

School leaders must therefore view potential threats to school safety as
being on a continuum. The threats evolve from school to school and from
one point in time to another. Planning and preparedness must evolve
accordingly.

INTERNAL AND EXTERNAL
THREATS TO SCHOOL SAFETY

Today’s school leader must prepare for both internal and external threats.
Too often we see school administrators overemphasizing the source of
potential threats to their school’s safety. Some say they are less worried
about violence by a student inside a school but are more worried about
outsiders who may come into the school to cause harm. Others will over-
emphasize potential student violence while failing to recognize factors
beyond the school property line that pose a risk to their schools.

For example, I'm often surprised at how many schools that sit adjacent
to, or within a very short distance of, a railroad track have never addressed
the risk of a hazardous material spill incident. Administrators and crisis
teams at these schools have often given detailed thought to reducing
access to their buildings, training staff on assessing student threats, and
planning for a school shooter. But so often we find these schools have had
little if any discussion and planning on one of the biggest threats facing
them: a train derailment, hazardous material spill, or other emergency
related to the railroad track in their vicinity.

As another example, one of the top reasons we see elementary schools
go into lockdown to secure their buildings is the result of the police or
other activity outside of their school in the broader community. It is not
uncommon for schools to lockdown after being alerted of police in pursuit
of a bank robber or fleeing suspect from a traffic stop nearby. Yet over the
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years I have frequently had elementary school administrators and teachers
say they do not want to practice lockdown drills out of fear they will trau-
matize young children and that there is no need to do so since there is little
likelihood of violence impacting a school with elementary children.

School officials must recognize that threats to their school’s safety can
originate from both within and outside of their school. It is unrealistic to
believe that student-originated violence or a disruption from an irate par-
ent could not potentially occur inside a school. Likewise, ignoring poten-
tial risks from our broader community, such as a felon fleeing police or a
hazardous materials spill from the highway next to your school, is also a
risky move.

ASSESSING THREATS AND
PRIORITIZING RISK REDUCTION

Each school district, and every school and support facility within that dis-
trict, should assess the potential threats and prioritize their risk reduction
measures. This means the priorities at one school may differ from those of
another school within the same district.

For example, in one county school system where I conducted a school
security assessment, one school was located within a few feet of a railroad
track. Priority for planning at that school should have been for a hazardous
material or other railroad incident. But in the same district, on the other side
of the county, another school was in the flightpath of a small regional air-
port, and an airplane accident was of significant concern.

It is this uniqueness of each school, district, and school-community
that requires educators, public safety officials, and community partners to
conduct ongoing assessments and reevaluations of their school’s security
and planning for a crisis. Too often, schools put a one-time emphasis on
assessing security and creating a crisis plan, relying on checklists or tem-
plates used districtwide rather than requiring a site-by-site assessment and
emergency plan. Reassessments and updating of emergency plans must be
conducted at least annually. School safety planning must be an ongoing
process, not a one-time event.

Higher Risk Threats

Some types of individuals, situations, times, and places encountered
by school officials are, by their nature, higher risk than others in terms of
safety threats. These include the following:
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e Athletic events, especially when there are a large number of observ-
ers or when the games are between rivals.

e Dances and similar social events where there are a large number of
individuals gathered together and engaging in increased social
activities.

e Locations within and around the school where there is a high level
of student movement but little responsible adult supervision, such
as restrooms, isolated hallways, stairwells, cafeterias, and bus drop-
off and pick-up points.

e School opening, class change times, and dismissal.

e Irate parents or guardians, especially when they have ongoing
encounters with school officials that they perceive to be negative or
adversarial.

e Disgruntled employees who cannot resolve their conflicts through
formal and legitimate mechanisms.

It is logical to believe that, because we know what types of situations
pose a higher risk, we should be able to take more risk reduction measures
to counter them. Unfortunately, this is not always the case.

ROLLER-COASTER AWARENESS, POLICY, AND
FUNDING: THE BIGGEST ONGOING THREAT
TO SCHOOL SAFETY

Although specific threats such as gangs or bullying change over time, the
most serious threats to school safety have remained constant since I wrote my
first two books more than a decade ago. These threats are adult-generated
threats, not threats from students or outsiders who come onto school prop-
erty. These threats are not violent, per se, but instead involve how school and
other public officials manage policy and funding for school safety.

These threats include the following:

1. Inconsistent or AWOL leadership on school safety. We have
worked in school districts where school safety is a top priority, from the
school board to frontline staff such as school secretaries and custodians.
Likewise, we have been in school districts where school safety is a priority
by the leadership in one school, yet in another school in the same district
the attention to safety is almost nonexistent. Inconsistent or nonexistent
leadership on school safety issues, from the school board and superinten-
dent to each school building principal, is one of the biggest threats to
school safety. Specific issues such as drugs or fighting will likely evolve
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over time, but if school safety is not held forward as a consistent priority
of the board, superintendent, and principal, schools will be less prepared
than they possibly could be.

2. Complacency by school staff, students, and parents. The first and
best line of defense for school safety is a well-trained, highly alert school
staff and student body. When students open doors for strangers or fail to
report another student who has a gun in school, and when staff members
prop open doors and fail to challenge or report strangers in the hallways,
school safety is at risk. Parents who fail to follow building entry and visitor
procedures put safety at risk. An “it can’t happen here” mentality puts
school safety at risk. All of the security technology in the world cannot
overcome the threat of human complacency, which is truly the biggest
enemy of school safety.

3. Inadequate funding for prevention, security, and preparedness.
Our state and federal legislatures, as well as local school boards, legislate
and fund by anecdote. When there is a high-profile school safety incident
in the headlines, legislators look for legislation and funding for that par-
ticular issue. When parent and media pressure is on at the local level,
school boards find money to fund prevention and security programs that
otherwise have had funding cut to the bare bone. Long-term stability is
needed in both policy and funding for school safety, and legislating and
funding by anecdote creates knee-jerk reactions, not the consistency
needed for long-term success in addressing school safety.

Roller-coaster public awareness, policy, and funding present a danger
to long-term school safety as great as the danger of specific threats such as
gangs and bullying. When programs are created and then cut 2 years later,
when school resource officers or security staff are in place for years and
then suddenly eliminated, and when school safety falls to the back burner
because there is not a crisis in the local news, long-term, sustained school
safety planning loses.



The “Politricks”
of School
Security

4" P olitricks”—political tricks—is unquestionably the biggest obstacle

to having professional school security in many districts. A focus
on image, power, control, and money (ironically the same features that
motivate many gangs) often takes precedence over reporting crime and
implementing professional security measures to truly protect children,
staff, and property. This creates varying degrees of denial, rhetoric, under-
reporting and nonreporting of school-based crime, and a general state of
paralysis for those educators, students, parents, and community members
who often falsely believe that the people creating this type of environment
are actually sincere in their claims of commitment to safe schools.

DENIAL, IMAGE, AND UNDERREPORTING

Denial, image, and related political motivators play a significant role in how,
or even whether, many school officials report school crime and respond to
school security needs. Although the phrase “zero tolerance” has gained
national use by a substantial number of political and school officials, the
action or inaction of many of these individuals fails to place meaning behind
the rhetoric.

Every board member, superintendent, and principal is not in denial.
Many school leaders are committed and sincere in their concern, talk, and
action in enhancing school security. Although there has been a shift in school
administrative culture to improved reporting and partnerships with law
enforcement since the 1999 Columbine attack, the political problems associ-
ated with school security are still far too prevalent across the nation.
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Denial of security problems by elected and administrative school offi-
cials exacerbates security problems and increases the risk of further threats.
For example, the scope and effect of denial have been cited as major obsta-
cles to the effective management of gang problems, especially in schools. In
his first study of Ohio gangs, Huff (1988) described the effect of denial on
schools by noting that

it is probable that the official denial of gang problems actually facili-
tates victimization by gangs, especially in public schools. School
principals in several Ohio cities are reluctant to acknowledge “gang-
related” assaults for fear that such “problems” may be interpreted as
negative reflections of their management ability. This “paralysis”
may actually encourage gang-related assaults and may send the
wrong signals to gang members, implying that they can operate
within the vacuum created by this “political paralysis.” (p. 9)

Unfortunately, Huff’s finding was one of the first of numerous reported
concerns about the issues of nonreporting, underreporting, and the lack of
data on school-based, gang-related crime across the nation (Kodluboy &
Evenrud, 1993; Lal, Lal, & Achilles, 1993; Spergel, 1990; Taylor, 1988).

Similar problems of nonreporting, underreporting, and denial exist with
nongang, school-based crimes. Concerns about poor reporting of school
crimes and inadequate reporting practices have been cited repeatedly for
more than three decades (Kodluboy & Evenrud, 1993; Quarles, 1993; Rubel
& Ames, 1986; U.S. Department of Health, Education, and Welfare, 1978). Yet
three decades since the first documentation of the problem, efforts to
improve school crime reporting have been haphazard and inconsistent
across the nation, while the issue of school crime and its associated level of
violence has grown to be a major area of public concern.

Numerous examples of underreporting and nonreporting of school
crimes to law enforcement have been exposed in recent years through
news reports, academic studies, law enforcement, reports by school
employees and students, after external audits and assessments of school
districts, and sometimes, through internal audits and subsequent reports.
Offenses not reported by school officials range from such property crimes
as vandalism, theft, and arson (many involving thousands of taxpayers’
dollars) to such crimes against persons and society as assault, drug pos-
session and trafficking, extortion, rape and other sex crimes, and weap-
ons possession and use. About the only offense missing from the examples
(so far) is murder!

The exact extent of nonreporting and underreporting is difficult to
specify in numbers because there is no central tracking authority for such
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problems. Nevertheless, increasing indicators of school-crime reporting
problems strongly suggest that they are more prevalent than many people
would like to believe or admit. It is becoming increasingly difficult for per-
sons to deny this problem, as a national concern, by labeling documented
cases of nonreporting as “isolated incidents,” “atypical,” or “only character-
istic of large, urban districts.”

Why do officials fail to report school-based crimes? According to the
American Association of School Administrators (1981), the reasons educa-
tional administrators refrain from notifying law enforcement officials of
school-based crimes include the following;:

e They want to avoid bad publicity, litigation, or both.

e They fear being blamed for the problem or considered as ineffective
in their jobs.

e They consider some offenses “too minor” to report.

e They prefer to handle the problems using disciplinary procedures.

e They believe the police and courts will not cooperate.

Almost 30 years after the American Association of School Adminis-
trator’s report, the reasons for nonreporting remain largely the same.

Far too many cases of nonreporting are intentional and sanctioned by
some principals, central office administrators, superintendents, or board
members. Other instances of nonreporting are less intentional and more a
by-product of bad past practices and distortions of outside influences. The
reasons for intentional nonreporting are described as follows.

1. School officials fear that if crimes are reported to police, they will be
perceived by the public as poor managers. Some principals and central
office administrators, including superintendents, fear that they will be
removed from their positions if it appears that there is “too much crime”
in their schools. In some districts, the number of incidents reported has a
direct negative effect on administrator performance evaluations and, in
turn, on salary increases or continued employment in these positions.

2. Politricks exist not only between the school system and the com-
munity but also within the school system. Even when the data exist, count-
less examples exist of manipulation, largely owing to internal competition
and the fear of negative consequences to careers (Hill & Hill, 1994). Such
behavior exacerbates denial, nonreporting, and an organizational culture
focused more on its image than on school security.

3. Some principals submit only selected statistics and information to the
central office. Some central office administrators submit only selected statistics
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and information to the upper administration. And some superintendents
“spoon-feed” only selected statistics and information to the board. So even
when board members are sincere in dealing with security issues, the informa-
tion they receive from the administration may be grossly distorted.

4. Anumber of cases have been documented, largely through investiga-
tive news stories, where local school districts have reported school disci-
pline and crime statistics inaccurately to state education agencies that
require annual reports from schools. Reporters have often uncovered dis-
crepancies among local school district data, police department data, and
data provided by the school district to state education officials. Typically
school officials feign ignorance, claim a misunderstanding of state reporting
procedures, or blame clerical errors for the discrepancy. They get a warning
from the state and black eye in the local media, both of which tend to go
away quickly with few long-term consequences for intentional or grossly
neglectful underreporting of school discipline and crime incidents. (For an
ongoing list of school crime underreporting incidents, see my Web page on
the issue at www.schoolsecurity.org/trends/school_crime_reporting.html.)

5. School board members fear that negative publicity of reported crimes
will contribute to their not being re-elected to their positions. Political images
and egos are easily bruised. Few bruises are worse than those stemming from
the perception by the community that the individuals they elected to the
school board have no control over the district. The tide is slowly turning,
however, as public displeasure and distrust for schools not being candid
with their communities is coming back to haunt elected officials, especially
when the distrust involves the safety of children and schools.

6. School leaders fear that if crimes are reported, parents will perceive
the schools as unsafe and remove their children from the school system. A
related fear is that if crimes are reported, parents and other voters will not
pass school tax proposals for those communities that require funding
increases through elections.

7. Some administrators believe that no data mean no problems. If inci-
dents are not reported and data are not collected, then there will be no
concrete evidence of a problem. Should the media, parents, or others ask for
data or documentation related to school security, administrators can hon-
estly say that there are no reports of, or statistics on, such occurrences.

8. Some educators have control issues, especially relating to image.
Educators are indoctrinated in an environmental culture based on control.
Teachers must control their classrooms. Those who are successful in class-
room control may be promoted to assistant principals when they are given

11



12

Understanding and Managing School Safety

responsibility for control of discipline in the school. These assistants may
be promoted to principals and now would be responsible for controlling
the entire school operation. Principals may be promoted to central office
positions and would be responsible for controlling an entire school service
department. And some will be promoted to superintendent, when they
must fully control the entire school district.

The real and perceived need to control, although certainly not the only
evaluation factor in determining the promotion of school personnel, can have
a detrimental effect on school security. Those who falsely interpret security-
related incidents to be a personal loss of control inevitably will make deci-
sions contrary to professional security practices. Nevertheless, those who
interpret security-related incidents to be a problem requiring a proactive and
preventative response will accurately perceive any inaction as a personal loss
of control and, in doing so, will likely pursue proper practices.

In fairness to school administrators, the failure to report crimes can
truly be unintentional. Reasons why administrators unintentionally fail to
report crimes may include the following:

1. School administrators have a history of handling all student behav-
ior administratively as disciplinary issues. Administrators traditionally
have full authority to discipline students for violations of school rules with
such consequences as detention, suspension, or expulsion. This is indeed
within their realm of authority.

The problem arises, however, when the student misbehavior is also a
crime. Principals still have the authority to administer disciplinary action
within the realm of established policies and procedures. Nevertheless,
they also have a responsibility to process the case criminally by reporting
the offense to police.

Some administrators falsely believe that by handling the criminal inci-
dent administratively, they have fulfilled their obligation. Others inaccu-
rately view handling an incident administratively and criminally as
double jeopardy. Nevertheless, there is no double jeopardy.

Students are not punished twice for the same offense when they are
disciplined within the school and reported to law enforcement officials for
a violation of the law. Administrators are fully justified and should be
mandated in reporting crimes to police besides administering disciplinary
action. Failure to do so sends a strong message to students that their
criminal behaviors are immune from consequences so long as they are
committed under the supervision of school officials. This, in turn, increases
the likelihood of further criminal behavior.

2. A large number of educators, including administrators, have
received little or no training in distinguishing crimes from disciplinary
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offenses. For example, a difference exists between fighting and assaults.
Fighting implies that there are two willing, intentional participants who
choose to engage in combat. Assault, however, suggests an intentional act
by one individual against a victim who is not inclined to fight. A difference
also exists between “bullying” and extortion, when the bullying involves
a student shaking down another student for his or her lunch money in the
school restroom.

Although law enforcement, prosecutors, and school security specialists
are readily available to provide such training, it appears as though few
school personnel see its need or importance until an unreported incident
becomes high profile. School administrators should seek this training for
themselves and their staff with updates at least once a year. They also
should incorporate legal definitions of offenses into their school policies
and student handbooks to ensure that school definitions of crimes are con-
sistent with legal codes.

3. Some educators believe that certain crimes are too insignificant for
law enforcement to be notified or that they can be better handled inter-
nally without law enforcement involvement. One of the best examples of
this is the occurrence of thefts. School officials have been known to choose
to not report thefts of school property, even in cases involving thousands
of dollars, because, in their minds, it serves no purpose as their districts are
self-insured. What they seem to forget is that, not only has a felony crime
occurred but also that they are self-insured with public taxpayer dollars!
Replacement or repair costs for thefts, vandalism, and similar offenses
contribute to a significant loss of public dollars that, if prevented, would
be better used toward classroom education.

Other administrators are hesitant to involve law enforcement because
they fear parental complaints, lawsuits, or both, for their actions. It is not
uncommon for central office administrators or board members to provide
less than anticipated support for principals who take a strong stand when
parents complain about discipline or related issues. A lack of central office
support discourages principals from firm, fair, and consistent discipline,
crime reporting, and security practices when principals know, or perceive,
that the district’s leaders will reverse their positions when the “squeaky
wheel” calls central office to complain.

Law enforcement and criminal justice systems can, at times, contribute
to the problem of nonreporting of school crime by school officials. Especially
in larger, urban areas where law enforcement and court resources are
stretched to maximum capacity, school officials may be unofficially encour-
aged to not report certain such offenses as possession of small amounts of
marijuana or other misdemeanors. By doing so, the police and courts imply
that school officials are creating an unnecessary burden by calling the
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police, leading school administrators to avoid reporting other offenses that
they may interpret as minor. Problems then arise, because school adminis-
trators generally do not have the training, experience, or legal right to judge
which crimes should and should not be reported.

AWKWARD CIRCUMSTANCES ENCOURAGE
DOWNPLAYING OF SCHOOL SAFETY

School administrators have also been put in an awkward position on
reporting school crimes and fully addressing school safety threats.

Persistently Dangerous Schools

As a component of the federal education No Child Left Behind law signed
into law by President Bush in 2002, state education departments were required
to create definitions of “persistently dangerous schools” in order to create a
trigger for allowing parents to remove students from such a designated school
to send them elsewhere. Although states typically created definitions in such
a manner that most schools would never meet the criteria (nor did they want
to), the mere existence of the definition cast a shadow over schools, which
discouraged the accurate reporting of school crime and violence. Most school
administrators privately acknowledged they would rather their schools be
labeled “academically failing” than “persistently dangerous” if they had to
pick between the two negative labels. Common agreement grew over time
that this requirement was counterproductive and problematic.

School Climate Survey Scores

As thisbook heads to press, President Obama’s Education Department
is proposing policy and funding to have schools complete school climate
surveys for which schools would subsequently receive school safety
scores based on criteria yet to be disclosed. The proposed approach of
providing school safety scores based on climate surveys pushed by fed-
eral and state governments risks being the current administration’s ver-
sion of the “persistently dangerous schools” component of the No Child
Left Behind law. Although the pitch to receive federal funding for school
climate may sound attractive on the surface, especially given other cuts
to school safety funding, in the long haul this approach will likely lead
to discouraged school crime and climate honesty rather than increased
accuracy and openness.
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Lack of Federal Mandatory School Crime Reporting

No federal mandatory school crime reporting and tracking exists in the
United States. Federal data are limited to a hodgepodge collection of a
handful of academic studies, many of them unrelated to one another,
based primarily on surveys. Federal school safety policy and funding has
been largely driven by this limited, questionable data.

Local school officials and education associations have not been quick to
support mandatory federal (or state) school crime reporting. On the one
hand, local schools enjoy state and federal school safety grants as a source
outside their local operating budgets for providing prevention and safety
programs. Yet on the other hand, local schools are hesitant to accurately
report school-based crimes out of fear of adverse media and public attention.

Ironically, the failure of local schools to accurately report school crimes
and the failure to have incident-based federal mandatory school crime
reporting increases the risks of reduced federal funding for school safety.
In fact, using their questionable and limited academic survey reports, the
federal government has actually repeatedly claimed that school crime is
down nationally since 1992. Although it is hard to understand how they
come to that conclusion given there is no federal mandatory school crime
reporting and data collection, the lame federal survey data have directly or
indirectly contributed to reduced funding for school safety under the
facade that school crime is declining.

Terrorism and School Security

The discussion of schools as potential targets for domestic and inter-
national terrorism has been muted due to fears of alarming parents. As I
address later in this book, the 2004 terrorist attack upon a school in
Beslan, Russia, is one of many concrete examples of schools and school
buses being targeted internationally for terrorist attack. Although there
has been some study of the issue, including a National Strategy Forum
publication titled School Safety in the 21st Century: Adapting to New
Security Challenges Post-9/11: Report of the Conference “Schools: Prudent
Preparation for a Catastrophic Terrorism Incident” (2004), and a 2007
Congressional hearing by the House Homeland Security Committee,
greater public discourse has been stifled due to the politics and public
reaction concerns. Of course, if federal and other leaders more publicly
acknowledged this threat, they would also be under pressure to better
fund school security and preparedness—something that has not happened
since that 2004 report and 2007 hearing.
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Politicization of School Safety

In Classroom Killers? Hallway Hostages? How Schools Can Prevent and
Manage School Crises (Trump, 2000), I lay out an extensive review of how
school safety was politically prostituted before and after the Columbine
High School attack in 1999. The political abuse and misuse of the issue of
school safety range from Congressional and political party spin in
Washington, D.C., to how local school boards and administrators capital-
ized on the frenzy about school safety to use it as leverage to pass local
school financial issues on the ballot by including safety and security com-
ponents to proposed bonds and levies. It makes for an interesting histori-
cal read, but for the purposes of this book I will point readers to the 2000
publication for details.

The politicization of school safety continues, though, up to the printing
of this book. At the national level, bullying became the focus of opportunistic
elected officials in the late 2000s and became a tool for political manipulation
at the federal level in 2009, rising to a frenzy level by elected officials, special
interest groups, and the media as of the writing of this book in late 2010.
Bullying has especially become the centerpiece for gay rights advocates call-
ing for anti-bullying bills to protect students who are or are perceived to be
gay, to their Christian conservative opponents who claim that such advocacy
is less about bullying and more about a deeper political agenda to get gay-
friendly policies, training, and curriculum into public schools. (See Chapter 6
on bullying issues as well as www.schoolsecurityblog.com for a detailed look
at this storyline of school safety politics.)

Parents and most frontline educators have no clue as to the extent to
which school safety is a political issue. Parents don’t know what they don’t
know, and nobody is rushing to tell them. Aspiring school administrators,
as well as those currently holding the position, had best take a closer look
both locally and nationally to better understand the politicization of school
safety so they can learn to navigate the politics while making sure their
policies and decisions meet the best interests of keeping kids and schools
safe, not furthering a broader political agenda of special interests locally or
on a state or national level.

REALITY, NOT RHETORIC

Administrators must establish a strong foundation that includes the consist-
ent reporting of school crimes to law enforcement before new policies, pro-
cedures, and programs can be developed to enhance school security.
Without this foundation, security threats cannot be identified, trends cannot
be established, and prevention and countermeasures cannot be deployed.
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Most people on the front lines do know what is going on in the
schools, even in the absence of formal reporting mechanisms and data. It
is false to think that members of the school community live in isolation
and do not know that crimes occur in school. Similarly false is the percep-
tion that the community will perceive school leaders as poor managers if
they report crimes.

The reality is that they will be perceived as poor managers for not
reporting crimes and for not handling problems head-on. It is then that
parents might not pass tax proposals or might move out of the system.
Administrative inaction, not action, will eventually lead to their downfall
on security issues.

The failure to report school-based crimes and to deal with security
matters proactively has negative consequences on several levels. Most
important: It is not good for kids and is wrong. Regardless of the perceived
benefits of nonreporting, the reality is this:

e It teaches children that there are no repercussions for committing
criminal acts.

¢ It sends a message to students that schools are islands of lawlessness
where the criminal laws of the broader community do not apply,
thereby subjecting the school to even more potential offenses.

e It states to the parents and community members that there is a lack
of concern about the safety of their children.

e It states to school employees that there is a lack of concern about the
safety of their workplace.

e It contributes to an atmosphere in which teachers cannot teach and
children cannot learn at their maximum capabilities.

e It creates an inadequate knowledge base regarding the true extent
and nature of crimes committed in school and on school grounds
across the United States, thereby reducing our ability to develop
effective intervention and prevention strategies.

Veteran school security specialists and law enforcement officers are not
the only professionals finally talking publicly about the seriousness of this
basic tenet of professional security. In its report titled Risks to Students in
School, the Office of Technology Assessment (OTA) for the U.S. Congress
(1995) cited the lack of data on school-related injuries, noting that informa-
tion had not improved much since 1985. The report concluded:

Definition inconsistencies, the lack of accurate baselines, underre-
porting, and the absence of a national—and, in most cases, state-
level—surveillance system complicates the characterization of

17



18

Understanding and Managing School Safety

trends in injuries at school and undermines public health interven-
tion efforts to stem the impact and severity of risk factors related to
school injuries. (p. 108)

The OTA’s finding reinforces the position that many U.S. schools have
bypassed the first step of acknowledging, reporting, and identifying secu-
rity problems. One can only ask how these officials attempt to create poli-
cies, procedures, and programs to address a problem that they allege does
not exist.

It is sad to hear the phrase “zero tolerance” as a political buzzword in
many communities. Given the politics of school security, the repeated abuse
of such sayings as “zero tolerance programs for violence, drugs, weapons,
and gangs” should be followed with a simple question from students, staff,
parents, and the community: What percentage of tolerance did the school
system previously have for violence, drugs, weapons, and gangs? Seventy
percent tolerance? Fifty percent tolerance? The honest reporting of disci-
pline and crimes should be in place at all times, not as a new program or
political rhetoric.

Congress should also pursue federal school crime reporting and track-
ing laws for K-12 schools that focus on law enforcement and incident-
based data. Although this is a politically charged issue, federal policy and
funding cannot continue to be based upon a hodgepodge collection of a
half dozen or so academic surveys limited in scope and depth. Our law-
makers must have improved data on actual criminal incidents reported on
campuses, not just surveys based on perceptions and self-reports alone.

By consistently and accurately reporting school-based crimes, educa-
tors, and school security and police officials can reverse the tragic trend of
political priorities taking precedence over school security. This step, taken
via a national legislative mandate, would send a stronger message to the
students, staff, and community that they can expect schools to be the safe
and secure havens that they were in the past. Done properly, it can also be
a positive public relations tool and provide justification for increased
school safety funding for local school districts.



Comprehensive
School Safety
Planning and
Leadership

O verall, educators, law enforcement officers, parents, students, and
other community members want to do the right thing in providing
safe learning environments. The political issues described in Chapter 2
present some major obstacles. No quick-fix solution or simple checklist
exists for putting and keeping everything in its proper place. Rarely will it
be easy. But it can be done. And it can be done in a win-win manner for all.

Although no one can guarantee that a school will never experience a
tragedy, school officials should be able to identify specific, balanced, and
comprehensive steps that they have taken to reduce the risks of such an
incident occurring and to prepare to manage a serious incident effectively,
should one occur.

The trend of pitting security and crisis preparedness strategies against
prevention strategies as an either/or option highlights the tendency
Americans have of going from one extreme to the other in their perspec-
tives on how to solve complex problems. Likewise, the inaccurate framing
of security and crisis preparedness, equating them with scores of police and
tons of equipment in our school hallways, also contributes to a skewed
picture of what needs to be done to improve school safety. To stand a
chance of making